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H A #337
What is the difference between threat hunting and incident response?

e A Threat hunting involves investigating potential threats before they manifest, while incident response focuses on reacting to
security incidents after they occur.

¢ B. Threat hunting focuses on manual analysis, while incident response relies on automated tools.

¢ (. Threat hunting and incident response are the same thing,

e D. Threat hunting only deals with low-level security incidents, while incident response tackles high- level threats.

Ef#: A

M #338
Which threat hunting technique focuses on analyzing network traffic to detect and prevent threats?

A. Behavior-based detection
B. YARA rule matching

C. Netflow analysis

D. Packet capture analysis
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B #339
Which of the following is an example of a nation-state threat actor attribution technique?

A. Using IP Address Logs

B. Using Twitter Handles

C. Using Office Locations

D. Using Geopolitical Context

IEf#: D

R #340
During which step of the Threat Hunting Process do threat hunters typically use security tools like SIEMs and EDR?

A. Identifying potential threats

B. Deploying security tools

C. Analyzing existing threat intelligence
D. Validating the hypothesis
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HH #341
In threat actor attribution, what does the term "False Flag" refer to?

A. A marker indicating the exact location of a threat actor
B. A technique to disguise the origins of an attack

C. A tactic where threat actors plant misleading evidence
D. A campaign run by threat actors on social media
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