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Fortinet NSE 8 - Written Exam (NSE8_812) s2 & NSES8_812 X Bk /& (Q64-
Q69):

HMA #064
Refer to the exhibits, which show a firewall policy configuration and a network topology.
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An admmnistrator has configured an inbound SSL mspectlon proﬁle ona Fortﬁate dev1ce (F G— 1) that is protectlng a data center
hosting mulltiple web pages-Given the scenario shown in the exhibits, which certificate will FortiGate use to handle requests to
Xyz.com?

A. FortiGate will use the first certificate in the server-cert list-the abc.com certificate

B. FortiGate will fall-back to the default Fortinet CA_SSL certificate.

C. FortiGate will reject the connection since no certificate is defined.

D. FortiGate will use the Fortinet CA_Untrusted certificate for the untrusted connection,

EfE: A
AR

https/docs.fortinet.conm/document/fortigate/7.4. 1 /administration-guide/850344/define-multiple- certificates-in- an-ssl-profile-in-
replace-mode If'there is no matched server certificate in the fist, then the first server certificate in the list is used as a replacement.




B #65
Refer to the exhibit.
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A customer wants FortiClient EMS configured to deploy to 1500 endpoints. The deployment will be integrated with FortiOS and
there is an Active Directory server.

Given the configuration shown in the exhibit, which two statements about the installation are correct?

(Choose two.)

e A Ifno client update time is specified on EMS, the user will be able to choose the time of installation if they wish to delay.

e B. A client can be eligible for muiltiple enabled configurations on the EMS server, and one will be chosen based on first
priority

e C. Younust use Standard or Enterprise SQL Server rather than the included SQL Server Express

e D. You can only deploy initial installations to Windows clients.

e E. The Windows clients only require "File and Printer Sharing0 allowed and the rest is handled by Active Directory group
policy

IEﬁ: B\ D
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* Ais correct because if no client update time is specified on EMS, the user will be able to choose the time of installation if they wish
to delay. This is because the FortiClient EMS server will not force the installation on the client.

* E is correct because the Windows clients only require "File and Printer Sharing” allowed and the rest is handled by Active
Directory group policy. This is because the Active Directory group policy will configure the Windows clients to automatically install
FortiClient and the FortiClient EMS server will only need to push the mnitial configuration to the clients.

The other options are incorrect. Option B is ncorrect because a client can only be eligible for one enabled configuration on the EMS
server. Option C is incorrect because you can deploy initial installations to both Windows and macOS clients. Option D is incorrect
because you can use the included SQL Server Express to deploy FortiClient EMS.

References:

Deploying FortiClient EMS | FortiClient / FortiOS 7.4.0 - Fortinet Document Library Configuring FortiClient EMS | FortiClient /
FortiOS 7.4.0 - Fortinet Document Library FortiClient EMS installation requirements | FortiClient / FortiOS 7.4.0 - Fortinet
Document Library

https/docs.fortinet.conydocument/forticlient/7.0. 7/ems-administration-guide/2 78884/deployment-installers
https:/docs.fortinet.conm/document/forticlient/7.0. 7/ems-administration-guide/3 74506/deploying- forticlient- software-to-endpoints

A # 66

SD-WAN is configured on a FortiGate. You notice that when one of the internet links has high latency the time to resolve names
using DNS from FortiGate is very high.

You must ensure that the FortiGate DNS resolution times are as low as possible with the least amount of work.

‘What should you configure?

¢ A. Configure local out traffic to use the outgoing interface based on SD-WAN rules with the interface IP and configure an



SD-WAN rule to the DNS server.

¢ B. Configure an SD-WAN rule to the DN server and use the FortiGate interface IPs in the source address.

e C. Configure two DNS servers and use DNS servers recommended by the two internet providers.

e D. Configure local out traffic to use the outgoing interface based on SD-WAN rules with a manual defined IP associated to a
loopback interface and configure an SD-WAN rule from the loopback to the DNS server.

EfE: A

A :

SD-WAN is a feature that allows users to optimize network performance and reliability by using multiple WAN links and applying
rules based on various criteria, such as latency, jitter, packet loss, etc. One way to ensure that the FortiGate DNS resolution times
are as low as possible with the least amount of work is to configure local out traffic to use the outgoing interface based on SD-WAN
rules with the interface IP and configure an SD-WAN rule to the DNS server. This means that the FortiGate will use the best WAN
link available to send DNS queries to the DNS server according to the SD-WAN rule, and use its own interface IP as the source
address. This avoids NAT issues and ensures optimal DNS performance. References:
httpsz/docs.fortinet.com/document/fortigate/7.0.0/sd-wan/19662/sd-wan

HMA #67
Youare troubleshooting a FortiMail Cloud service mtegrated with Office 365 where outgoing emails are not reaching the recipients'
mail What are two possible reasons for this problem? (Choose two.)

A. The FortiMail access control rules to relay from Office 365 servers public IPs are missing,

B. The FortiMail DKIM key was not set using the Auto Generation option.

C. A Mail Flow connector from the Exchange Admin Center has not been set properly to the FortiMail Cloud FQDN.
D. The FortiMail access control rule to relay from Office 365 servers FQDN is missing,

Ef: A. C

fEE L
https7/docs. fortinet.con’document/fortimail/7.2.0/cookbook/963264/configuring-outbound-settings-in-office-
365

B #68
Refer to the exhibits.
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An administrator has conﬁgured a FortiGate and Forti Authenticator for two-factor authentication with FortlToken push notlﬁcatlons
for their SSL VPN login. Upon initial review of the setup, the administrator has discovered that the customers can manually type in

their two-factor code and authenticate but push notifications do not work Based on the information given in the exhibits, what must
be done to fix this?

A. FAC-1 nust have an internet routable IP address for push notifications.
B. OnFG-1 CLI, the fim-push server setting must point to 100.64.141.
C. OnFG-1 portl, the fim access protocol must be enabled.

D. On FAC-1, the FortiToken public IP setting must point to 100.64.1 41

Ef#: B

iR

The FortiGate and Forti Authenticator configuration shown in the exhibits is using two-factor authentication with FortiToken push
notifications for SSL VPN login. FortiToken push notifications are a feature that allows users to receive a notification on their mobile
devices when they attempt to log in to a FortiGate or FortiAuthenticator service, and approve or deny the login request with a single
tap. However, push notifications do not work in this scenario, even though users can manually type in their two-factor code and
authenticate. One possible reason for this issue is that the FortiGate does not know how to reach the FortiAuthenticator server for
push notifications. Therefore, to fix this issue, one option is to configure the fim-push server setting on FG-1 CLI, which specifies the
IP address or FQDN of'the FortiAuthenticator server that handles push notifications. In this case, since FAC-1 has an IP address of



100.64.141, the fim-push server setting on FG-1 CLI must point to 100.64.141 as well. Reference:
httpsz/docs.fortinet.convdocument/fortiauthenticator/6.4.0/administration- guide/ 1 9662/fortitoken-mobile- push-notifications
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