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Answer: B

Explanation:

The role and responsibility that system users should not observe in the event of an information security incident is D: make the
information security incident details known to all employees. This is not a proper role or responsibility for system users, as it could
cause unnecessary panic, confusion or speculation among employees who are not involved in the incident response process. It could
also compromise the confidentiality and integrity of the incident information, which could be sensitive or confidential in nature.
Making the information security incident details known to all employees could also violate the information security policies and
procedures of the organization, which may require a certain level of discretion and confidentiality when dealing with incidents. The
other roles and responsibilities are correct, as they describe what system users should do in the event of an information security
incident, such as reporting the incident to the Servicedesk (A), preserving evidence if necessary (B), and cooperating with
investigative personnel if needed . These roles and responsibilities help to ensure a quick, effective and orderly response to
mformation security incidents. ISO/IEC 27001:2022 requires the organization to implement procedures for reporting and managing
mformation security incidents (see clause A.16.1). Reference: CQI & IRCA Certified ISO/IEC 27001:2022 Lead Auditor Training
Course, ISO/IEC 27001:2022 Information technology - Security techniques - Information security management systens -
Requirements, What is Information Security Incident Management?
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Answer:

Explanation:

Reference:

ISO/IEC 27001:2022 Information technology - Security techniques - Information security management systems - Requirements
ISO/IEC 27003:2022 Information technology - Security techniques - Information security management systems - Guidance Assess |
Definition of Assess by Merriam- Webster Regular | Definition of Regular by Merriam Webster Suitability | Definition of Suitability
by Merriam- Webster
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Answer: B

Explanation:

The purpose of'a Stage 2 audit is to evaluate the implementation of the management system, in this case, the ISMS, according to the
requirenents of ISO/IEC 27001:2022 and the organisation's own policies and procedures. The Stage 2 audit involves collecting
evidence of the effectiveness and performance of the ISMS, as well as verifying the conformity and suitability of the organisation's
controls. The Stage 2 audit also assesses the organisation's ability to achieve its information security objectives and to manage
information security risks. References: = ISO/IEC 27006:2022, clause 9.2.2.2; PECB Candidate Handbook ISO 27001 Lead
Auditor, page 28.



NEW QUESTION # 153
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Answer: A

Explanation:

The following are purposes of information security, except increasing business assets. Increasing business assets is not a purpose of
information security, as it is not directly related to protecting information and systens from threats and risks. Information security
may contribute to increasing business assets by enhancing custorer trust, reputation, compliance, and efficiency, but it is not its
primary goal. Ensuring business continuity is a purpose of information security, as it ains to prevent or minimize disruptions or losses
caused by incidents affecting information and systems. Minimizing business risk is a purpose of information security, as it aims to
identify and reduce threats and vulnerabilities that may compromise information and systems. Maximizing return on investment is a
purpose of information security, as it aims to optimize the costs and benefits of implementing and maintaining information security
controls and measures. Reference: : CQI & IRCA ISO 27001:2022 Lead Auditor Course Handbook, page 23. : [ISO/IEC 27001
Brochures | PECB], page 4.

NEW QUESTION # 154

5355 6: Sinvestment 2 —FRHRERME. FERBMAZRBEIREAT . B4 T RLHRILRERAM, (EEE
FEFC AR AT 7GR, BLIEBCIMATIEM .

Sinvestment 7774 8 57 38 A A HAT ERERER, WP EEMER R 24, hPIERE T E R ISO/MEC 27001
ISMS a5 T ISO/EC 27001 323% o

AR R TR 42 B A% BB AT HF % BSinvestmentZE AT (RE k1% . MBI T HAHEE). Bk, MFEETHRE
ZOREISCH, A5 ISMS HEEH. Bl ZEBURMNMERRE . FEBEYAES, HRAEE Sinvestment £
b C e SRR, B ERTR SO R R A M R B K.

BEAKR, et/ Sinvestmentf) =8 EE AT T Sk, UL T A MIZEISMS R I1EM . 55— FEBUE AT HOAT
FEHHMREREITH, BRT R Sinvestment 112 RAEFIHEAT I XM EREE LS

FESLRE B, wat A B #BRA B M L I B BE BB RS0 BRI RE, SinvestmentfERR, AFRCAH
PR R TIREERRERIRE. H—FEBERE B Sinvestment 1% 1E M ISMS 7 7 888 T ##.

B oRBRERER -MEERSERET. FiABRED, THEM RESEFFTEEN REEENER
SR B THFBUER . RSB T A7 BUER ZISO/MEC 27001 M ERZ —, i HEAEEAFNEMRZ LB
E, HUZMECSERRSE . ot EE _BEFERT, FsH/HBE 2 Sinvestmenti A 5T 8k & 15 )
A TR E FUsR A P IS BN Has B R B M e I &, HRZA R RA REMHITREF 1 #E.
FEFTAERIEET, ERREEEE. ik, XHHERESR. oristiaE ke g amEE. NE—RBER
A PR T FARAE RIEAT T 007, B/ R E SAn TR AR O BB R ek

FEH—FEBEZT, %% B Sinvestmenti? A B il Z 23l A B AIRL%. EEMEEIT, Sinvestment & it
B 2GR 6.

o A BUTHTHEBEMA R T RHEER B BB K
o B. RSk A I B RE I FE R A AL SR AR AT E IE
o C.7E% 2 BEBUEZ I B IE C Uil I B RE

Answer: C

Explanation:

Sinvestment should correct the identified issue related to the lack of documentation on information security training and awareness
before the stage 2 audit. Addressing this gap promptly ensures that the ISMS is fully compliant and effective when assessed in the
subsequent audit stage.

NEW QUESTION # 155
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