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NEW QUESTION # 150 
在發生資訊安全事件時，應遵守系統使用者的角色和責任，但以下情況除外：

A. 必要時保留證據
B. 讓所有員工了解資訊安全事件詳細信息
C. 如有需要，在調查期間與調查人員合作
D. 透過服務台發現後通報可疑或已知事件

Answer: B

Explanation:
The role and responsibility that system users should not observe in the event of an information security incident is D: make the
information security incident details known to all employees. This is not a proper role or responsibility for system users, as it could
cause unnecessary panic, confusion or speculation among employees who are not involved in the incident response process. It could
also compromise the confidentiality and integrity of the incident information, which could be sensitive or confidential in nature.
Making the information security incident details known to all employees could also violate the information security policies and
procedures of the organization, which may require a certain level of discretion and confidentiality when dealing with incidents. The
other roles and responsibilities are correct, as they describe what system users should do in the event of an information security
incident, such as reporting the incident to the Servicedesk (A), preserving evidence if necessary (B), and cooperating with
investigative personnel if needed . These roles and responsibilities help to ensure a quick, effective and orderly response to
information security incidents. ISO/IEC 27001:2022 requires the organization to implement procedures for reporting and managing
information security incidents (see clause A.16.1). Reference: CQI & IRCA Certified ISO/IEC 27001:2022 Lead Auditor Training
Course, ISO/IEC 27001:2022 Information technology - Security techniques - Information security management systems -
Requirements, What is Information Security Incident Management?

NEW QUESTION # 151 
您是一位經驗豐富的 ISMS 審核團隊負責人，正在與分配給您的審核團隊的正在接受培訓的審核員進行交談。您
希望確保他們了解計劃-實施-檢查-行動週期的檢查階段對於資訊安全管理系統的運作的重要性。
您可以透過要求他選擇最能完成句子的單字來做到這一點：
要使用最佳單字完成句子，請按一下要完成的空白部分，使其以紅色突出顯示，然後從下面的選項中按一下適用
的文字。或者，您可以將該選項拖曳到適當的空白部分。

Answer:

Explanation:
Reference:
ISO/IEC 27001:2022 Information technology - Security techniques - Information security management systems - Requirements
ISO/IEC 27003:2022 Information technology - Security techniques - Information security management systems - Guidance Assess |
Definition of Assess by Merriam-Webster Regular | Definition of Regular by Merriam-Webster Suitability | Definition of Suitability
by Merriam-Webster

NEW QUESTION # 152 
下列哪一項最能描述第二階段審核的目的？

A. 檢查組織是否遵守法律
B. 評估管理系統的實施情況
C. 了解組織的流程
D. 確保審核計畫得到執行

Answer: B

Explanation:
The purpose of a Stage 2 audit is to evaluate the implementation of the management system, in this case, the ISMS, according to the
requirements of ISO/IEC 27001:2022 and the organisation's own policies and procedures. The Stage 2 audit involves collecting
evidence of the effectiveness and performance of the ISMS, as well as verifying the conformity and suitability of the organisation's
controls. The Stage 2 audit also assesses the organisation's ability to achieve its information security objectives and to manage
information security risks. References: = ISO/IEC 27006:2022, clause 9.2.2.2; PECB Candidate Handbook ISO 27001 Lead
Auditor, page 28.



NEW QUESTION # 153 
以下是資訊安全的目的，但以下情況除外：

A. 增加企業資產
B. 最小化業務風險
C. 最大化投資回報
D. 確保業務連續性

Answer: A

Explanation:
The following are purposes of information security, except increasing business assets. Increasing business assets is not a purpose of
information security, as it is not directly related to protecting information and systems from threats and risks. Information security
may contribute to increasing business assets by enhancing customer trust, reputation, compliance, and efficiency, but it is not its
primary goal. Ensuring business continuity is a purpose of information security, as it aims to prevent or minimize disruptions or losses
caused by incidents affecting information and systems. Minimizing business risk is a purpose of information security, as it aims to
identify and reduce threats and vulnerabilities that may compromise information and systems. Maximizing return on investment is a
purpose of information security, as it aims to optimize the costs and benefits of implementing and maintaining information security
controls and measures. Reference: : CQI & IRCA ISO 27001:2022 Lead Auditor Course Handbook, page 23. : [ISO/IEC 27001
Brochures | PECB], page 4.

NEW QUESTION # 154 
情境 6：Sinvestment 是一家提供家庭保險、商業保險和人壽保險的保險公司。該公司成立於北卡羅來納州，但最近
在其他地區進行了擴張，包括歐洲和非洲。
Sinvestment 致力於遵守適用於其行業的法律法規，並防止任何資訊安全事件。他們實施了基於 ISO/IEC 27001 的
ISMS 並申請了 ISO/IEC 27001 認證。
認證機構指派兩名審核員進行審核。與Sinvestment簽訂保密協議後。他們開始了審計活動。首先，他們審查了標準
要求的文件，包括 ISMS 範圍聲明、資訊安全政策和內部稽核報告。審查過程並不容易，因為儘管 Sinvestment 表
示他們已製定文件程序，但並非所有文件都具有相同的格式。
隨後，審計小組對Sinvestment的高階主管進行了多次訪談，以了解他們在ISMS實施中的作用。第一階段審計的所
有活動都是遠端進行的，除了根據 Sinvestment 的要求在現場進行的文件資訊審查之外。
在此階段，審計人員發現沒有與資訊安全培訓和意識計劃相關的文件。被問及時，Sinvestment代表表示，公司已為
所有員工提供資訊安全培訓課程。第一階段審計讓審計團隊對 Sinvestment 的營運和 ISMS 有了整體了解。
第二階段審核在第一階段審核三週後進行。審計小組觀察到，行銷部門（未包含在審計範圍內）沒有適當的程序
來控制員工的存取權限。由於控制員工的存取權限是ISO/IEC 27001的要求之一，並且已包含在公司的資訊安全政
策中，因此該問題包含在審計報告中。此外，在第二階段審計中，審計小組觀察到Sinvestment沒有記錄使用者活動
日誌。
該公司的程序規定“記錄用戶活動的日誌應保留並定期審查”，但該公司沒有提供任何執行該程序的證據。
在所有審核活動中，審核員透過觀察、訪談、文件化資訊審查、分析和技術驗證來收集資訊和證據。對第一階段
和第二階段的所有審核結果進行了分析，審核小組決定發布積極的認證建議。
在第一階段審核中，審核小組發現Sinvestment沒有資訊安全訓練和意識的記錄。在這種情況下，Sinvestment 會做什
麼？請參閱場景 6。

A. 執行新的風險評估流程以了解問題是否需要修改
B. 記錄已識別的問題並在認證審核完成後進行更正
C. 在第 2 階段審核之前修正已識別的問題

Answer: C

Explanation:
Sinvestment should correct the identified issue related to the lack of documentation on information security training and awareness
before the stage 2 audit. Addressing this gap promptly ensures that the ISMS is fully compliant and effective when assessed in the
subsequent audit stage.

NEW QUESTION # 155
......
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