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IAPP AIGP Exam Syllabus Topics:

Section Objectives
- Regional and National Regulations

¢ 1. National Al Strategies
e 2. US State and Federal Regulations
e 3. EUAI Act

Al Laws, Regulations, and Standards - Global Al Frameworks

¢ 1. OECD Al Principles
e 2. UNESCO AI FEthics
e 3. ISO/IEC Standards

- Organizational Governance

o 1. Policies and Procedures
e 2. Governance Structures

¢ 3. Roles and Responsibilities (RACI)
Al Governance Implementation

- Data Governance for Al

e 1. Data Quality and Integrity
e 2. Data Privacy and Protection
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- Impacts of Al

e 1. Benefits of Al
o 2. Risks of Al

Foundations of Al Governance - Al Governance Fundamentals

¢ 1. Defining Al and its different approaches
¢ 2. Understanding the Al Development Life Cycle
¢ 3. Key Al Terminology and Concepts

- Emerging Issues

o 1. Ethical AI
e 2. Generative Al
e 3. Future Trends

Al Governance Management - Life Cycle Management

¢ 1. Incident Management
e 2. Third-party management
¢ 3. Auditing and Monitoring

- Risk Frameworks and Standards

e 1.1SO 31000 Risk Management
e 2. NIST Al Risk Management Framework (RMF)

Al Risk Management - Operationalizing Risk Management

o . Risk identification and assessment
¢ 2. Risk mitigation strategies
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HR #165

Scenario:

A mid-sized tech firmis building its Al governance programand is exploring ISO/IEC standards that could support consistency in
terminology and risk assessment processes across tears.

ISO/IEC 22989andISO/IEC 42001can be valuable resources for Al Governance professionals inall of the following ways
EXCEPT:

¢ A. Recommending key activities to assess and manage risk: test, evaluate, verify and validate (TEVV)

¢ B. Being applicable to organizations of any size and industry seeking to use Al responsibly and effectively in their design
processes, information systens and controls

e (. Addressing specific issues related to managing procurement processes with third parties that provide or develop Al
systens for their organization

e D. Establishing terminology and describing concepts so that governance team members can communicate with diverse parties
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and stakeholders from around the world
EfE: C

R -

The correct answer isC. ISO/IEC 22989 and 42001 focus onterminology, risk, and management systers, butdo not specifically
address procurement-related concerns with third-party vendors.

From the AIGP Body of Knowledge - Standards Section:

"ISO/IEC 22989 defines terminology and foundational concepts. ISO/IEC 42001 provides a management system standard for Al
They are not procurement-focused documents." Also confirmed in the Al Governance in Practice Report2025:

"These standards help establish common language and risk governance procedures. Procurement governance typically falls under
separate frameworks or sector-specific guidance." Thus,procurement governance (Option C)is not a central use case for these
standards.

H #166

CASE STUDY

Please use the following to answer the next question:

A mid-size US healthcare network has decided to develop an Al solution to detect a type of cancer that is most likely to arise in
adults. Specifically, the healthcare network intends to create a recognition algorithm that will perform an initial review of all imaging
and then route records to a radiologist for secondary review pursuant to agreed-upon criteria such as a confidence score below a
threshold.

To date, the healthcare network has:

Defined its Al ethical principles

Conducted discovery to identify the intended uses and success criteria for the system Established an Al risk committee Assembled a
cross-functional team with clear roles and responsibilities Created policies and procedures to document standards, workflows,
timelines and risk thresholds during the project The healthcare network intends to retain a cloud provider to host the solution. It also
mntends to retain a large consulting firm to supplement its small data science team and help develop the algorithm using the healthcare
network ' s existing data and de-identified data that is licensed froma large US clinical research partner.

Which of the following steps can best mitigate the possibility of discrimination prior to training and testing the Al solution?

A. Engage a third party to perform an audit.

B. Create a bias bounty program

C. Perform an impact assessment.

D. Procure more data from clinical research partners.

EfE: C
L2

The correct answer is C because performing an impact assessment is the most effective proactive measure to identify and mitigate
discrimination risks before model training and testing, Al governance frameworks emphasize early-stage risk identification,
particularly for high-stakes domains like healthcare, where bias can lead to harmful or inequitable outcomes. Impact assessments,
such as algorithmic or data protection impact assessments, evaluate potential harms, affected populations, and fairness risks prior to
development. This enables organizations to design appropriate safeguards, adjust data selection, and implement mitigation strategies
before biases become embedded in the model. Options like audits and bias bounty prograns are reactive or post-development
controls, while simply acquiring more data does not guarantee reduced bias without proper analysis. A structured impact assessment
aligns with risk-based governance and supports fairness, accountability, and regulatory compliance.

HR #167
The best practice to manage third-party risk associated with Al systems is to create and implement policies that:

e A. Require third-party Al systems to undergo a comprehensive audit by an external cybersecurity firm every six months.

¢ B. Focus on the technical aspects of Al systems, such as data security, while ethical risks are addressed through suitable
contracts.

e (. Focus on the financial stability of third-party vendors as the primary criterion for risk assessment.

e D. Provide for an appropriate level of due diligence and ongoing monitoring based on the defined risk.

IEf#: D
R -



Effective third-party Al risk management requires policies that establish a risk-based approach with appropriate due diligence and
ongoing monitoring proportional to the level of risk posed by the third-party system.

HH #168
The main purpose of NIST's Assessing Risks and Impacts of Al (ARIA) program s to:

A. Pilot new standards for Al red-teaming.

B. Promote interoperability across Al systemns.
C. Provide a suite of resources to manage risks.
D. Offer a regulatory sandbox for risk reporting.

EfE: C
BN -

NIST's ARIA programis designed to provide organizations with practical resources, guidance, and methodologies to assess and
manage the risks and impacts of Al systens.

ER #169

CASE STUDY

Please use the following to answer the next question:

A local police departiment in the United States procured an Al system to monitor and analyze social media feeds, online
marketplaces and other sources of public information to detect evidence of illegal activities (e.g., sale of drugs or stolen goods). The
Al system works by surveying the public sites in order to identify individuals that are likely to have committed a crime.

It cross-references the individuals against data maintained by law enforcement and then assigns a percentage score of the likelihood
of criminal activity based on certain factors like previous criminal history, location, time, race and gender.

The police department retained a third-party consultant to assist in the procurement process, specifically to evaluate two finalists.
Each of the vendors provided information about their system's accuracy rates, the diversity of their training data and how their
system works. The consultant determined that the first vendor's system has a higher accuracy rate and based on this information,
recommended this vendor to the police department.

The police department chose the first vendor and implemented its Al system. As part of the implementation, the department and
consultant created a usage policy for the system, which includes training police officers on how the system works and how to
incorporate it into their investigation process.

The police department has now been using the Al system for a year. An internal review has found that every time the system scored
a likelihood of criminal activity at or above 90%, the police investigation subsequently confirmed that the individual had, i fact,
committed a crime. Based on these results, the police department wants to forego investigations for cases where the Al system gives
a score of at least 90% and proceed directly with an arrest.

During the procurement process, what is the most likely reason that the third-party consultant asked each vendor for mformation
about the diversity of their datasets?

A. To assess the fairness of the Al system.

B. To evaluate the reliability of the Al system.

C. To comply with applicable law.

D. To determine the explainability of the Al system.

IEf#: A

AR :
Requesting information about dataset diversity helps assess whether the Al system treats different demographic groups fairly,
mitigating bias and discrimination risks.

HR#170
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