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A 27
¢ Al GOVERNANCE AND RISK: It encompasses understanding different Al models and their life cycles,
=x 1 guiding Al strategy, defining roles and policies, managing Al-related risks, overseeing data privacy and

governance, and ensuring adherence to ethical practices, standards, and regulations.

¢ Auditing Tools and Techniques: This section of the exam measures the skills of Al auditors and centers on

auditing Al systens using appropriate tools and methods. It includes audit planning and design, sampling
FH 2 methodologies specific to Al, collecting audit evidence, using data analytics for quality assurance, and
producing Al audit outputs and reports, including follow-up and quality control measures.

¢ Al Operations: It covers managing Al-specific data needs—including collection, quality, security, and

classification—applying development lifecycle methodologies with privacy and security by design, change
=M 3 and incident management, testing Al solutions, identifying Al-related threats and vulnerabilities, and
supervising Al deployments.
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A2 #132

An organization is adopting Al for its procurement and inventory teams, raising concern from stakeholders that they will lose their

jobs due to Al. Which of the following is the BEST way for the IS auditor to assess whether the potential negative impacts were
irried?

A. Review the Al roadmap for short-term and long-term milestones.

B. Review the current state assessment of how Al may impact the organization.

C. Review how the project management team collected feedback in engagement activities.
D. Review human-centered design practices to determine how they were considered.

He:. D
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Human-centered design (HCD) focuses on integrating stakeholder needs, ethical implications, and social impact into Al system
development. The AAIA™ Study Guide emphasizes the role of HCD in minimizing negative workforce impacts and ensuring
inclusive design.

"Auditors should review whether the Al system design process included human-centered practices- particularly for applications
affecting jobs or critical human roles. HCD ensures responsible adoption." While feedback collection (C) and impact assessments
(D) provide useful context, A directly addresses ethical impact mitigation at the design level.

Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Ethical and Legal Considerations in AL" Subsection:
"Human-Centered Al and Workforce Impacts"

AE #133
‘Which of'the following should be done FIRST when developing an incident management process for Al threats?

A. Configure STEM for security alerts

B. Define clear roles and responsibilities

C. Establish incident classification procedures
D. Develop incident escalation procedures

HE: B
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The AAIA framework states that incident response begins withroles and responsibilities. Without clearly assigned accountability, no
classification, escalation, or detection procedures can be effectively implemented.

Defining roles ensures:

* Ownership of monitoring

* Chain of command for incident decisions

* Clear responsibility for documentation

* Commumnication pathways

* Allocation of resources for containment

Classification (A), escalation (D), and SIEM configuration (C) follow AFTER roles are assigned. Therefore, defining roles and
responsibilities is foundational.

References:

AAIA Domain 2: Al Incident Management

AAIA Domain 1: Governance and Accountability Structures

HE #134
An S auditor detected a " Prompt Injection " embedded in an email from a vendor that used an mvisible font to hide text. Which of
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the following is the BEST control?

A. Add more instructions to the Al model about ignoring invisible text.

B. Lower the temperature so the Al model is less likely to follow injections.
C. Inplement text sanitization that removes mvisible text before ingestion.
D. Implement text sanitization that changes fonts to defauilt.

HE: C

MY

This is a " Hidden Text " attack, where an attacker tricks an LLM by embedding instructions that the human reader cannot see but
the machine can process. The most effective " Incident Management " control is " Text Sanitization " that specifically strips out
nvisible formatting, hidden HTML tags, or zero-width characters before the text is sent to the Al. Adding instructions (Option B) is
unreliable because prompt injections are specifically designed to " override " previous instructions. Lowering the temperature (Option
A) reduces creativity but doesn' t stop the model from following a clear, albeit hidden, command.

HEE #135
An organization is evaluating change management practices for Al-based decision support models. Which of the following BEST
demonstrates effective Al-focused change management?

A. Assigning a single data science team member to adjust the model in order to establish accountability
B. Documenting model updates and retraining sessions to ensure traceability

C. Deploying two separate copies of the model after each adjustment to compare results

D. Engaging an independent expert to review the model's accuracy and precision on a quarterly basis

He: B
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Documenting model updates and retraining sessions to ensure traceability (option C) is the halimark of mature, audit-ready change
management in Al. The AAIA™ Study Guide states, "Traceability and documentation of all changes-including retraining events,
parameter adjustments, and update rationales- enable effective audit trails, accountability, and regulatory compliance for Al
systers." While reviews and comparisons are usefiil, only comprehensive documentation guarantees ongoing transparency and
effective management.

ReferenceISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Change Management and Traceability in AI"

EE #1306
Which of'the following is MOST important to review in order to gain assurance that an Al model is performing without biases?

A. Al model temperature

B. Al model adaptability

C. Al development environment
D. Al training data
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