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Refer to the exhibit.
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How was the FortiGate device discovered by FortiSIEM?

A. Pull events discovery
B. Syslog discovery

C. Auto log discovery
D. GUI log discovery

Ef#: B

e

Discovery Methods in FortiSIEM: FortiSIEM can discover devices using various methods, including syslog, SNMP, and others.
Syslog Discovery: The exhibit shows that the FortiGate device is discovered by FortiSIEM using syslog.

* Syslog Parsing: The syslog messages sent by the FortiGate device are parsed by FortiSIEM to extract relevant information.

* CMDB Entry: Based on the parsed information, an entry is populated in the Configuration Management Database (CMDB) for
the device.

Evidence in Exhibit: The exhibit shows the syslog flow from the FortiGate Firewall to the parsing and discovery process, resulting in
the device being listed in the CMDB with the status "Pending." References: FortiSIEM 6.3 User Guide, Device Discovery section,
which explains how syslog discovery works and how devices are added to the CMDB based on syslog data.

B #56
Refer to the exhibit.

—

A FortiSIEM is continuously receiving syslog events froma FortiGate firewall The FortiScM administrator is trying to search the
raw event logs for the last two hours that contain the keyword tcp . However, the administrator is getting no results from the search.
Based on the selected filters shown in the exhibit, why are there no search results?

e A. Inthe Time section, the administrator selected the Relative Last option, and i the drop-down lists, selected 2 and Hours
as the lime period The time period should be 24 hours.

e B. The keyword is case sensitive Instead of typing TCP in the Value field. the administrator should type tcp.

e C. The administrator selected - in the Operator column That a the wrong operator.

e D. The administrator selected AND in the Next drop-down list. This is the wrong boolean operator.

Ef#: B

fEEL:

* Case Sensitivity in Searches: In FortiSIEM, search queries, including those for raw event logs, are case sensitive. This means that
keywords must be entered exactly as they appear in the logs.

* Keyword Mismatch: The exhibit shows the keyword "TCP" in the Value field. If the actual events use "tcp" (lowercase), the



search will return no results because of the case mismatch.

* Correct Keyword: To match the keyword correctly, the admmnistrator should enter "tcp" in the Value field.

* Reference: FortiSIEM 6.3 User Guide, Search and Filtering section, which discusses the importance of case sensitivity in search
queries.

H #57
An administrator wants to search for events received from Linux and Windows agents.
Which attribute should the administrator use in search filters, to view events received from agents only.

¢ A. External Event Receive Agents

¢ B. External Event Receive Raw Logs
¢ C. Event Received Proto Agents

¢ D. External Event Receive Protocol

EfE: A
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Search Filters m FortiSIEM: When searching for specific events, administrators can use various attributes to filter the resuls.
Attribute for Agent Events: To view events received specifically from Linux and Windows agents, the attributeExternal Event
Receive Agentsshould be used.

* Function: This attribute filters events that are received from agents, distinguishing them from events received through other
protocols or sources.

Search Efficiency: Using this attribute helps the admmistrator focus on events collected by FortiSIEM agents, making the search
results more relevant and targeted.

References: FortiSIEM 6.3 User Guide, Event Search and Filters section, which describes the available attributes and their usage for
filtering search resullts.

P #58
In the rules engine, which condition instructs FortiSIEM to summarize and count the matching evaluated data?

A. Filters
B. Time Window

C. Group By
D. Aggregation

IEf#: D

fiR .-

Rules Engine in FortiSIEM: The rules engine evaluates incoming events based on defined conditions to detect incidents and
anomalies.

Aggregation Condition: The aggregation condition instructs FortiSTEM to summarize and count the matching evaluated data.

* Function: Aggregation is used to group events based on specified criteria and then perform operations such as counting the number
of occurrences within a defined time window.

Purpose: This allows for the detection of patterns and anomalies, such as a high number of failed login attempts within a short period.
References: FortiSIEM 6.3 User Guide, Rules Engine section, which explains how aggregation is used to summarize and count
matching data.

HH #59
In FortiSIEM enterprise licensing mode, it the link between the collector and data center FortiSIEM cluster is down, what happens?

A. The collector buffers events

B. The collector processes stop, and events ate dropped.

C. The collector continues performance collection of devices, but slops receiving syslog.
D. The collector drops incoming events like syslog. but stops performance collection.

EfE: A



Enterprise Licensing Mode: In FortiSIEM enterprise licensing mode, collectors are deployed in remote sites to gather and forward
data to the central FortiSIEM cluster located in the data center.

Collector Functionality: Collectors are responsible for receiving logs, events (e.g., syslog), and performance metrics from devices.
Link Down Scenario: When the link between the collector and the FortiSIEM cluster is down, the collector needs a mechanism to
ensure no data is lost during the disconnection.

Event Buffering; The collector buffers the events locally until the connection is restored, ensuring that no incoming events are lost.
This buffered data is then forwarded to the FortiSIEM cluster once the link is re-established.

References: FortiSIEM 6.3 User Guide, Data Collection and Buffering section, explains the behavior of collectors during network
disruptions.
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