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A2 #233
What is the difference between vulnerability and risk?

A. Arisk is a potential threat that an exploit applies to, and a vulnerability represents the threat itself

B. A risk is potential threat that adversaries use to infiltrate the network, and a vulnerability is an exploit

C. A vulnerability represents a flaw in a security that can be exploited, and the risk is the potential damage it might cause.
D. A vulnerability is a sum of possible malicious entry points, and a risk represents the possibility of the unauthorized entry
itself.

HE: C

Y.

Vulnerability refers to a weakness or flaw in a system that can be exploited by threats. Risk, on the other hand, is the potential for
loss or damage when a threat exploits a vulnerability. The risk is essentially the impact or consequence of a vulnerability being
exploited
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In digital communications, which method is recommended for securely exchanging public keys between users TOn2262144790 and
D4nd126220794?

¢ A. Secure Multipurpose Internet Mail Extensions

e B. Pretty Good Privacy

¢ C. Automated Certificate Management Environment
¢ D. Hardware Security Module

HE: B
EE #235
Drag and drop the access control models from the left onto the correct descriptions on the right.
| MAC | object owner detemnnes permissions
i _ _ ABAC _ _ _ j (O deterr.l_ii'r:e;sﬁ;é:r;ﬁ?issions
i RBAC " role of the subject determines permissions
| DAC attributes of the subject determines permissions

MAC | ok
ABAC i
RBAC ' RBAC
NG .
DAC.. -~ X2 it
P e g
EE #236
At a company party a guest asks

How is this type of conversation classified?

e A. Password Revelation Strategy
e B. Phishing attack

e C. Social Engineering

e D. Piggybacking

HE:. A

AE #237
‘Which attack method intercepts traffic on a switched network?

e A. DHCP snooping
¢ B. ARP cache poisoning
e C. command and control



e D. denial of service
Y. B

Y.

ARP cache poisoning is a type of attack that intercepts traffic on a switched network by sending spoofed ARP messages to
associate the attacker's MAC address with the [P address of a legitimate host or gateway.

This way, the attacker can redirect the traffic intended for the legitimate host or gateway to his own device and performa man-in-
the-middle attack. References = Cisco Cybersecurity Operations Fundamentals
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