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HF#93

A user is provided access over the internet to an application running on a cloud infrastructure. The servers, databases, and code of
that application are hosted and maintained by the vendor.

Which NIST cloud service model is this?

A. CaaS
B. IaaS

C. PaaS
D. SaaS

Ef#: D

R -

According to the NIST definition of cloud computingl, there are three service models for cloud computing;

Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS). In the SaaS model, the cloud
provider delivers the software applications over the internet, and the users access them from various devices through a web browser
or a program interface. The cloud provider manages the underlying infrastructure, including the servers, databases, and code of the
applications. The users do not need to install, update, or maintain the software, and they only pay for the service they use. The
scenario described in the question is an example of the SaaS model, as the user is provided access over the internet to an application
running on a cloud infrastructure, and the vendor hosts and maintains the servers, databases, and code of that application.
References:

* SP 800-145, The NIST Definition of Cloud Computing | CSRC

* Final Version of NIST Cloud Computing Definition Published

* NIST Cloud Computing Program - NCCP | NIST

SaaS - User responsible for only the data, vendor responsible for rest

B #94
Which type of firewall should be implemented when a company headquarters is required to have redundant power and high
processing power?

e A Cloud

e B. Virtual

e C. Containerized
e D. Physical

IEfE: D

R -

A physical firewall is ideal for environments like a company headquarters that require redundant power, high throughput, and
dedicated hardware for maximum reliability and performance. It supports more robust failover and scalability compared to virtual or
containerized options.

B #95
Which type of attack obscures its presence while attempting to spread to muiltiple hosts in a network?

A. Denial of service
B. Smishing

C. Advanced malware
D. Reconnaissance

IEf: C

A -
Advanced malware is designed to evade detection and persist within a system, often using stealthy techniques to spread laterally
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across multiple hosts in a network without triggering alerts, making it especially dangerous and difficult to remove.

I #96
What is an operation of an Attack Surface Management (ASM) platform?

e A It scans assets in the cloud space for remediation of compromised sanctioned SaaS applications.

¢ B. It identifies and monitors the movement of data within, into, and out of an organization's network.

e C. It detects and remediates misconfigured security settings in sanctioned SaaS applications through monitoring,

¢ D. It continuously identifies all internal and external internet-connected assets for potential attack vectors and exposures.

IEf#: D

TR
Attack Surface Management (ASM) platforms focus on continuous discovery and monitoring of all internet-facing assets, both
internal and external, to identify attack vectors, vulnerabilities, and exposures that could be exploited by threat actors.

B #97
What is a reason [oT devices are more susceptible to command-and-control (C2) attacks?

e A Decreased connection quality within a local area network
¢ B. Limited battery lifc preventing always-on security

¢ (. Increased sharing of data through the internet

e D. Higher attack surface due to mobility

Ef#: C

BRI :

[oT devices often have constant nternet connectivity and increased data sharing, making them more vulnerable to command-and-
control (C2) attacks. Their limited security features and exposure to external networks provide attackers more opportunities to
compromise and control them remotely.
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