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IBM Cloud DevSecOps v2 Specialty Sample Questions (Q47-Q52):
NEW QUESTION # 47 
A company needs to collect evidence for an upcoming audit. How can the DevSecOps pipeline support this process?

A. By conducting manual security tests
B. By removing compliance checks from the pipeline
C. By automating the collection of security logs and vulnerability data
D. By disabling logging during deployments to increase speed

Answer: C

NEW QUESTION # 48 
How does the use of Terraform in IBM Cloud Schematics support DevSecOps principles?
(Choose Two)

A. By enabling rapid, repeatable, and reversible changes to infrastructure
B. By requiring physical hardware adjustments for each change
C. By facilitating infrastructure version control and collaboration
D. By minimizing the use of automation in cloud resource provisioning

Answer: A,C

NEW QUESTION # 49 
How can Infrastructure as Code (IaC) improve security in a DevSecOps environment?
(Choose two)

A. By disabling manual oversight of infrastructure
B. By eliminating the need for security policies
C. By providing consistent and repeatable deployments
D. By enabling automated security checks during infrastructure provisioning

Answer: C,D

NEW QUESTION # 50 
A DevSecOps team is struggling to keep up with security compliance requirements across multiple environments. What solution can
automate compliance checks and enforce security standards across all environments?

A. Manual review processes for each deployment
B. Continuous compliance tools integrated into the DevSecOps pipeline
C. Eliminating compliance checks during deployments
D. A dedicated team of security testers

Answer: B

NEW QUESTION # 51 
What is the primary benefit of using common toolchain tools and templates in DevSecOps?

A. They reduce the need for documentation.
B. They standardize development and operational processes.
C. They eliminate the need for security testing.
D. They provide entertainment to the development team.

Answer: B
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