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¢ Al GOVERNANCE AND RISK: It encompasses understanding different Al models and thetr life cycles,
=A 1 guiding Al strategy, defining roles and policies, managing Al-related risks, overseeing data privacy and
governance, and ensuring adherence to ethical practices, standards, and regulations.
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¢ Al Operations: It covers managing Al-specific data needs—including collection, quality, security, and
classification—applying development lifecycle methodologies with privacy and security by design, change
FH 2 and incident management, testing Al solutions, identifying Al-related threats and vulnerabilities, and

supervising Al deployments.

¢ Auditing Tools and Techniques: This section of the exam measures the skills of Al auditors and centers on

auditing Al systems using appropriate tools and methods. It includes audit planning and design, sampling
FH 3 methodologies specific to Al collecting audit evidence, using data analytics for quality assurance, and
producing Al audit outputs and reports, including follow-up and quality control measures.
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HE#79
An IS auditor is testing an Al model used for determining insurance premiums and eligibility. Which of the following is the MOST
effective testing method to identify bias in algorithm outputs?

A. Predictive analytics

B. Cross-cluster analysis

C. Disparate impact analysis
D. Regression testing

e, C

MY

Disparate impact analysisis a specific technique used to detect whether model decisions disproportionately disadvantage certain
protected or sensitive groups (e.g., by gender, age, ethnicity, or other attributes). For an Al model determiningpremiums and
eligibility, fairness and non-discrimination are critical regulatory and ethical requirements, and AAIA content highlights fairmess and
bias evaluation as core elements of Al governance and risk management.

Regression testing (A) checks that changes do not introduce defects in previously fimctioning components, not fairmess. Cross-
cluster analysis (B) may reveal patterns but is not inherently a fairness test. Predictive analytics (D) is a broad term for forward-
looking analysis, not a method specifically designed to detect bias.

Therefore,disparate impact analysisis the most appropriate and targeted method to identify bias in the insurance Al model's outputs.
References:

ISACA,AAIA Exam Content Outline- Domain 1: Al Governance and Risk (bias, faimess, and transparency considerations).
ISACA Al ethics and fairness guidance used in AAIA training materials.

EAE #80
Which of the following is the GREATEST challenge facing IS auditors evaluating the explamability of generative Al models?

A. Difficulties in preventing the input of biased data
B. Algoriths changing as Al continues to learn

C. Performance issues due to excessive computation
D. Differences of opinion regarding model types

. B

0
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EAE #81
An organization deploys an Al recruitment platform to screen job applicants. The IS auditor identifies that the platform's decisions
may be influenced by model bias. Which of the following risk mitigation strategies is BEST for the auditor to recommend?

A. Retrain the Al model using an external data set certified for inclusivity and fairness.

B. Require manual reviews of all Al-generated recruitment decisions before hiring is finalized.

C. Implement a process to periodically test the Al system for biases and adjust parameters as needed.
D. Suspend the use of the Al system until the training data can be verified for fairness and compliance.

HE: C

Y.

Periodic testing and monitoring for bias is a sustainable, proactive strategy aligned with best practices outlined in the AAIA™ Study
Guide. This approach ensures that the Al system remains compliant over time, even as data and hiring conditions change.

"Ongoing faimess assessments help detect emerging biases and ensure that the Al model maintains equitable decision-making
standards. Periodic testing also allows organizations to take corrective action before regulatory or reputational damage occurs."
Suspending the system (B) or relying solely on external datasets (C) are temporary or limited in scope.

Manual reviews (D) are effective but do not solve the root issue. Therefore, A provides a comprehensive, audit-aligned solution.
Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Ethical and Legal Considerations in AL" Subsection:
"Bias Mitigation and Monitoring”

HAE #82
When an IS auditor is reviewing results from an Al system, which of the following would cause the GREATEST risk?

A. Inability to identify where an Al system s housed

B. System output not being checked for inconsistencies
C. Difficulty of documenting Al algorithm processes

D. Cascading failures of Al system outputs

ox
m

: B

A2 #83
Which of'the following is MOST important to consider when auditing an organization's Al procedures?

A. Backup and recovery in the event of an Al data breach
B. Al data validation and filtration to prevent data poisoning
C. Enployee training on recognized Al best practices

D. Frequency of Al system updates to enhance security

e B

ME:

The integrity of data fed into Al systens is a critical concern. The AAIA™ Study Guide emphasizes that validation and filtration
processes are essential to mitigate the risk of data poisoning-an attack that can manipulate model behavior by injecting malicious
nputs.

"Data poisoning represents a major vulnerability in Al pipelines. Effective controls include robust validation, filtration, and monitoring
of training data sources. These preventive practices are essential to ensure model reliability and security." While options A, B, and C
are important operational and training measures, only D addresses a technical risk that can directly compromise model outputs and
trustworthiness.

Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Al Governance and Risk Management," Subsection:
"Al Data Integrity and Attack Prevention”
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