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¢ Describe the GHAS security features and finctionality: This section of the exam measures skills of a
GitHub Administrator and covers identifying and explaining the built?in security capabilities that GitHub

=A 1 Advanced Security provides. Candidates should be able to articulate how features such as code scanning,

secret scanning, and dependency management integrate into GitHub repositories and workflows to

enhance overall code safety.

¢ Use code scanning with CodeQL: This section of the exam measures skills of a DevSecOps Engineer and
covers working with CodeQL to write or customize queries for deeper semantic analysis. Candidates

M 2 should demonstrate how to configure CodeQL workflows, understand query suites, and interpret CodeQL

alerts to uncover complex code issues beyond standard static analysis.

¢ Configure and use code scanning: This section of the exam measures skills of a DevSecOps Engineer and

covers enabling and customizing GitHub code scanning with built?in or marketplace rulesets. Examinees
FH 3 must know how to interpret scan results, triage findings, and configure exclusion or override settings to
reduce noise and focus on high?priority vulnerabilities.
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HE #67
Which of the following steps should you follow to integrate CodeQL into a third-party continuous integration system? (Each answer
presents part of the solution. Choose three.)

A. Process alerts
B. Write queries
C. Upload scan results
D. Analyze code
E. Install the CLI

HY: CD,E
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When integrating CodeQL outside of GitHub Actions (e.g., in Jenkins, CircleCI):

* Install the CLI: Needed to run CodeQL commands.

* Analyze code: Perform the CodeQL analysis on your project with the CLI

* Upload scan results: Export the results in SARIF format and use GitHub's API to upload themto your repo's security tab.

You don't need to write custom queries unless extending functionality. "Processing alerts" happens after GitHub receives the resullts.

EE #68
Which of the following statements most accurately describes push protection for secret scanning custom patterns?

A. Push protection is not available for custom patterns.

B. Push protection is an opt-in experience for each custom pattern.

C. Push protection must be enabled for all, or none, of a repository's custom patterns.
D. Push protection is enabled by default for new custom patterns.
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Comprehensive and Detailed Explanation:

Push protection for secret scanning custom patterns is an opt-in feature. This means that for each custom pattern defined in a
repository, maintainers can choose to enable or disable push protectionindividually. This provides flexibility, allowing teans to
enforce push protection on sensitive patterns while leaving it disabled for others.

HEE #69
When does Dependabot alert you of a vulnerability in your software development process?

A. When Dependabot opens a pull request to update a vulnerable dependency
B. When a pull request adding a vulnerable dependency is opened

C. As soon as a pull request is opened by a contributor

D. As soon as a vulnerable dependency is detected

H": D
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Dependabot alerts are generated as soon as GitHub detects a known vulnerability in one of your dependencies. GitHub does this by
analyzing your repository's dependency graph and matching it against vulnerabilities listed in the GitHub Advisory Database. Once a
match is found, the systemraises an alert automatically without waiting for a PR or manual action.

This allows organizations to proactively mitigate vulnerabilities as early as possible, based on real-time detection.

HE#70
Which CodeQL query suite provides queries of lower severity than the default query suite?



e A github/codeql/cpp/qlsrc@main
¢ B. security-extended
¢ C. github/codeql-go/qlsrc@main

HE: B
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Thesecurity-extendedquery suite includes additional CodeQL queries that detectlower severity issuesthan those in the default
security-and-quality suite.

It's often used when projects want broader visibility into code hygiene and potential weak spots beyond critical vulnerabilities.
The other options listed arepaths to language packs, not query suites thermselves.

HEE#T
What does a CodeQL database of your repository contain?

A. Abuild for Go projects to set up the project

B. A representation of all of the source code GitHub Agentic Al for AppSec Teams
C. Build commands for C/C++, C#, and Java

D. A build of the code and extracted data

¥e: D
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Comprehensive and Detailed Explanation:

A CodeQL database contains a representation of your codebase, including the build of the code and extracted data. This database
is used to run CodeQL queries to analyze your code for potential vulnerabilities and errors.
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