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IBM C1000-189 A B Z:

=A P/

¢ Installation: This section of the exam measures the skills of System Implementation Specialists and focuses
on installing and deploying Instana across different environments. It includes installing the Instana backend,
=A 1 deploying and configuring agents, and migrating existing Instana setups. Candidates will also demonstrate

ther ability to implement Synthetic Monitoring and manage Points of Presence (PoPs) effectively for end-
to-end performance validation.
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¢ Troubleshooting: This section of the exam measures the skills of System Support Engineers and focuses on

resolving technical and operational issues in Instana. It includes configuring log levels, collecting logs for
=x2 debugging, and identifying connectivity issues between agents and the backend. Candidates will
troubleshoot installation failures, diagnose communication problemns, and apply corrective measures to
ensure consistent Instana performance and stability across environments.

¢ Security and Compliance: This section of the exam measures the skills of IT Security Analysts and focuses

on the data protection and compliance aspects of Instana deployment. Candidates must describe and
=3 implement data retention policies, plan for regulatory compliance, secure APIs, manage user access, and
mterpret audit logs. The goal is to ensure secure system configurations that align with organizational and
regulatory standards.
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Z| 4l IBM Instana Observability C1000-189 £ 2 M EE X (Q42-Q47):

AE #42
Which type of custom resource supports the retention policy settings in the Custom Edition?

A. StorageConf
B. ConfigYaml
C. UnitProp

D. CoreSpec

HE. D

ME:

According to the official IBM Instana Observability documentation (v1.0.304), retention policy settings in Custom Edition are NOT
configured in a custom resource called "StorageConf." Instead, they are configured as properties within the CoreSpec of the Core
customresource. The documentation explicitly states: "Overwriting the default retention settings is optional and should only be done
consciously. These retention setting values are configured as properties in the CoreSpec." The actual configuration looks like this:
text

kind: Core

metadata:

name: instana-core

namespace: instana-core

spec:

properties:

- name: retention.metrics.rollup5

value: "86400"

- name: config.appdata.shortterm retention.days

value: "7"

- name: config.synthetics.retention.days

value: "60"

The retention policies for infrastructure metrics, application data, and synthetic monitoring are all configured as properties within the
Core spec, not in a separate "StorageConf" custom resource. "StorageConf" refers to storage configurations for raw spans (S3,
GCS, Azure), not retention policies.
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HEE #43
‘Which configuration file contains Instana server connection details for the host agent?

A. com.instana.agent.main.config. Agent.cfg

B. cominstana.agent.main.sender. Server.cfg
C. cominstana.agent.main.sender.File.cfg

D. com instana.agent.main.sender.Backend.cfg

HE: B

Y.

The primary configuration file specifying Instana server connection parameters for the host agent is

cominstana.agent.main.sender. Server.cfg, The IBM documentation affirms: "The Server.cfg file inside the agent's configuration
directory defines backend connection endpoints, ports, and security tokens to communicate with the Instana backend or cluster
installation." This file is referenced on agent startup and dictates host-server routing, clustering, authentication, and TLS endpoints.
Other config files control agent properties or log shipping, not backend connectivity. Editing Server.cfg is the recommended method
for specifying on-premises, private cloud, or SaaS endpoints for all monitored agents.

HE #4
What is the purpose of creating a custom service rule in Instana?

A. To set a global service name for all calls

B. To apply the service.name tag of the infrastructure component

C. To create a manual service configuration

D. To map services using existing meta-information of the infrastructure component

¥e: D

MH.

IBM Instana Observability enables users to create custom service rules to precisely associate telemetry with logical services using
meta-information already present in infrastructure components. The documentation specifies: "Custom service rules enable mapping
of discovered entities to meaningful service constructs, using labels, tags, or annotations present on infrastructure components." This
supports the grouping and visualization of traffic/metrics for actual business workflows rather than default technical boundaries. By
analyzing meta-data, such as Kubernetes labels, docker tags, or VM metadata, Instana automatically maps relevant requests and
traces to the defined service names, improving observability and simplifying troubleshooting, Global service naming (A) and manual
configuration (C) do not leverage infrastructure metadata and are not scalable in dynamic environments. Option D relies only on a
service.name tag, missing broader meta-information mapping capabilities. The verified documentation supports answer B as the sole
comprehensive approach for dynamic service discovery within Instana.

R #45
Which back-end component in the stream processor pipeline is shared between application and infrastructure?

A. Log-Processor
B. Acceptor

C. Processor

D. Filler

He:. D

MY

IBM Instana's documentation for internal architecture and stream processor pipeline defines component finctions explicitly. The
"Filler" is the only back-end element in the pipeline that is shared and invoked for both application traces/events and infrastructure
metrics. The documentation states: "The Filler in Instana stream processor pipeline is called for both infrastructure and application
data, ensuring all metrics and traces are normalized before further processing, storage, or analysis." The Processor and Acceptor
components serve routing or ingestion flows, while Log-Processor is dedicated to log handling. The Filler centralizes mapping of
tags, metric normalization, and correlation logic for all ncoming telemetry, supporting Instana's unified observability workflows and
high-throughput analytics. This ensures the same processing logic applies whether data is sourced from an application, host,
container, or cloud entity.



EE #46
For Instana Standard Edition, in which file should the salesKey be updated?

A. Gui.api

B. config.yaml
C. license.json
D. download.pl

He. C

ME:

Licensing in Instana is controlled by a key called "salesKey," which must be placed in the license.json file for Standard Edition. Per
IBM Instana Observability documentation, "The salesKey is part of the license.json file, which must be updated to activate the
Instana Standard Edition license." This file is checked at startup and authorizes agent/server deployment, binding entitlement and
features to the account. Instana's licensing model relies on proper key management within license.json for compliance and support
tracking, The config. yaml file manages agent technical configuration, not licensing. Download.pl and gui.api files are not associated
with salesKey or licensing. Any update to the license must be done within license.json and validated by Instana's backend for
activation completeness-this procedure is outlined step-by-step in the mstallation and onboarding guides.
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