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HE #271

SCENARIO

Please use the following to answer the next question:

TripBliss Inc. is a travel service company which has lost substantial revenue over the last few years. Their new manager, Oliver,
suspects that this is partly due to the company's outdated website. After doing some research, he meets with a sales representative
from the up-and-coming IT company Techiva, hoping that they can design a new, cutting-edge website for TripBliss Inc.'s
foundering business.

During negotiations, a Techiva representative describes a plan for gathering more customer information through detailed
Questionaires, which could be used to tailor their preferences to specific travel destinations. TripBliss Inc. can choose any number of
data categories - age, income, ethnicity - that would help them best accomplish their goals. Oliver loves this idea, but would also like
to have some way of gauging how successful this approach is, especially since the Questionaires will require customers to provide
explicit consent to having their data collected. The Techiva representative suggests that they also run a programto analyze the new
website's trafic, in order to get a better understanding of how customers are using it. He explains his plan to place a number of
cookies on customer devices. The cookies will allow the company to collect [P addresses and other information, such as the sites
from which the customers came, how much time they spend on the TripBliss Inc. website, and which pages on the site they visit. All
of this information will be compiled in log files, which Techiva will analyze by means of a special program. TripBliss Inc. would
receive aggregate statistics to help them evaluate the website's effectiveness. Oliver enthusiastically engages Techiva for these
services.

Techiva assigns the analytics portion of the project to longtime account manager Leon Santos. As is standard practice, Leon is given
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administrator rights to TripBliss Inc.'s website, and can authorize access to the log files gathered from it. Unfortunately for TripBliss
Inc., however, Leon is taking on this new project at a time when his dissatisfaction with Techiva is at a high point. In order to take
revenge for what he feels has been unfair treatment at the hands of the company, Leon asks his friend Fred, a hobby hacker, for
help. Together they come up with the following plan: Fred will hack into Techiva's system and copy their log files onto a USB stick.
Despite his initial intention to send the USB to the press and to the data protection authority in order to denounce Techiva, Leon
experiences a crisis of conscience and ends up reconsidering his plan. He decides instead to securely wipe all the data from the USB
stick and inform his manager that the company's system of access control must be reconsidered.

After Leon has informed his manager, what is Techiva's legal responsibility as a processor?

A. They must report it to TripBliss Inc.

B. They must inform customers who have used the website.
C. They must conduct a full systems audit.

D. They must report it to the supervisory authority.

Ef#: C
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Company X has entrusted the processing of their payroll data to Provider

Y. Provider Y stores this encrypted data on its server. The IT department of Provider Y finds out that someone managed to hack
into the systemand take a copy of the data from ts server. In this scenario, whom does Provider Y have the obligation to notify?

A. Law enforcement

B. The public

C. Company X

D. The supervisory authority

M
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R #273
A worker in a European Union (EU) member state has ceased his employment with a company. What should the employer most
likely do in regard to the worker's personal data?

A. Securely store the data that is required to be kept under local law.

B. Destroy sensitive information and store the rest per applicable data protection rules.
C. Store all of the data in case the departing worker makes a subject access request.
D. Provide the employee the reasons for retaining the data.

EfE: B
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SCENARIO

Please use the following to answer the next question:

Joe started the Gummy Bear Company in 2000 from his home in Vermont, USA. Today, it is a multi-billion- dollar candy company
operating in every continent. All of the company's IT servers are located in Vermont.

This year Joe hires his son Ben to join the company and head up Project Big, which is a major marketing strategy to triple gross
revenue njust 5 years. Ben graduated with a PhD i conmputer software firoma top university. Ben decided to join his father's
company, but is also secretly working on launching a new global online dating website company called Ben Knows Best.

Ben is aware that the Gummy Bear Company has millions of customers and believes that many of them might also be interested in
finding their perfect match. For Project Big, Ben redesigns the company's online web portal and requires customers in the European
Union and elsewhere to provide additional personal information in order to remain a customer. Project Ben begins collecting data
about customers' philosophical beliefs, political opinions and marital status.

Ifa customer identifies as single, Ben then copies all of that customer's personal data onto a separate database for Ben Knows Best.
Ben believes that he is not doing anything wrong, because he explicitly asks each customer to give their consent by requiring them to
check a box before accepting their information. As Project Big is an important project, the company also hires a first year college
student named Sam, who is studying computer science to help Ben out.

Ben calls out and Sam comes across the Ben Knows Best database. Sam is planning on going to Ireland over Spring Beak with 10
of his friends, so he copies all of the customer information of people that reside in Ireland so that he and his friends can contact



people when they are in Ireland.

Joe also hires his best fiiend's daughter, Alice, who just graduated from law school in the U.S., to be the company's new General
Counsel. Alice has heard about the GDPR, so she does some research on it. Alice approaches Joe and informs him that she has
drafted up Binding Corporate Rules for everyone in the company to follow, as it is important for the company to have in place a legal
mechanism to transfer data internally from the company's operations in the European Union to the U.S.

Joe believes that Alice is doing a great job, and informs her that she will also be in-charge of handling a major lawsuit that has been
brought against the company in federal court in the U.S. To prepare for the lawsuit, Alice instructs the company's IT department to
make copies of the computer hard drives from the entire global sales team, including the European Union, and send everything to her
so that she can review everyone' s information. Alice believes that Joe will be happy that she did the first level review, as it will save
the company a lot of money that would otherwise be paid to its outside law firm.

As a result of Sams actions, the Gummy Bear Company potentially violated Articles 33 and 34 of the GDPR and will be required to
do what?

¢ A. Analyze and evaluate all of its breach notification obligations.
¢ B. Notify all of its customers that reside in the European Union.
¢ C. Analyze and evaluate the liability for customers in Ireland.

¢ D. Notify its Data Protection Authority about the data breach.

EfE: A

fERHL -

According to Articles 33 and 34 of the GDPR, the Gummy Bear Company potentially violated its breach notification obligations by
allowing Sam to copy and use the personal data of its customers i Ireland without their consent or authorization. A personal data
breach is defined as a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of,
or access to, personal data transmitted, stored or otherwise processed (Article 4(12)). The Gummy Bear Company, as a data
controller, is required to notify the competent supervisory authority of the personal data breach without undue delay and, where
feasible, not later than 72 hours after having become aware of'it, unless the personal data breach is unlikely to result in a risk to the
rights and freedoms of natural persons (Article 33(1)). The notification should include the nature of the personal data breach, the
categories and approximate number of data subjects and personal data records concerned, the likely consequences of the personal
data breach, and the measures taken or proposed to address the personal data breach (Article 33(3)). The Gummy Bear Company
is also required to communicate the personal data breach to the affected data subjects without undue delay, if the personal data
breach is likely to result in a high risk to the rights and freedons of natural persons (Article 34 (1)). The communication should
describe the nature of the personal data breach and the measures taken or proposed to address the personal data breach (Article
34(2)).

Therefore, the Gummy Bear Company should analyze and evaluate all of its breach notification obligations, taking into account the
nature and circumstances of the personal data breach, the type and sensitivity of the personal data involved, the potential impact and
harm to the data subjects, and the applicable laws and regulations of the jurisdictions where the data subjects reside. The Gummy
Bear Company should also document the personal data breach and the remedial actions taken, and cooperate with the supervisory
authorities and the data subjects as required by the GDPR.

References: GDPR, Articles 4(12), 33, 341; EDPB Guidelines 01/2021 on Examples regarding Data Breach Notification2
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Article 9 ofthe GDPR lists exceptions to the general prohibition against processing biometric dat a. Which of the following is NOT
one of these exceptions?

e A The processing is done by a non-profit organization and the results are disclosed outside the organization.

e B. The processing is necessary to protect the vital interests of the data subject when he or she is incapable of giving consent.

e C. The processing is necessary for the establishment, exercise or defense of legal claims when courts are acting in a judicial
capacity.

e D. The processing is explicitly consented to by the data subject and he or she is allowed by Union or Memmber State law to lift
the prohibition.

IEf#E: A

A -

Article 9 of the GDPR prohibits the processing of special category data, which includes biometric data for the purpose of uniquely
identifying a natural personl. However, there are 10 exceptions to this general prohibition, usually referred to as 'conditions for
processing special category data'2. These are:

(2) Explicit consent

(b) Employment, social security and social protection (if authorised by law)



Vital interests

(d) Not-for-profit bodies

(e) Made public by the data subject

(f) Legal claims and judicial acts

(g) Substantial public interest conditions

(h) Health or social care

(1) Public health

(j) Archiving, research and statistics

Option A is not one of these exceptions, and therefore it is not a valid reason to process biometric data under Article 9. Option B, C
and D are all valid exceptions, as they correspond to conditions , (f) and (a) respectively. Therefore, the correct answer is A.
Reference:

4: Art. 9 GDPR Processing of special categories of personal data

6: What are the rules on special category data? | ICO

B #276

CIPP-E7 2 O HERcRtan 24— ik, EFCEEHAODBENLLOTT. FF¥FE . b0 7
AMMBEZSDEME»6RKTVET. MBOEEFRBEFEFCHS. BEFHEFERETT. CIPP-ERABE
BT, ¥ =—ACBL T O THRELBREFROUT,. WOTLHHEBL CRRIEIZIEBTEET.
CIPP-EREH M. BREBHR T 37U THL, BHELLL2—DAT Y 2—Vifé> T CIPP-EXE A A F
HBEBCEDETHARRYARERTWET,

CIPP-E%. P %1 3% ! & : https://www.jpntest.conyshiken/CIPP- E-mondaishu

HurzOBAL THhH5. IAPPOCIPP-EREEY 7 b BEHH SNz 6. WA A—VThHAIEEBML £ 3. IAPP
CIPP-ESHEEBE 7 AT M4 o TWBE2L Yy A—FTZNSEBATE. LYy MA— N EOE
FICHRHTEET & BUHCIPP-EHEFIABAN S EEHEEIRLBHO ML — =2 7 HMEFATHES. 2O
BE. a1 5 CIPP-ERBR IR BN # B A T, RFBCEET S+ 52 £ ¥ A 5. JPNTest CIPP-E-RB% b L >~
Mty EEEREEE T oAb COBEELTRRT 20K S £ 9. CIPP-ERBICEKTI2VLEND Y &
T,

FHRINTOBREBELTOFEEDRBICODVWTOZDHEDEHEIIK . RIFESCIPP-Eh T 3 REOERE 28 5
PELEIELTVBER, BOUBELELFHARLVWIERINRBFAT 27 DI Y FOREBMETH 2HFH G
o R (O D

IAPP CIPP-EREBREEDF =4 BB X Y>u—FL & S

EH. BACZNEFJOMESH 2 3BLERA. HDLI-OBAL THr s, IAPPOCIPP-EREY 7 F BNEH
Ehtfeo, BAUA—NVTHE2BHMLET. 7HA7Y M3 EE->TW3 2L Yy NA—FTZRLEBAT
. LYy bA— NG & OERCREATEET T,

24t Certified Information Privacy Professionalf® & FEE & | & BFTD b L —= > 7 #MEEFEATHE T, CDHE.
Fhfe B CIPP-ERREF G B 2B A T, B EH T 24252 £ €A 5, JPNTest CIPP-ERREE b L > bk
X EH¥E7 o AR OBELRMT 20K I5 £ 7.

o CIPP-EE#5sAB%. CIPP-E#RE &, CIPP-El %[, Certified Information Privacy Professional/Europe (CIPP/E)f
FE LR [ {CIPP-E } O iR BRRIE W [ www.japancert.com | T #ERESEHCIPP-ERET N1 v /8—

o CIPP-E&#8E5 & O CIPP-ERBE 7T X o v »S— [ CIPP-E&# + L — Y > 7 04 ¢ < 0 www.goshiken.com
OTC{CIPP-E} % & L. B TKX 7> o—FL TL S WCIPP-EREAAENE

o CIPP-ERBRD #7575 | #EBLD & 3 CIPP-ES MR EHEHER | £ 5 L v Certified Information Privacy
Professional/Europe (CIPP/E)E: P 4158 P9 & [ = www.shikenpass.com 14 1 b2 T CIPP-E Uv/ £ #
R T8 > CIPP-EB A% 72 5E sl B

o CIPP-EzRBR D ¥EM 7V | (S8R 4 CIPP-ES & R EFE A5 | 385 ¥ 3 Certified Information Privacy
Professional/Burope (CIPP/E)E P 4058 A & [ > www.goshiken.com (I CA# Z2 2 kL4 > 5 1 > k> CIPP-E< D
A B CIPP-EME KA B

o CIPP-ERRBR D ¥EMH 7% | B D & 2 CIPP-ESHE R EFERE | W 5 L v Certified Information Privacy
Professional/Europe (CIPP/E)&. M &A% [0 CIPP-E 0% R X 7> o —F [ www.xhs1991.com ]
V=7 HA FEANAT ZLEYCIPP-EF X A%

o CIPP-ER#%st5. CIPP-E4KE 8. CIPP-E %[, Certified Information Privacy Professional/Europe (CIPP/E)f]


https://www.mogiexam.com/CIPP-E-exam.html
https://www.jpntest.com/shiken/CIPP-E-mondaishu
https://www.passtest.jp/CIPP-E-mondaishuu.html
https://www.japancert.com/CIPP-E.html
https://www.pdc.edu/?URL=https%253a%252f%252fwww.jpntest.com%252fshiken%252fCIPP-E-mondaishu
https://www.shikenpass.com/CIPP-E-shiken.html
https://www.northwestu.edu/?URL=https%253a%252f%252fwww.jpntest.com%252fshiken%252fCIPP-E-mondaishu
https://www.xhs1991.com/CIPP-E.html
https://bbs.pku.edu.cn/v2/jump-to.php?url=https%253a%252f%252fwww.jpntest.com%252fshiken%252fCIPP-E-mondaishu

R & R [ » www.goshiken.com <41 k12 THFi[ CIPP-E |fE%& % X 7 > o — FCIPP-EH &%

o CIPP-EfHRlaX5% (| CIPP-ERJFEE MR} (1 CIPP-E7" o > X #4 [ w» www.xhs1991.com [14 4 b TH
¥i-¢: CIPP-E [ -&: [ [FiE & % £ 7 > 0 — F CIPP-ERT#R %1+

o CIPP-EE8i# HAFENZ [ CIPP-EAZ2Ei{kEk (| CIPP-EREBS%£E (| 7 = 7% ( b v www.goshiken.com
VB &. 5 CIPP-E€#MEL TEMNTX vy o—FL TL 28 WCIPP-EE# I 5

o fSHEK & CIPP-ES R ELE - G4 X 4 —X CIPP-ERFIABA S | 782 4 CIPP-Exf K% E 4§ <> www.it-
passports.com<T § CIPP-E) #&EL . EHTKX 7> o—FL T < 72 & WCIPP-ERHx 5K &

o S % CIPP-EA KRB - 618 X 4 — X CIPP-EE 15158 A 2 | 5582 % CIPP-Ex} 5% %8 [ Open Web+ A

b= www.goshiken.com €% | CIPP-E 1K X 7 > o — FCIPP-E7 R F W%

o RAERD M IE-F O CIPP-ES KRR EFREAR-BE T 2 CIPP-EEFIMBAE 1 7 =744 1]
www.passtest.jp ]%> 5 = CIPP-E [1# B TREL . METKX 7> o—FL TL 2 & wCIPP-ERHix K&

o www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt, myportalutt.edu.tt, myportal.utt.edu.tt, myportal.utt.edu.tt,
myportal.utt.edu.tt, myportal.utt.edu.tt, myportal. utt.edu.tt, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw, www.stes.tyc.edu.tw,
www.stes. tyc.edu.tw, www.stes.tyc.edu.tw, Disposable vapes

20264EJPNTest® £ FCIPP-EPDFX > 7* 8 & U'CIPP-E:RBE = > ¥ > O k3L : hitpsy/drive.google.com/open?
id=1Qmdenl K6CJVFYj7ggPrYpob2JOyqpx75


https://www.xhs1991.com/CIPP-E.html
http://gachalife.site/?s=CIPP-E%25e9%2596%25a2%25e9%2580%25a3%25e6%2597%25a5%25e6%259c%25ac%25e8%25aa%259e%25e5%2586%2585%25e5%25ae%25b9%20%25e2%258f%25af%20CIPP-E%25e5%258f%2597%25e9%25a8%2593%25e4%25bd%2593%25e9%25a8%2593%20%25f0%259f%2598%2580%20CIPP-E%25e8%25a9%25a6%25e9%25a8%2593%25e5%258f%2582%25e8%2580%2583%25e6%259b%25b8%20%25f0%259f%2596%25a4%20%25e3%2582%25a6%25e3%2582%25a7%25e3%2583%2596%25e3%2582%25b5%25e3%2582%25a4%25e3%2583%2588%25e2%259c%2594%20www.goshiken.com%20%25ef%25b8%258f%25e2%259c%2594%25ef%25b8%258f%25e3%2582%2592%25e9%2596%258b%25e3%2581%258d%25e3%2580%2581%25e2%2587%259b%20CIPP-E%20%25e2%2587%259a%25e3%2582%2592%25e6%25a4%259c%25e7%25b4%25a2%25e3%2581%2597%25e3%2581%25a6%25e7%2584%25a1%25e6%2596%2599%25e3%2581%25a7%25e3%2583%2580%25e3%2582%25a6%25e3%2583%25b3%25e3%2583%25ad%25e3%2583%25bc%25e3%2583%2589%25e3%2581%2597%25e3%2581%25a6%25e3%2581%258f%25e3%2581%25a0%25e3%2581%2595%25e3%2581%2584CIPP-E%25e8%25b3%2587%25e6%25a0%25bc%25e9%259b%25a3%25e6%2598%2593%25e5%25ba%25a6
https://www.it-passports.com/CIPP-E.html
http://pmcuk.com/?s=%25e4%25bf%25a1%25e9%25a0%25bc%25e7%259a%2584%25e3%2581%25aaCIPP-E%25e5%2590%2588%25e6%25a0%25bc%25e7%258e%2587%25e6%259b%25b8%25e7%25b1%258d%20-%20%25e5%2590%2588%25e6%25a0%25bc%25e3%2582%25b9%25e3%2583%25a0%25e3%2583%25bc%25e3%2582%25baCIPP-E%25e5%25b0%2582%25e9%2596%2580%25e7%259f%25a5%25e8%25ad%2598%25e5%2586%2585%25e5%25ae%25b9%20%7C%20%25e5%25ae%258c%25e7%2592%25a7%25e3%2581%25aaCIPP-E%25e5%25af%25be%25e7%25ad%2596%25e5%25ad%25a6%25e7%25bf%2592%20%25f0%259f%25a4%25ba%20Open%20Web%25e3%2582%25b5%25e3%2582%25a4%25e3%2583%2588%25e2%2587%259b%20www.goshiken.com%20%25e2%2587%259a%25e6%25a4%259c%25e7%25b4%25a2%25e2%25ae%2586%20CIPP-E%20%25e2%25ae%2584%25e7%2584%25a1%25e6%2596%2599%25e3%2583%2580%25e3%2582%25a6%25e3%2583%25b3%25e3%2583%25ad%25e3%2583%25bc%25e3%2583%2589CIPP-E%25e3%2583%2586%25e3%2582%25b9%25e3%2583%2588%25e5%2586%2585%25e5%25ae%25b9
https://www.passtest.jp/CIPP-E-mondaishuu.html
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3875996
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3875671
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3875929
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3874941
https://myportal.utt.edu.tt/ICS/icsfs/0b0cea91-4b26-44aa-b039-6732d66587e0.pdf?target=56351fbe-a267-44ba-af26-4d574029b649
https://myportal.utt.edu.tt/ICS/icsfs/3b927469-0c57-4755-9735-e744c3071856.pdf?target=eb8a06c9-875c-4d0a-90be-d66d9a7f5408
https://myportal.utt.edu.tt/ICS/icsfs/4dc2ad30-2979-4d30-9934-fef125dfa21d.pdf?target=b0925ddc-3062-4216-9083-d9006dd43934
https://myportal.utt.edu.tt/ICS/icsfs/5c203925-7700-472a-87c8-8c04f132fd93.pdf?target=f4259330-952c-4db6-84bb-dff24010f2e8
https://myportal.utt.edu.tt/ICS/icsfs/6a94cc2d-06d2-4631-b810-592b09b81eab.pdf?target=1ac09e81-2ce7-4682-a3e3-dac4daad9e45
https://myportal.utt.edu.tt/ICS/icsfs/6bfea04c-e88b-408f-99c3-dd35a8ddc80d.pdf?target=9b9e70ec-bfa6-4164-9bc7-ead7a716bc2e
https://myportal.utt.edu.tt/ICS/icsfs/c6c9e951-3ca6-4cb7-ade8-0962f3cda747.pdf?target=d2143863-8804-4181-8566-60e5ccfeb6fe
https://myportal.utt.edu.tt/ICS/icsfs/d5cdd09c-2288-43e1-9825-9db2003f3e7f.pdf?target=5401e24f-1a6b-4d84-90d1-442883d4f84f
https://myportal.utt.edu.tt/ICS/icsfs/d940d52f-1187-4f25-a228-ecef2e67f48f.pdf?target=6a86018b-d0f1-44b3-8402-4b56b2307652
https://myportal.utt.edu.tt/ICS/icsfs/e1792cf4-2b25-4da9-a7f4-5468c3718228.pdf?target=dde5d675-756b-4cbe-bf47-e232d3ecdb41
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3875494
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3876433
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3875804
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3874783
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3875615
https://frvape.com
https://drive.google.com/open?id=1Qmden1K6CJvFYj7ggPrYpob2JOyqpx75

