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HH #65

A network architect is designing a solution to place network core equipment in a rack inside a data center.

This equipment is crucial to the enterprise and must be as secure as possible to minimize the chance that anyone could connect
directly to the network core. The current security setup is:

* In a locked building that requires sign in with a guard and identification check.

* In a locked data center accessible by a proximity badge and fingerprint scanner.

* In a locked cabinet that requires the security guard to call the Chief Information Security Officer (CISO) to get permission to
provide the key.

Which of'the following additional measures should the architect recommend to make this equipment more secure?

¢ A. Have the CISO accompany any network engineer that needs to do work in this cabinet.
¢ B. Require anyone entering the data center for any reason to undergo a background check.
e C. Setup a video surveillance system that has cameras focused on the cabinet.
¢ D. Make all engineers with access to the data center sign a statement of work.

Ef#: C

A -

Comprehensive and Detailed Explanation From Exact Extract:

Adding video surveillance that is focused on the cabinet enhances physical security by providing monitoring, deterrence, and forensic
evidence in case of unauthorized access. Video surveillance complements existing layered access controls and is a recognized best
practice for protecting high-value network assets.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Physical Security Controls™

"Video surveillance provides 24/7 monitoring and records of physical access to critical infrastructure, supporting audit and incident
mvestigation processes." Other options:

* A. A statement of work is administrative and does not enhance physical security.

* C. CISO accompaniment is impractical and not scalable.

* D. Background checks are useful but are generally a prerequisite and not a real-time security control.

M #66

A network security admmistrator needs to set up a solution to:
Gather all data from log files in a single location.

Correlate the data to generate alerts.

Which of the following should the administrator implement?

e A. Event log monitoring
e B. Log management

e C. Syslog

e D. SIEM

EfE: D

R -
A Security Information and Event Management system centralizes log collection from disparate sources and applies correlation rules
to generate actionable alerts.

B #67

End users are getting certificate errors and are unable to connect to an application deployed in a cloud. The application requires
HTTPS connection. A network solution architect finds that a firewall is deployed between end users and the application in the cloud.
Which of the following is the root cause of the issue?

e A. The firewall on the application server has port 443 blocked.

e B. The firewall has an expired certificate while SSL/HTTPS inspection is enabled.
e (. The end users do not have certificates on their laptops.

e D. The firewall has port 443 blocked while SSL/HTTPS inspection is enabled.

IEf#: B
A -



‘When SSL inspection is turned on, the firewall intercepts and re-signs HTTPS traffic with its own certificate.
Ifthat certificate has expired, end users will see certificate errors even though port 443 is open and the backend application's
certificate is valid.

M #68

After a company migrated all services to the cloud, the security auditor discovers many users have administrator roles on different
services. The company needs a solution that:

* Protects the services on the cloud

* Limits access to admimnistrative roles

* Creates a policy to approve requests for administrative roles on critical services within a limited time

* Forces password rotation for administrative roles

* Audits usage of administrative roles

Which of the following is the best way to meet the company's requirements?

A. Session-based token

B. Conditional access

C. Privileged access management
D. Access control list

EfE: C

A -

Comprehensive and Detailed Explanation From Exact Extract:

Privileged Access Management (PAM) is the optimal solution to control, audit, and secure administrative access to systems and
services. PAM enables role-based approval workflows, time-limited access, auditing, and credential rotation, fully aligning with the
requirements.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Identity and Access Controls"™:

"Privileged Access Management allows fine-grained control over administrator-level access, supports just-in- time access
provisioning, password rotation, and audit logging." Other options:

* B. Session-based tokens allow temporary access but do not enforce policies or auditing.

* C. Conditional access provides policy enforcement based on context but lacks full PAM features.

* D. ACLs control access to resources but don't manage privilege workflows or audits.

B #69

A network architect is working on a physical network design template for a small education institution's satellite campus that is not
yet built. The new campus location will consist of two small buildings with classrooms, one screening room with audiovisual
equipment, and 200 seats for students. Which of the following enterprise network designs should the architect suggest?

A. Three-tier

B. Dual-layer

C. Collapsed core
D. Hybrid

EfE: C

AR :

In a small satellite campus with limited buildings and user density, a collapsed-core (two-tier) design combines the core and
distribution layers into a single set of switches. This minimizes hardware, simplifies management, and still provides the necessary
segmentation and resiliency for the classroons, screening room, and student seating areas.
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