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FH 1

Azure Virtual WAN: This section of the exam measures skills of a Cloud Engineer and explains the
concept and deployment of Azure Virtual WAN. It focuses on building large-scale, optimized, and
automated branch connectivity with Azure regions and services using virtual WAN hubs, improving cloud-
based networking efficiency and scalability.

FH 2

Fortinet Product Deployment: This section of the exam measures skills of a Network Security Engineer and
covers the implementation of Fortinet products within Azure environments. The topics include deploying
individual FortiWeb and FortiGate instances, integrating FortiGate with Azure’s software-defined
networking, and applying best practices for secure and efficient deployments of Fortinet solutions in the
cloud.

=3

Azure Public Cloud Concepts: This section of the exam measures skills of a Cloud Engineer and covers
foundational knowledge of public cloud computing, with a focus on Azure. Candidates are expected to
understand core cloud concepts and how Azure implements them through services such as compute,
storage, and networking. It also includes basic elements of Azure networking and built-in security services
that support cloud-native operations.
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High Availability (HA): This section of the exam measures skills of a Network Security Engineer and
focuses on maintaining system resilience within Azure. Candidates are required to demonstrate knowledge
of setting up FortiGate-based high availability in Azure, configuring Azure-native load balancing, and
inmplementing autoscaling features to ensure continuous service availability and optimal performance.

=AM 5

Azrre Route Server Concepts: This section of the exam measures skills of a Cloud Engineer and covers
the basics of Azure Route Server. The focus is on understanding what the Azure Route Server is, how it
functions within a virtual network, and how it simplifies the management of dynamic routing by automating
route exchange with network virtual appliances.
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¢ Azure Route Server Use Cases: This section of the exam measures skills of a Cloud Engineer and explores

real-world applications of the Azure Route Server. It includes identifying scenarios where Route Server is
FHM o6 used to streamline routing operations, support hybrid connectivity, and improve manageability in complex
network topologies.
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AE #47
‘Which deployment model is suitable for deploying a FortiGate instance in Azure?
Response:

A. Hybrid cloud

B. Fully isolated environment
C. Standalone Virtual Machine
D. On-premises data center
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EE #48
What capability does Azure Route Server provide to enterprise networks?
Response:

A. Automated patch management

B. Seamless route exchange with Azure virtual networks
C. Data lifecycle management

D. Intrusion detection and prevention
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HAE #49
What is the primary benefit of configuring HA with FortiGate in an Azure environment?
Response:

A. Increased application performance
B. Reduced data storage costs

C. Failover protection

D. Enhanced data encryption
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EAE #50
How does FortiGate enhance network security when integrated with Azure SDN?
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Response:

A. By managing virtual machine backups

B. By enforcing security policies across virtual networks
C. By providing endpoint security to Azure applications
D. By optimizing web traffic
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HEE #51
Which Azure feature enables an organization (tenant) to manage and secure users, groups, and permissions within a single domain?
Response:

A. Azure Microsoft Entra ID

B. Azure Active Directory B2C

C. Azure Kubernetes Service (AKS)
D. Azure Cosmos DB
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