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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q52-Q57):

NEW QUESTION # 52
Blake is working on the company's updated disaster and business continuity plan. The last section of the plan covers computer and
data incidence response. Blake is outlining the level of severity for each type of incident in the plan. Unsuccessful scans and probes
are at what severity level?

A. Low severity level
B. Extreme severity level

C. High severity level
D. Mid severity level

Answer: A

Explanation:

In the context of incident response, unsuccessful scans and probes are typically considered a low severity level. This is because they
often indicate an attempted reconnaissance or mapping of systens rather than a successful compromise or disruption of services.
While they should be monitored and analyzed to improve defenses and detect patterns of malicious activity, they do not usually
signify an immediate threat to the integrity, availability, or confidentiality of systens.

NEW QUESTION # 53

To secure his company's network, Tim the network admin, installed a security device that inspected all mbound and outbound
network traffic for suspicious patterns. The device was configured to alert hmif it found any such suspicious activity. Identify the
type of network security device installed by Tim?

A. Firewall

B. Honeypot

C. Intrusion Detection System (IDS)
D. Proxy server

Answer: C

Explanation:

The network security device described is an Intrusion Detection System (IDS). An IDS monitors all inbound and outbound network
traffic for suspicious patterns and is configured to alert the network admmistrator if it detects any such activity. This aligns with the
primary function of an IDS, which is to serve as a monitoring system, not necessarily to block traffic like a firewall or act as a decoy
like a honeypot. It differs from a proxy server, which would primarily manage and forward web requests on behalf of clients. The
IDS operates by analyzing traffic and identifying potential threats based on known signatures or anomalies in network behavior,
thereby enabling the network admin to take appropriate action to secure the network12.

References: The explanation provided is based on standard network security practices and the finctionalities of an Intrusion
Detection System (IDS) as outlined in network security resources. For detailed and specific references, please consult the latest
Certified Network Defender (CND) study materials and documents provided by the EC-Council.

NEW QUESTION # 54
Which of the following is a network layer protocol used to obtain an IP address for a given hardware (MAC) address?

A. PIM
B.IP

C. ARP
D. RARP

Answer: D

Explanation:
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Reverse Address Resolution Protocol (RARP) is a Network layer protocol used to obtain an IP address for a given hardware
(MAC) address. RARP is sort of the reverse of an ARP. Common protocols that use RARP are BOOTP and DHCP. Answer
option D is incorrect. Address Resolution Protocol (ARP) is a network maintenance protocol of the TCP/IP protocol suite. It is
responsible for the resolution of TP addresses to media access control (MAC) addresses of a network interface card (NIC). The
ARP cache is used to maintain a correlation between a MAC address and its corresponding IP address. ARP provides the protocol
rules for making this correlation and providing address conversion in both directions. ARP is limited to physical network systems that
support broadcast packets. Answer option B is incorrect. Protocol-Independent Multicast (PIM) is a family of multicast routing
protocols for Internet Protocol (IP) networks that provide one-to-many and many-to-many distribution of data over a LAN, WAN,
or the Internet. It is termed protocol-independent because PIM does not include its own topology discovery mechanism, but instead
uses routing information supplied by other traditional routing protocols, such as Border Gateway Protocol (BGP). Answer option A
is incorrect. The Internet Protocol (IP) is a protocol used for communicating data across a packet-switched inter-network using the
Internet Protocol Suite, also referred to as TCP/IP. IP is the primary protocol in the Internet Layer of the Internet Protocol Suite and
has the task of delivering distinguished protocol datagrans (packets) from the source host to the destination host solely based on
their addresses. For this purpose, the Internet Protocol defines addressing methods and structures for datagram encapsulation. The
first major version of addressing structure, now referred to as Internet Protocol Version 4 (IPv4), is still the dominant protocol of the
Internet, although the successor, Internet Protocol Version 6 (IPv6), is being deployed actively worldwide.

NEW QUESTION # 55

Assume that you are working as a network administrator in the head office of a bank. One day a bank enployee nformed you that
she is unable to log in to her system. At the same time, you get a call from another network administrator informing you that there is a
problem connecting to the main server. How will you prioritize these two incidents?

A. Based on approval from management

B. Based on a first come first served basis

C. Based on a potential technical effect of the incident

D. Based on the type of response needed for the incident

Answer: C

Explanation:

Prioritizing incidents in a network environment, especially within a critical infrastructure like a bank, should be based on the potential
technical effect of the incident. This approach ensures that the most severe and impactful issues are addressed first to maintain
business continuity and minimize potential damage. The incident involving the main server would likely take precedence because it
could affect a larger number of systems and operations within the bank, compared to an individual's login issue. The ITIL framework
supports this prioritization method by emphasizing the importance of impact and urgency when managing network incidents.

NEW QUESTION # 56
How many layers are present in the OSI layer model?

A0
B. 1
C.2
D.3

Answer: B

NEW QUESTION # 57
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