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R #72
Captive Portal, PDP and PEP run in what space?

e A. User
e B.CPM
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HE#73

Your users are having trouble opening a Web page and you need to troubleshoot it. You open the Smart Console, and you get the
following message when you navigate to the Logs and Monitor "SmartLog is not active or Failed to parse results from server". What
is the first thing you can try to resolve it?

A. cpmstop and cpmrstart

B. smartlog debug on and smartlog debug off

C. smartlog_server restart

D. Run the commands on the SMS: smartlogstart and smartlogstop

Ef#: C

A -

The error message "SmartLog is not active or Failed to parse results from server” indicates that there is a problem with the
SmartLog server process, which is responsible for indexing and querying the logs. One possible cause of this problem s a corrupted
log file or a mismatched IP address in the logging configuration files. Another possible cause is a communication failure between the
SmartLog server and the CPM process or the SmartConsole client. To resolve this issue, the first thing to try is to restart the
SmartLog server process by ruming the command smartlog_server restart on the Security Management Server or the Log Server.
This command will stop the SmartLog server, clean the buffer, and start it again. This may fix the corrupted log file or the
communication issue. If the problem persists, other steps may be needed, such as checking the network connectivity, the firewall
rules, the logging configuration files, the CPM process, or the SmartConsole client.

Reference:

1: "SmartLog is not active or unreachable" warning when trying to connect with SmartLog GUI to SmartLog Server

2: "SmartLog is not active" errors

3: Solved: Activate SmartLog in R80.10

4: Troubleshooting Check Point logging issues when Security Management Server / Log Server is not receiving logs from Security
Gateway Troubleshooting Expert R81.1 (CCTE) Course Outline) - Module 9: Logging and Status Troubleshooting,

B #74
You modified kernel parameters and after rebooting the gateway, a lot of production traffic gets dropped and the gateway acts

strangely What should you do"?

A. Remove all kernel parameters from fivkem.conf'and reboot
B. Run command fw ctl set int vl _kernel all disable=1

C. Restore fwkem.conf from backup and reboot the gateway
D. run fw unloadlocal to remove parameters from kernel

EfE: C

AR :

If'you have modified kernel parameters (in fwkern.conf, for example) and the gateway starts dropping traffic or behaving abnormally
after a reboot, the best practice is to restore the original or a known-good configuration from backup. Then, reboot again so that the
gateway loads the last known stable settings.

* Option A (fw ctl set int fwl_kernel all disable=1) is not a standard or documented method for

"undoing” all kernel tweaks.

* Option B (Restore fiwkem.conf from backup and reboot the gateway) is the correct and straightforward approach.

* Option C (fw unloadlocal) removes the local policy but does not revert custom kernel parameters that have already been loaded at
boot.

* Option D (Remove all kernel parameters from fivkem.conf and reboot) might help in some cases, but you risk losing other
beneficial or necessary parameters if there were legitimate custom settings.

Restoring from a known-good backup is safer and more precise.

Hence, the best answer:"Restore fwkem.conf from backup and reboot the gateway." Check Point Troubleshooting References

* sk98339 - Working with fiwkern.conf (kernel parameters) in Gaia OS.

* sk92739 - Advanced System Tuning in Gaia OS.



* Check Point Gaia Administration Guide - Section on kernel parameters and system tuning.
* Check Point CLI Reference Guide - Explanation of using fw ctl, fw unloadlocal, and relevant troubleshooting commands.

HE#75
You do not see logs in the SMS. When you login on the SMS shell and run cpwd _admin list you notice that the RFL process is with
status T. What command can you run to try to resolve it?

A. rflsop and rflstart

B. evstart and evstop

C. smartlog_server stop and smartlog_server restart
D. RFLstop and RFLstart

Ef#: B

HM #76
What is the proper command for allowing the system to create core files?

¢ A. SFWDIR/scripts/core-dump-enable.sh
¢ B. service core-dump start
e C. # set core-dunmp enable
# save config
e D. set core-dump enable
>save config

Ef: D
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