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Die ISC CISSP-Prüfung ist nicht einfach und das Schwierigkeitsniveau ist ziemlich hoch. Die Prüfung besteht aus 250 Fragen im
Multiple-Choice-Format, die innerhalb von sechs Stunden beantwortet werden müssen. Diese Prüfung misst die Fähigkeit der
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Karriere im Bereich Informationssicherheit vorantreiben möchten.
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vorbereiten und nicht so sehr unter Druck stehen. Und die Fragenkataloge in Zertpruefung sind einzigartig. Mit ihr können Sie die
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ISC CISSP Prüfung ganz mühlos bestehen.

Um für die ISC CISSP-Prüfung berechtigt zu sein, müssen Kandidaten mindestens fünf Jahre Vollzeit-Berufserfahrung in mindestens
zwei der acht in der Prüfung abgedeckten Domänen haben. Alternativ können Kandidaten vier Jahre Berufserfahrung und einen
Hochschulabschluss oder drei Jahre Berufserfahrung und eine relevante Zertifizierung haben. Die Prüfung besteht aus 250 Multiple-
Choice-Fragen und Kandidaten haben bis zu sechs Stunden Zeit, um sie zu absolvieren.

ISC Certified Information Systems Security Professional (CISSP) CISSP
Prüfungsfragen mit Lösungen (Q1235-Q1240):
1235. Frage 
Which of the following access control models is based on sensitivity labels?

A. Role-based access control
B. Rule-based access control
C. Mandatory access control
D. Discretionary access control

Antwort: C

Begründung:
Access decisions are made based on the clearance of the subject and the sensitivity
label of the object.
Example: Eve has a "Secret" security clearance and is able to access the "Mugwump Missile
Design Profile" because its sensitivity label is "Secret." She is denied access to the "Presidential
Toilet Tissue Formula" because its sensitivity label is "Top Secret."
The other answers are not correct because:
Discretionary Access Control is incorrect because in DAC access to data is determined by the
data owner. For example, Joe owns the "Secret Chili Recipe" and grants read access to Charles.
Role Based Access Control is incorrect because in RBAC access decsions are made based on
the role held by the user. For example, Jane has the role "Auditor" and that role includes read
permission on the "System Audit Log."
Rule Based Access Control is incorrect because it is a form of MAC. A good example would be a
Firewall where rules are defined and apply to anyone connecting through the firewall.
References:
All in One third edition, page 164
Official ISC2 Guide page 187

1236. Frage 
Which of the following services is provided by S-RPC?

A. Integrity
B. Accountability
C. Authentication
D. Availability

Antwort: C

Begründung:
Explanation/Reference:
Explanation:
Secure Remote Procedure Call (S- RPC) is an authentication service and is simply a means to prevent unauthorized execution of
code on remote systems.
Incorrect Answers:
A: S-RPC provides authentication, not availability.
B: S-RPC provides authentication, not accountability.
C: S-RPC provides authentication, not integrity.
References:
Stewart, James M., Ed Tittel, and Mike Chapple, CISSP: Certified Information Systems Security Professional Study Guide, 5th
Edition, Sybex, Indianapolis, 2011, p. 1419



1237. Frage 
Which of the following is the PRIMARY objective of performing scans with an active discovery tool?

A. Discovering changes for security configuration management (CM)
B. Discovering virus and malware activity
C. Vulnerability management and remediation
D. Asset identification (ID) and inventory management

Antwort: D

1238. Frage 
What can be defined as a list of subjects along with their access rights that are authorized to access a specific object?

A. An access control matrix
B. An access control list
C. A role-based matrix
D. A capability table

Antwort: B

Begründung:
"It [ACL] specifies a list of users [subjects] who are allowed access to each object" CBK, p. 188
A capability table is incorrect. "Capability tables are used to track, manage and apply controls based on the object and rights, or
capabilities of a subject. For example, a table identifies the object, specifies access rights allowed for a subject, and permits access
based on the user's posession of a capability (or ticket) for the object." CBK, pp. 191-192 The distinction that makes this an
incorrect choice is that access is based on posession of a capability by the subject.
To put it another way, as noted in AIO3 on p. 169, "A capabiltiy table is different from an ACL because the subject is bound to the
capability table, whereas the object is bound to the ACL."
An access control matrix is incorrect. The access control matrix is a way of describing the rules for
an access control strategy. The matrix lists the users, groups and roles down the left side and the
resources and functions across the top. The cells of the matrix can either indicate that access is
allowed or indicate the type of access. CBK pp 317 - 318
AIO3, p. 169 describes it as a table if subjects and objects specifying the access rights a certain
subject possesses pertaining to specific objects.
In either case, the matrix is a way of analyzing the access control needed by a population of
subjects to a population of objects. This access control can be applied using rules, ACL's,
capability tables, etc.
A role-based matrix is incorrect. Again, a matrix of roles vs objects could be used as a tool for
thinking about the access control to be applied to a set of objects. The results of the analysis could
then be implemented using RBAC.
References:
CBK, Domain 2: Access Control.
AIO3, Chapter 4: Access Control

1239. Frage 
Which of the following steps is performed during the forensic data analysis phase?

A. search for relevant strings.
B. Create file lists
C. Collect known system files
D. Recover deleted data.

Antwort: A

1240. Frage
......
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