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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q356-Q361):
NEW QUESTION # 356 
An administrator needs firewall access on a trusted interface. Which two components are required to configure certificate-based,
secure authentication to the web UI? (Choose two.)

A. SSH Service Profile
B. SSL/TLS Service Profile
C. server certificate
D. certificate profile

Answer: C,D
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Explanation:
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/firewall-administration/manage- firewall-administrators/configure-
administrative-accounts-and-authentication/configure-certificate- based-administrator-authentication-to-the-web-interface

NEW QUESTION # 357 
Which Palo Alto Networks VM-Series firewall is supported for VMware NSX?

A. VM-300
B. VM-1000-HV
C. VM-200
D. VM-100

Answer: B

Explanation:
Licenses for the VM-Series NSX Edition Firewall
In order to automate the provisioning and licensing of the VM-Series NSX Edition firewall in the VMware integrated NSX solution,
two license bundles are available:
One bundle includes the VM-Series capacity license (VM-1000-HV only), Threat Prevention license and a premium support
entitlement.
Another bundle includes the VM-Series capacity license (VM-1000-HV only) with the complete suite of licenses that include Threat
Prevention, GlobalProtect, WildFire, PAN-DB URL Filtering, and a premium support entitlement.
https://www.paloaltonetworks.com/documentation/70/virtualization/virtualization/about-the-vm- series-firewall/license-types-vm-
series-firewalls.html

NEW QUESTION # 358 
Click the Exhibit button below,

A firewall has three PBF rules and a default route with a next hop of 172.20.10.1 that is configured in the default VR. A user named
Will has a PC with a 192.168.10.10 IP address. He makes an HTTPS connection to
172.16.10.20.
Which is the next hop IP address for the HTTPS traffic from Will's PC?

A. 172.20.30.1
B. 172.20.10.1
C. 172.20.40.1
D. 172.20.20.1

Answer: D

NEW QUESTION # 359 
Which two benefits come from assigning a Decryption Profile to a Decryption policy rule with a "No Decrypt" action? (Choose
two.)

A. Block sessions with client authentication
B. Block sessions with expired certificates
C. Block sessions with untrusted issuers
D. Block sessions with unsupported cipher suites



E. Block credential phishing

Answer: A,B,D

Explanation:
Explanation/Reference:
Reference: https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/decryption/define-traffic- to-decrypt/create-a-
decryption-profile

NEW QUESTION # 360 
Refer to the diagram. Users at an internal system want to ssh to the SSH server. The server is configured to respond only to the ssh
requests coming from IP 172.16.16.1.
In order to reach the SSH server only from the Trust zone, which Security rule and NAT rule must be configured on the firewall?

A. NAT Rule:Source Zone: Trust -Source IP: Any -Destination Zone: Server -Destination IP: 172.16.15.10
-Source Translation: Static IP / 172.16.15.1Security Rule:Source Zone: Trust -Source IP: Any - Destination Zone: Trust -
Destination IP: 172.16.15.10 -Application: ssh
B. NAT Rule:Source Zone: Trust -Source IP: Any -Destination Zone: Trust -Destination IP: 192.168.15.1 - Destination
Translation: Static IP /172.16.15.10Security Rule:Source Zone: Trust -Source IP: Any - Destination Zone: Server -
Destination IP: 172.16.15.10 -Application: ssh
C. NAT Rule:Source Zone: Trust -Source IP: Any -Destination Zone: Server -Destination IP: 172.16.15.10
-Source Translation: dynamic-ip-and-port / ethernet1/4Security Rule:Source Zone: Trust -Source IP:Any -Destination Zone:
Server -Destination IP: 172.16.15.10 -Application: ssh
D. NAT Rule:Source Zone: Trust -Source IP: 192.168.15.0/24 -Destination Zone: Trust -Destination IP:
192.168.15.1 -Destination Translation: Static IP / 172.16.15.10Security Rule:Source Zone: Trust - Source IP:
192.168.15.0/24 -Destination Zone: Server -Destination IP: 172.16.15.10 -Application: ssh

Answer: C

Explanation:
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClhwCAC
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-networking-admin/nat/source-nat-and-destination-nat
/source-nat

NEW QUESTION # 361
......

The trouble can test a person's character. A bad situation can show special integrity. When to face of a difficult time, only the bravest
people could take it easy. Are you a brave person? If you did not do the best preparation for your IT certification exam, can you
take it easy? Yes, of course. Because you have Dumpexams's Palo Alto Networks PCNSE Exam Training materials. As long as
you have it, any examination do not will knock you down.
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