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NEW QUESTION # 349

Your company performs penetration tests and security assessments for small and medium-sized businesses in the local area. During a
routine security assessment, you discover information that suggests your client is involved with human trafficking.

‘What should you do?

A. Ignore the data and continue the assessment until completed as agreed.
B. Immediately stop work and contact the proper legal authorities.

C. Confront the client in a respectful manner and ask her about the data.
D. Copy the data to removable media and keep it in case you need it.

Answer: B

Explanation:

Per CEH vl13 Official Courseware - Module 01: Introduction to Ethical Hacking, ethical hackers and penetration testers are bound
by legal and professional standards. When illegal activities such as human trafficking are discovered:

The ethical response is to cease operations and report the findings to the appropriate legal authorities.

Continuing work, ignoring the findings, or confronting the client personally is both unprofessional and may potentially expose the
tester to legal liability.

Reference: CEH v13 eCourseware - Module 01: Introduction to Ethical Hacking # "Legal Implications and Reporting
Requirements" CEH v13 Code of Conduct for Certified Ethical Hackers

NEW QUESTION # 350

An AWS security operations team receives an alert regarding abnormal outbound traffic from an EC2 instance. The instance begins
transmitting encrypted data packets to an external domain that resolves to a Dropbox account not associated with the organization.
Further analysis reveals that a malicious executable silently modified the Dropbox sync configuration to use the attacker's access
token, allowing automatic synchronization of internal files to the attacker's cloud storage. What type of attack has likely occurred?

A. Side-channel attack exploiting CPU cache

B. Cryptojacking using Coin Hive scripts

C. Man-in-the-Cloud (MITC) attack

D. Cloud Snooper attack leveraging port masquerading

Answer: C

Explanation:

Man-in-the-Cloud (MITC) attacks target cloud synchronization services such as Dropbox, Google Drive, and OneDrive by
manipulating authentication tokens instead of user passwords. CEH courseware explains that cloud storage clients rely heavily on
sync tokens stored locally, which authorize access without user interaction. If an attacker replaces or injects a malicious token, they
can hijack the victin's cloud account or redirect synced data to attacker-controlled locations. In this scenario, the EC2 instance
continues to operate normally, but its Dropbox client silently synchronizes data to an external account using the attacker's token.
This bypasses traditional defenses such as perimeter firewalls, credential monitoring, or user behavior analytics, because the
synchronization process appears legitimate and authenticated. MITC attacks are uniquely stealthy, as they require no further
compromise once the sync token is stolen or replaced. Other choices, such as Cloud Snooper or cryptojacking, do not match the
described behavior. Therefore, this attack clearly aligns with a Man-in-the-Cloud attack.

NEW QUESTION # 351
Which of the following is a low-tech way of gaining unauthorized access to systenms?

A. Eavesdropping
B. Social Engineering

C. Sniffing
D. Scanning

Answer: B

NEW QUESTION # 352
John, a professional hacker, performs a network attack on a renowned organization and gains unauthorized access to the target



network. He remains in the network without being detected for a long time and obtains sensitive information without sabotaging the
organization. Which of the following attack techniques is used by John?

A. threat Diversion theft

B. Advanced persistent theft
C. Spear-phishing sites

D. msider threat

Answer: B

Explanation:

An advanced persistent threat (APT) may be a broad term wont to describe AN attack campaign within which an intruder, or team
of intruders, establishes a bootleg, long presence on a network so as to mine sensitive knowledge.

The targets of those assaults, that square measure terribly fastidiously chosen and researched, usually embrace massive enterprises
or governmental networks. the inmplications of such intrusions square measure huge, and include:

Intellectual property thieving (e.g., trade secrets or patents)

Compromised sensitive info (e.g., worker and user personal data)

The sabotaging of essential structure infrastructures (e.g., information deletion) Total website takeovers Executing an APT assault
needs additional resources than a regular internet application attack. The perpetrators square measure typically groups of intimate
cybercriminals having substantial resource. Some APT attacks square measure government-finded and used as cyber warfare
weapons.

APT attacks dissent from ancient internet application threats, in that:

They're considerably additional advanced.

They're not hit and run attacks-once a network is mfiltrated, the culprit remains so as to realize the maximum amount info as
potential

They're manually dead (not automated) against a selected mark and indiscrimnately launched against an outsized pool of targets.
They typically aim to infilrate a complete network, as opposition one specific half.

More common attacks, like remote file inclusion (RFI), SQL ijection and cross-site scripting (XSS), square measure oftentimes
employed by perpetrators to ascertain a footing in a very targeted network. Next, Trojans and backdoor shells square measure
typically wont to expand that foothold and make a persistent presence inside the targeted perimeter.

NEW QUESTION # 353
Which of'the following tools are used for enumeration? (Choose three.)

A. SID2USER
B. Cheops

C. SolarWinds
D. USER2SID

E. DumpSec
Answer: AD,.E

Explanation:

Enurreration is the process of extracting usernames, shares, services, and other system-specific information froma target system
Tools used for enumeration include:

* B. USER2SID: Resolves a usernamne to its associated Security Identifier (SID).

* D. SID2USER: Resolves an SID back to the corresponding username.

* E. DumpSec: A powerful GUI tool used to enumerate users, shares, and permissions on Windows systerns.

From CEH v13 Courseware:

* Module 4: Enumeration

* Section: NetBIOS and Windows Enumeration Tools

CEH v13 Study Guide states:

"USER2SID and SID2USER are classic tools used to map usernames to SIDs and vice versa during Windows enumeration.
DumpSec can enurmerate user accounts, group memnberships, and shared resources on systems with open permissions." Incorrect
Options:

* A. SolarWinds: Primarily a network performance monitoring tool, not designed for enumeration.

* C. Cheops: A network mapping tool, not an enumeration utility.

Reference:CEH v13 Study Guide - Module 4: Enumeration # Windows Enumeration ToolsMicrosoft Windows Security SID
Docummentation



NEW QUESTION # 354
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