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maximum play to the role of the GCIH exam questions.

GIAC Certified Incident Handler Sample Questions (Q233-Q238):
NEW QUESTION # 233 
Which of the following tools can be used as penetration tools in the Information system auditing process?
Each correct answer represents a complete solution. Choose two.

A. Snort
B. Nmap
C. SARA
D. Nessus

Answer: C,D

Explanation:
Section: Volume B

NEW QUESTION # 234 
Which of the following statements about Ping of Death attack is true?

A. This type of attack uses common words in either upper or lower case to find a password.
B. In this type of attack, a hacker sends ICMP packets greater than 65,536 bytes to crash a system.
C. In this type of attack, a hacker maliciously cuts a network cable.
D. In this type of attack, a hacker sends more traffic to a network address than the buffer can handle.

Answer: B

NEW QUESTION # 235 
John works as a Network Administrator for Perfect Solutions Inc. The company has a Linux-based network. The company is aware
of various types of security attacks and wants to impede them. Hence, management has assigned John a project to port scan the
company's Web Server. For this, he uses the nmap port scanner and issues the following command to perform idle port scanning:
nmap -PN -p- -sI IP_Address_of_Company_Server
He analyzes that the server's TCP ports 21, 25, 80, and 111 are open.
Which of the following security policies is the company using during this entire process to mitigate the risk of hacking attacks?

A. Audit policy
B. Acceptable use policy
C. Antivirus policy
D. Non-disclosure agreement

Answer: A

NEW QUESTION # 236 
SIMULATION
Fill in the blank with the correct numeric value.
ARP poisoning is achieved in ______ steps.

Answer:

Explanation:
2

NEW QUESTION # 237 
Adam works as a Senior Programmer for Umbrella Inc. A project has been assigned to him to write a short program to gather user
input for a Web application. He wants to keep his program neat and simple. His chooses to use printf(str) where he should have



ideally used printf("%s", str).
What attack will his program expose the Web application to?

A. Format string attack
B. Cross Site Scripting attack
C. Sequence++ attack
D. SQL injection attack

Answer: A

NEW QUESTION # 238
......
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