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HMA #90

Alpha Finance, a leading banking institution, is launching anew mobile banking app. Given the sensitive financial data nvolved, it
wants to ensure that Its application follows the best security practices. As the primary recommendation, which guideline should
Alpha Finance prioritize?

A. Employing multi- factor authentication (MFA) for user logins
B. Embedding an antivirus within the app

C. Encouraging users to update to the latest version of their OS
D. Providing an in-app VPN for secure transactions

Ef: A

H #91

Gideon, a forensic officer, was examining a victim's Linux system suspected to be involved in online criminal activities. Gideon
navigated to a directory containing a log file that recorded information related to user login/logout. This information helped Gideon to
determine the current login state of cyber criminals in the victim system, identify the Linux log file accessed by Gideon in this
scenario.

e A. /ar/log/boot.iog
e B. /var/log/mysq Id. log
e C./var/log/wtmp

e D. /var/loghttpd/
Ef#: C
fiR .-

/var/log/wtmp is the Linux log file accessed by Gideon in this scenario. /var/log/wtmp is a log file that records information related to
user login/logout, such as username, terminal, IP address, and login time. /var/log/wtmp can be used to determine the current login
state of users in a Linux system. /var/log/wtmp can be viewed using commands such as last, lastb, or utmpdump]1.

References: Linux Log Files

H #92

You are investigating a data leakage incident where an insider is suspected of using image steganography to send sensitive
mformation to a competitor. You have also recovered a VeraCrypt volume file S3cr3t from the suspect. The VeraCrypt volune file
is available In the Pictures folder of the Attacker Machined. Your task Is to mount the VeraCrypt volume, find an image file, and
recover the secret code concealed i the file. Enter the code as the answer. Hint:

Ifrequired, use sniffer@123 as the password to mount the VeraCrypt volue file. (Practical Question)

e A GBSE2C7ABIR6
e B. H364F9F4FD3H
e C.J782C8C2EH6]

e D.L76D2ESCBAIK

IEf#: B
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HP #93

Sam, a software engineer, visited an organization to give a demonstration on a software tool that helps in business development. The
administrator at the organization created a least privileged account on a system and allocated that system to Sam for the
demonstration. Using this account, Sam can only access the files that are required for the demonstration and cannot open any other
file in the system.

Which of'the following types of accounts the organization has given to Sam in the above scenario?

A. Administrator account
B. User account

C. Guest account

D. Service account

Ef#: C

TR

It identifies the type of account that the organization has given to Sam in the above scenario. A guest account is a type of account
that allows temporary or limited access to a system or network for visitors or users who do not belong to the organization. A guest
account typically has minimal privileges and permissions and can only access certain files or applications. In the above scenario, the
organization has given Sam a guest account for the demonstration. Using this account, Sam can only access the files that are required
for the demonstration and cannot open any other file in the system.

H #94

An organization's risk management team identified the risk of natural disasters in the organization's current location. Because natural
disasters cannot be prevented using security controls, the team suggested to build a new office in another location to elimmnate the
identified risk. Identify the risk treatment option suggested by the risk management team in this scenario.

e A Risk modification
e B. Risk retention
e (. Risk avoidance

e D. Risk sharing
EM: C
fBE:

Risk avoidance is the risk treatment option suggested by the risk management team in this scenario. Risk avoidance is a risk
treatment option that involves eliminating the identified risk by changing the scope, requirements, or objectives of the project or
activity. Risk avoidance can be used when the risk cannot be prevented using security controls or when the risk outweighs the
benefits.

B #95
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