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professional's career prospects in the field of cybersecurity. With this certification, professionals can demonstrate their expertise in
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NEW QUESTION # 12 
Refer to the exhibit.

What is occurring within the exhibit?

A. Host 209.141.51.196 redirects the client request to port 49723.
B. Host 209.141.51.196 redirects the client request from /Lk9tdZ to /files/1.bin.
C. Source 10.1.21.101 is communicating with 209.141.51.196 over an encrypted channel.
D. Source 10.1.21.101 sends HTTP requests with the size of 302 kb.

Answer: B

Explanation:
The Wireshark capture shows a series of HTTP requests and responses:
* The client (10.1.21.101) sends a GET request for/Lk9tdZ.
* The server (209.141.51.196) responds withHTTP/1.1 302 Found, which is a standard HTTP status code indicating a redirection.
* The subsequent GET request from the client is for/files/1.bin, which indicates it followed the redirect.
This behavior confirms that the server is issuing an HTTP 302 redirect from the initial request path/Lk9tdZto
/files/1.bin. This is often observed in malware command-and-control behavior or file download staging.
* Option A is incorrect: 302 is a status code, not a data size.
* Option C is incorrect: port 49723 is a source/destination ephemeral port, not a redirect target.
* Option D is incorrect: communication is over HTTP, not HTTPS (which would indicate encryption).
Reference:CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter on Network Traffic Analysis and HTTP Status Code
Interpretation.

NEW QUESTION # 13 
Refer to the exhibit.

An HR department submitted a ticket to the IT helpdesk indicating slow performance on an internal share server. The helpdesk
engineer checked the server with a real-time monitoring tool and did not notice anything suspicious. After checking the event logs,
the engineer noticed an event that occurred 48 hour prior. Which two indicators of compromise should be determined from this
information? (Choose two.)



A. denial of service attack
B. unauthorized system modification
C. privilege escalation
D. malware outbreak
E. compromised root access

Answer: B,E

NEW QUESTION # 14 
Which technique is used to evade detection from security products by executing arbitrary code in the address space of a separate
live operation?

A. GPO modification
B. privilege escalation
C. process injection
D. token manipulation

Answer: C

Explanation:
Explanation/Reference: https://attack.mitre.org/techniques/T1055/

NEW QUESTION # 15 
A website administrator has an output of an FTP session that runs nightly to download and unzip files to a local staging server. The
download includes thousands of files, and the manual process used to find how many files failed to download is time-consuming. The
administrator is working on a PowerShell script that will parse a log file and summarize how many files were successfully
downloaded versus ones that failed. Which script will read the contents of the file one line at a time and return a collection of
objects?

A. Get-Content -Path \\Server\FTPFolder\Logfiles\ftpfiles.log | Select-String "ERROR", "SUCCESS"
B. Get-Content -Directory \\Server\FTPFolder\Logfiles\ftpfiles.log | Export-Result "ERROR", "SUCCESS"
C. Get-Content -ifmatch \\Server\FTPFolder\Logfiles\ftpfiles.log | Copy-Marked "ERROR", "SUCCESS"
D. Get-Content-Folder \\Server\FTPFolder\Logfiles\ftpfiles.log | Show-From "ERROR", "SUCCESS"

Answer: A

NEW QUESTION # 16 
An attacker embedded a macro within a word processing file opened by a user in an organization's legal department. The attacker
used this technique to gain access to confidential financial data. Which two recommendations should a security expert make to
mitigate this type of attack? (Choose two.)

A. firewall rules creation
B. controlled folder access
C. removable device restrictions
D. signed macro requirements
E. network access control

Answer: B,D

Explanation:
To prevent macro-based attacks, the Cisco CyberOps study guide emphasizes the importance of limiting execution of unauthorized
or unsigned macros. "Requiring that all macros be digitally signed and limiting execution only to those that meet the required trust
level is a key mitigation strategy against malicious macros." Additionally, enabling features likeControlled Folder Accesshelps in
protecting sensitive directories from unauthorized changes by untrusted applications, including those launched via malicious macros .
These two measures-enforcing signed macro policies and leveraging controlled folder access-directly help in mitigating the risk
posed by embedded malicious macros in documents.
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