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Which of the following is NOT a common integrity goal?

A. Maintain internal and external consistency.
B. Prevent paths that could lead to inappropriate disclosure.
C. Prevent unauthorized users from making modifications.
D. Prevent authorized users from making improper modifications.

Answer: B

Explanation:
Inappropriate disclosure is a confidentiality, not an integrity goal.
All of the other choices above are integrity goals addressed by the Clark-Wilson integrity model.
The Clark-Wilson model is an integrity model that addresses all three integrity goals:
1. prevent unauthorized users from making modifications,
2. prevent authorized users from making improper modifications, and
3. maintain internal and external consistency through auditing.
NOTE: Biba address only the first goal of integrity above
Reference(s) used for this question:
Harris, Shon (2012-10-18). CISSP All-in-One Exam Guide, 6th Edition (p. 1384). McGraw-
Hill. Kindle Edition.

NEW QUESTION # 236 
Which one of the following is the MOST crucial link in the computer security chain?

A. People
B. Management
C. Awareness programs
D. Access controls

Answer: B

NEW QUESTION # 237 
A software interface to the operating system that implements access control by limiting the system commands that are available to a
user is called a(n):

A. Interrupt
B. View
C. Restricted shell
D. Physically constrained user interface

Answer: C

Explanation:
Answer Interrupt refers to a software or hardware interrupt to a processor that causes the program to jump to another program to
handle the interrupt request. Before leaving the program that was being executed at the time of the interrupt, the CPU must save the
state of the computer so that the original program can continue after the interrupt has been serviced. *A physically constrained user
interface is one in which a user's operations are limited by the physical characteristics of the interface device. An example would be a
keypad with the choices limited to the operations permitted by each key. *View refers to database views, which restrict access to
information contained in a database through content-dependent access control.

NEW QUESTION # 238 
Which of the following statements pertaining to IPSec NOT true?

A. IPSec provides confidentiality and integrity to information transferred over IP networks through transport layer encryption
and authentication.
B. IPSec protects against spoofing.
C. IPSec protects against man-in-the-middle attacks.
D. IPSec can help in protecting networks from some of the IP network attacks.



Answer: A

Explanation:
Explanation/Reference:
Explanation:
IPSec works at the network layer, not at the transport layer.
Incorrect Answers:
A: IPSec protects networks by authenticating and encrypting each IP packet of a communication session.
C: IPSec protects against man-in-the-middle attacks by combining mutual authentication with shared, cryptography-based keys.
D: IPSec uses cryptography-based keys, shared only by the sending and receiving computers, to create a cryptographic checksum
for each IP packet. The cryptographic checksum ensures that only the computers that have knowledge of the keys could have sent
each packet. This products against spoofing.
References:
Harris, Shon, All In One CISSP Exam Guide, 6th Edition, McGraw-Hill, New York, 2013, p. 1360

NEW QUESTION # 239 
Which of the following BEST describes the objective of the business impact analysis (BIA)

A. Identifying what is important and critical based on disruptions that can affect the organization
B. Preparing a program to create an organizational awareness for executing the Business Continuity Plan (BCP)
C. Identifying the events and environmental factors that can adversely affect an organization
D. Establishing the need for a Business Continuity Plan (BCP) based on threats that can affect an organization

Answer: C

NEW QUESTION # 240
......
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