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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS)
Sample Questions (Q91-Q96):
NEW QUESTION # 91 
Task: Check Secure Internal Communication (SIC) status between Management Server and Gateway.

Answer:
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Explanation:
See the Explanation.Explanation:
1- On Management, open SmartConsole > Gateways.
2- Right-click the gateway > Test SIC status.
3- CLI: Run cp_conf sic state on the gateway.
4- Check logs in $FWDIR/log/sic.log.
5- Re-initialize SIC if needed via SmartConsole or CLI.

NEW QUESTION # 92 
Task: Enable Core Protections in an IPS profile.

Answer:

Explanation:
See the Explanation.Explanation:
1- Open Threat Prevention > Profiles > Edit the desired profile.
2- Scroll to Core Protections and ensure it's enabled.
3- Set action for High and Medium confidence to "Prevent."
4- Choose performance impact level allowed (e.g., Basic or Extensive).
5- Save changes and publish.

NEW QUESTION # 93 
Task: Manually trigger an IPS update from SmartConsole.

Answer:

Explanation:
See the Explanation.Explanation:
1- Go to Threat Prevention > Updates.
2- Click "Check Now" under IPS section.
3- Wait for update to complete and view the status log.
4- On the gateway, check $FWDIR/log/ips_update.elg for details.
5- Confirm the update applied with ips stat.

NEW QUESTION # 94 
Task: Add user-defined protections to a custom profile.

Answer:

Explanation:
See the Explanation.Explanation:
1- Open Threat Tools > Protections > Create New Protection.
2- Configure parameters (CVE, service, behavior).
3- Assign the new protection to the custom profile.
4- Set action and performance level.
5- Save and install policy.

NEW QUESTION # 95 
Task: Use CLI to check ThreatCloud status.

Answer:

Explanation:
See the Explanation.Explanation:
1- SSH into Gateway.
2- Run: tecli show cloud status.



3- Look for Status: Connected.
4- Check logs in /opt/CPsuite-R81/fw1/log/te.log.
5- Ensure outbound HTTPS to ThreatCloud servers is allowed.

NEW QUESTION # 96
......
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