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The CompTIA CY0-001 certification will further demonstrate your expertise in your profession and remove any room for ambiguity
on the hiring committee's part. Have you, however, consider how you might get ready for the CompTIA CY0-001 Exam
Questions? Do you know how we can unlock the door so that our dreams might take flight? Let's talk about some information that
can help you prepare for the CompTIA CY0-001 Certification Exam, and alter your route to success.

CompTIA SecAl+ Certification Exam Sample Questions (Q47-Q52):

NEW QUESTION # 47
A security analyst is aware of an active penetration test in the environment. The analyst examines security information and event
management (SIEM) log data and notices the following output from the Al system:
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card: ‘9996 004G 94089 GO99

action: add

message: profile updated.

Which of the following is the vulnerability that has occurred and the control the analyst should implement?
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A. The vulnerability is role impersonation, and the analyst should use validation.

B. The vulnerability is prompt injection, and the analyst should use endpoint detection response (EDR).
C. The vulnerability is sensitive information disclosure, and the analyst should employ masking.

D. The vulnerability is model hallucinations, and the analyst should develop output validations.

E. The vulnerability is jailbreaking, and the analyst should utilize role-based access control.

Answer: C

Explanation:

The log data reveals personally identifiable information (PII) such as name, address, and a full credit card number. This represents a
sensitive information disclosure vulnerability. The appropriate control is data masking, which protects sensitive data in logs and
outputs while still allowing necessary system monitoring.

NEW QUESTION # 48
Which of'the following is required first in order to send a prompt query and response in a language model (LLM) system when
authentication is enabled?

A. Application programming interface gateway
B. Front-end web proxy gateway

C. Endpoint access control

D. Back-end access gateway

Answer: C

Explanation:

Basic Concept: When authentication is enabled on an LLM system, users must prove their identity before the system processes any
requests. The authentication process must occur at the point where users first attempt to access the system before any data can be
transmitted. CompTIA SecAl+ Study Guide covers the order of authentication controls in Al system access architectures.

Why B is Correct: Endpoint access control is the first requirement when authentication is enabled, as it governs the initial connection
fromthe user ' s device to the system. Before any prompt can be sent or response received, the endpoint must be authenticated and
authorized to access the LLM service. Endpoint access control verifies user identity and device compliance at the earliest possible
point in the request flow, gating all subsequent processing,

Why A is Wrong: A front-end web proxy gateway routes and manages web traffic between users and backend services. While it
may participate in the authentication flow, it is a routing and mediation component that operates after the endpoint has been
validated, not the first authentication requirement.

Why C is Wrong: An API gateway manages API traffic, authentication tokens, and rate limiting for API interactions. It processes
requests after initial endpoint authentication has been established and the request is being routed to the LLM backend.

Why D is Wrong: A back-end access gateway controls access to backend services and resources. It operates downstream from
both endpoint authentication and API gateway processing, representing a deeper layer of the access control architecture rather than
the first authentication requirement.

NEW QUESTION # 49

A user interface engineer adds new graphics to the latest release of an Al-integrated application.

During the update, the engineer accidentally causes the model to retain on unverified data. After the update, the model begins to
return many errors. Which of'the following is the best way to mitigate future errors?

A. Model development life cycle
B. Web application firewall

C. Role-based access control

D. Generative adversarial network

Answer: A
Explanation:

Following a secure and structured model development life cycle (MDLC) ensures controls such as data validation, verification, and
testing are in place. This prevents issues like retraining on unverified data and reduces the likelihood of future model errors.

NEW QUESTION # 50



Which of'the following describe the practice of providing examples in a prompt? (Choose two.)

A. User prompt

B. System prompt
C. Pronpt template
D. Quantization

E. Multi-shot

F. One-shot

Answer: EF

Explanation:
Providing examples in a prompt is referred to as one-shot prompting when a single example is given and multi-shot prompting when
multiple examples are provided.

NEW QUESTION # 51
Which of the following job roles in an organizational governance structure develops a model from business use cases?

A. Data scientist

B. Platform architect

C. Machine learning operations (MLOps) engineer
D. Al risk analyst

Answer: A

Explanation:
A data scientist develops models from business use cases by translating organizational needs into machine learning solutions. They
prepare data, select algorithims, and build models that align with the use cases.

NEW QUESTION # 52

‘When we choose the employment work, you will meet a bottleneck, how to let a company to choose you to be a part of him? We
would say ability, so how does that show up? There seems to be only one quantifiable standard to help us get a more competitive
job, which is to get the test CY0-001certification and obtain a qualification. If you want to have a good employment platform, then
take office at the same time there is a great place to find that we have to pay attention to the importance of qualification examination.
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