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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q80-Q85):
NEW QUESTION # 80 
After a user installs a mobile application from an advertisement, the phone's battery dies a few hours later and becomes hot to touch,
even when not in use. Which of the following should a technician do first?
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A. Run a mobile malware scan on the phone
B. Contact the software developer
C. Ensure appropriate MDM policies are applied
D. Check for unauthorized device administrators

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
These symptoms strongly indicatemalware infectionor a malicious app running in the background. The first action should be torun a
malware scanto identify and remove malicious components.
FromQuentin Docter - CompTIA A+ Complete Study Guide:
"If a mobile device is overheating and the battery drains rapidly after installing an app, this could point to malware. Begin by scanning
the device with a mobile anti-malware application."

NEW QUESTION # 81 
You have been contacted through the help desk chat application. A user is setting up a replacement SOHO router. Assist the user
with setting up the router.
INSTRUCTIONS
Select the most appropriate statement for each response. Click the send button after each response to continue the chat.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.



Answer:

Explanation:
See explanation below.
Explanation:
First Chat Response:When the user mentions setting up a new router, the best initial response to maintain a helpful and professional



tone is:
>Select reply:"I am happy to assist you today."
Second Chat Response:When the user states that they need to set up basic security settings:
>Select reply:"Is this the first router in your office?"
Third Chat Response:After learning it's a replacement router and the user is logged into the router's web page:
>Select reply:"The first thing you need to do is change the default password." Fourth Chat Response:For the response about
password settings:
>Select reply:"Create a new password with an uppercase, a lowercase, and a special character." Fifth Chat Response:When the
router prompts to reboot:
>Select reply:"Yes, reboot please."
Study Guide Reference: The CompTIA A+ Core 2 guide highlights the importance of changing default credentials and using strong
password policies, particularly in SOHO environments where routers are often targeted.

NEW QUESTION # 82 
A user receives a new personal computer but is unable to run an application. An error displays saying that .
NET Framework 3.5 is required and not found. Which of the following actions is the best way to resolve this issue?

A. Forward the trouble ticket to the SOC team because the issue poses a great security risk.
B. Ignore the dependency and install the latest version 4 instead.
C. Download the dependency via a third-party repository.
D. Resolve the dependency through the 'Turn Windows features on or off' menu.

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
NET Framework versions are often required for applications to run. If an older app requires .NET Framework
3.5, it must be explicitly installed as it is not included by default in newer versions of Windows. The best method to do this safely is
through the built-in "Turn Windows features on or off" utility, which downloads and installs it via official Microsoft services.
B: Using third-party repositories is unsafe and not recommended.
C: Installing .NET 4 does not include 3.5; versions are not fully backward compatible.
D: The issue is technical, not a security incident for the SOC team.
Reference:
CompTIA A+ 220-1102 Objective 3.3: Troubleshoot common software, application, and OS security issues.
Study Guide Section: Managing application dependencies (e.g., .NET Framework, Java)

NEW QUESTION # 83 
A user decides to switch to Windows from Linux and is trying to migrate data using an external USB hard disk. However, when the
user connects the cable to the Windows machine, an error message appears stating the device must be formatted before it can be
used. The hard disk works as expected when connected to the Linux machine. Which of the following should the user do to resolve
this issue?

A. Replace the cable with Windows-supported hardware
B. Configure Windows firewall to allow data from Linux systems
C. Apply a firmware update from the PC manufacturer
D. Update the file allocation system to exFAT

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The Linux machine likely formatted the drive in a file system like ext4, which Windows cannot natively read.
Reformatting the drive toexFATallows cross-platform compatibility.
FromAll-in-One Exam Guide:
"When migrating data between OSes, using a file system like exFAT ensures compatibility. Windows cannot read Linux-native file
systems such as ext4 without third-party tools."



NEW QUESTION # 84 
Which of the following methods involves requesting a user's approval via a push notification to verify the user's identity?

A. Authenticator
B. Call
C. Hardware token
D. SMS

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Authenticator apps, such as Google Authenticator or Microsoft Authenticator, can be configured to sendpush notificationsto users
for approval when logging in. This is a form of multi-factor authentication.
FromAll-in-One Exam Guide:
"Push-based two-factor authentication uses an authenticator app to send a notification to a mobile device. The user must approve
the login attempt in real time, ensuring the request is valid."

NEW QUESTION # 85
......
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