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AE #211

A conpany has an AWS account named PipelineAccount. The account manages a pipeline in AWS CodePipeline. The account
uses an JAM role named CodePipeline Service Role and produces an artifact that is stored in an Amazon S3 bucket. The company
uses a customer managed AWS KMS key to encrypt objects in the S3 bucket.

A DevOps engineer wants to configure the pipeline to use an AWS CodeDeploy application in an AWS account named
CodeDeployAccount to deploy the produced artifact.

The DevOps engneer updates the KMS key policy to grant the CodeDeployAccount account permission to use the key. The
DevOps engineer configures an IAM role named DevOps_Role in the CodeDeployAccount account that has access to the
CodeDeploy resources that the pipeline requires. The DevOps engineer updates an Amazon EC2 instance role that operates within
the CodeDeployAccount account to allow access to the S3 bucket and the KMS key that is in the PipelineAccount account.
Which additional steps will meet these requirements?
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A. Update the S3 bucket policy to grant the PipelineAccount account access to the S3 bucket. Configure the DevOps_Role
IAM role to have an IAM trust policy that allows the Pipeline Account account to assume the role. Update the
CodePipeline_Service Role IAM to grant permission to assume the DevOps_Role role.
¢ B. Update the S3 bucket policy to grant the CodeDeployAccount account access to the S3 bucket.
Configure the DevOps_Role IAM role to have an IAM trust policy that allows the Pipeline Account account to assume the
role. Update the DevOps_Role IAM role to grant permission to assume CodePipeline_Service Role role.
e (. Update the S3 bucket policy to grant the CodeDeployAccount account access to the S3 bucket.
Configure the DevOps_Role IAM role to have an IAM trust policy that allows the PipelineAccount account to assume the
role. Update the CodePipeline_Service Role IAM role to grant permission to assume the DevOps_Role role.
D. Update the S3 bucket policy to grant the CodeDeployAccount account access to the S3 bucket.Configure the
DevOps_Role IAM role to have an IAM trust policy that allows the CodeDeployAccount account to assume the role.
Update the CodePipeline_Service Role IAM role to grant permission to assume the DevOps_Role role.
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For cross-account deployments, CodePipeline must assume a role in the target account. Configure S3 bucket policy to allow the
target account (CodeDeployAccount) access, trust relationship in DevOps_Role to allow assumption by the pipeline's account
(PipelineAccount), and update CodePipeline_Service Role with sts:

AssumeRole pernissions. This cross-account pipeline setup is documented in "Cross-Account Access for AWS CodePipeline."

AR #212

A DevOps engineer is creating an AWS CloudFormation template to deploy a web service. The web service will run on Amazon
EC2 mstances in a private subnet behind an Application Load Balancer (ALB). The DevOps engineer must ensure that the service
can accept requests from clients that have IPv6 addresses.

‘What should the DevOps engineer do with the CloudFormation template so that IPv6 clients can access the web service?

¢ A Replace the ALB with a Network Load Balancer (NLB). Add an IPv6 CIDR block to the VPC and subnets for the
NLB, and assign the NLB an IPv6 Elastic IP address.

¢ B. Add an IPv6 CIDR block to the VPC and subnets for the ALB. Create a listener on port 443. and specify the dualstack
IP address type on the ALB. Create a target group, and add the EC2 mstances as targets. Associate the target group with the
ALB.

e C. Assign each EC2 mstance an [Pv6 Elastic IP address. Create a target group, and add the EC2 instances as targets. Create
a listener on port 443 of the ALB, and associate the target group with the ALB.

¢ D. Add an IPv6 CIDR block to the VPC and the private subnet for the EC2 mstances. Create route table entries for the [Pv6
network, use EC2 instance types that support IPv6, and assign [Pv6 addresses to each EC2 instance.
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Explanation

it nvolves adding an IPv6 CIDR block to the VPC and subnets for the ALB and specifying the dualstack IP address type on the
ALB Iistener. This allows the ALB to listen on both IPv4 and IPv6 addresses, and forward requests to the EC2 instances that are
added as targets to the target group associated with the ALB.

AZ #213

A DevOps engineer is planning to deploy a Ruby-based application to production. The application needs to interact with an Amazon
RDS for MySQL database and should have automatic scaling and high availability. The stored data in the database is critical and
should persist regardless of the state of the application stack.

The DevOps engineer needs to set up an automated deployment strategy for the application with automatic rollbacks. The solution
also must alert the application team when a deployment fails.

‘Which combination of steps will meet these requirements? (Select THREE.)

¢ A Deploy the application on AWS Elastic Beanstalk. Deploy an Amazon RDS for MySQL DB instance as part of the Elastic
Beanstalk configuration.

¢ B. Deploy the application on AWS Elastic Beanstalk. Deploy a separate Amazon RDS for MySQL DB instance outside of
Elastic Beanstalk.

e (. Configure a notification email address that alerts the application team in the AWS Elastic Beanstalk configuration.

¢ D. Configure an Amazon EventBridge rule to monitor AWS Health events. Use an Amazon Simple Notification Service



(Amazon SNS) topic as a target to alert the application team.
¢ E. Use the rolling deployment method to deploy new application versions.
e F. Use the immutable deployment method to deploy new application versions.

dY: BDF
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For deploying a Ruby-based application with requirements for interaction with an Amazon RDS for MySQL database, automatic
scaling, high availability, and data persistence, the following steps will meet the requirements:

B) Deploy the application on AWS Elastic Beanstalk. Deploy a separate Amazon RDS for MySQL DB instance outside of Elastic
Beanstalk. This approach ensures that the database persists independently of the Elastic Beanstalk environment, which can be torn
down and recreated without affecting the database123.

E) Use the immutable deployment method to deploy new application versions. Immutable deployments provide a zero-downtime
deployment method that ensures that if any part of the deployment process fails, the environment is rolled back to the original state
automatically4.

D) Configure an Amazon EventBridge rule to monitor AWS Health events. Use an Amazon Simple Notification Service (Amazon
SNS) topic as a target to alert the application team. This setup allows for automated monitoring and alerting of the application team
in case of deployment failures or other health events56.

Reference:

AWS Elastic Beanstalk documentation on deploying Ruby applications].

AWS documentation on application auto-scaling7.

AWS documentation on automated deployment strategies with automatic rollbacks and alerts456.

AE #214

An ecommerce company is receiving reports that its order history page is experiencing delays in reflecting the processing status of
orders. The order processing system consists of an AWS Lambda function that uses reserved concurrency. The Lambda finction
processes order messages from an Amazon Simple Queue Service (Amazon SQS) queue and inserts processed orders into an
Amazon DynamoDB table. The DynamoDB table has auto scaling enabled for read and write capacity.

Which actions should a DevOps engineer take to resolve this delay? (Choose two.)

e A. Check the ApproximateAgeOfOldestMessage metric for the SQS queue. Increase the Lambda finction concurrency limit.

¢ B. Check the ApproximateAgeOfOldestMessage metnc for the SQS queue Configure a redrive policy on the SQS queue.

e C. Check the WriteThrottleEvents metric for the DynamoDB table. Increase the maximum write capacity units (WCUs) for
the table's scaling policy.

¢ D. Check the NumberOfMessagesSent metric for the SQS queue. Increase the SQS queue visibility timeout.

e E. Check the Throttles metric for the Lambda fimction. Increase the Lambda function timeout.

HE. AC
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A company uses Amazon S3 to store proprietary information. The development team creates buckets for new projects on a daily
basis. The security team wants to ensure that all existing and future buckets have encryption logging and versioning enabled.
Additionally, no buckets should ever be publicly read or write accessible.

‘What should a DevOps engineer do to meet these requirements?

A. Enable AWS Trusted Advisor and configure automatic remediation using Amazon EventBridge.

B. Enable AWS Conflg rules and configure automatic remediation using AWS Systerms Manager documents.
C. Enable AWS CloudTrail and configure automatic remediation using AWS Lambda.

D. Enable AWS Systems Manager and configure automatic remediation using Systems Manager documents.
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Explanation

https7//aws.amazon.com/blogs/mt/aws-config-auto-remediation-s3-compliance/
https//aws.amazon.com/blogs/aws/aws-config-rules-dynamic-compliance-checking- for-cloud-resources/
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