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Fortinet FCP_FSM_AN-7.2 Priifungsplan:

Thema Einzelheiten

o Incidents, notifications, and remediation: This section of the exam measures the skills of Incident
Responders and encompasses the entire incident management lifecycle. This includes the skills required to

Thema 1 manage and prioritize security incidents, configure policies for alert notifications, and set up automated

remediation actions to contain and resolve threats.

¢ Rules and subpatterns: This section of the exam measures the skills of SOC Engineers and focuses on the

construction and implementation of analytics rules. It involves identifying the different components that
Thema 2 make up a rule, utilizing advanced features like subpatterns and aggregation, and practically configuring
these rules within the FortiSIEM platform to detect security events.

¢ Machine learning, UEBA, and ZTNA: This section of the exam measures the skills of Advanced Security
Architects and covers the integration of modern security technologies. It mvolves performing configuration
tasks for machine learning models, incorporating UEBA (User and Entity Behavior Analytics) data into
rules and dashboards for enhanced threat detection, and understanding how to integrate ZTNA (Zero
Trust Network Access) principles into security operations.
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¢ Analytics: This section of the exam measures the skills of Security Analysts and covers the foundational

techniques for building and refining queries. It focuses on creating searches from events, applying grouping
Thema 4 and aggregation methods, and performing various lookup operations, including CMDB and nested queries
to effectively analyze and correlate data.
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Die Feedbacks von den IT-Fachleuten, die Fortimet FCP_FSM_AN-7.2 Zertifizierungspriifimg erfolgreich bestanden haben, haben
bewiesen, dass ihren Erfolg EchteFrage beizumessen ist. Die Fragen und Antworten zur Fortinet FCP_FSM__AN-7.2
Zertifizierangspriifing haben thnen sehr geholfen. Dabei erspart EchteFrage thnen auch viele wertvolle Zeit und Energie. Sie haben
die Fortinet FCP_FSM_AN-7.2 Zertifizierungspriifing ganz mithlos beim ersten Versuch bestanden. So ist EchteFrage eine
mverldssige Website. Wenn Sie EchteFrage wihlen, sind Sie der néchste erfolgreiche IT-Fachmann. EchteFrage wiirde Thren
Traum verwirklichen.

Fortinet FCP - FortiSIEM 7.2 Analyst FCP_FSM_AN-7.2 Priifungsfragen
mit Losungen (Q29-Q34):

29. Frage
Refer to the exhibit.
Automation Policy B x
Name Automation
Severity: Low [ Medium High
Rules: -
Time Range: -
Affected Items: -
Affected Orgs: -

Action: Send Email/SMS/Webhgok €0 the target users. [&
Run RemediationlSeript. w
Invoke an Intégration Policy. Run: no policy [Z{
Create [Case when an incident is created. [&
[ Send SNMP message to the destination set in Admin > Settings > Analytics.
[ Send XML file over HTTP(S) to the destination set in Admin > Settings > Analytics.
D Open Remedy ticket using the configuration set in Admin > Settings > Analytics.

[ invoke FortiAl and update Comments

—
According to the automation policy configuration shown in the exhibit, what happens if an associated rule triggers?

A. FortiSIEM runs the remediation script, because that takes precedence over all other options.
B. FortiSIEM perforns all selected actions.

C. FortiSIEM fails to the integration policy, because no policy is defined.

D. FortiSIEM sends an email, because that is first on the list.

Antwort: B

Begrindung:
When an associated rule triggers, FortiSIEM perforns all selected actions in the automation policy. In this case, it will send an
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email/SMS/webhook, run the remediation script, invoke the integration policy (even if none is currently defined), and create a case.
All checked actions are executed.

30. Frage
Which two settings must you configure to allow FortiSIEM to apply tags to devices in FortiClient EMS? (Choose two.)

A. ZTNA tags defined on FortiSIEM

B. FortiSIEM API credentials defined on FortEMS\
C. Remediation script configured

D. FortiEMS API credentials defined on FortiSIEM

Antwort: B,.D

Begrindung:

To allow FortiSIEM to apply tags to devices in FortiClient EMS, FortiEMS API credentials must be defined on FortiSIEM to
enable communication with EMS, and FortiSIEM API credentials must be defined on FortiEMS to allow EMS to accept tagging
mstructions from FortiSIEM. This bidirectional API trust is essential for tag application.

31. Frage
Refer to the exhibit.
| i =1
Event Details X
Raw Message # ©
«190>Jan 14 08:32:45 date= time=14:19:51 déypamesFG240D39 13800441 dewid=FG240D23913800441 logid=1059028704 type=utm subtype=app-ctri
eventtype=app-ctrl-all level=information vd=rg8®agpid=15895 Jser=" srcip=192.168.88.11 srcport=53866 srcintf="DMZ" dstip=121.111.236.179 dstport=443
dstintf="wan1" profiletype="applist” proto=6 semwi€e="HI TPS" policyid=2 sessionid=51943532 applist="default" appcat="Network.Service" app="SSL"
action=pass msg="Network.Service: SSL

Which value would you expect the FortiSIEM parser to use to populate the Application Name field?

A. applist

B. Network.Service
C. wanl

D. SSL

Antwort: D

Begrindung:
The Application Name field in FortiSIEM is typically populated using the value of the app field in the raw log. In this event,
app="SSL", so "SSL"is the expected application name parsed by FortiSIEM.

32. Frage
Refer to the exhibit.



Subpattern 1

Edit SubPattern

Name: RDP_Connection

Paren Attribute Paren Hext Row
e ©  Destination TCP/UDP Port - 3389 -] © AND OF 4+ [

-] © EventType v FortiGate traffic-forward (-] © AND GR 4 [§

Aggregate: Paren Attribute Operator Value Hext Row

-] ©  COUNTMatched Events) > v o (-] AHD CR 4 T

© Attribute

User

Source IP

Subpattern 2

Edit SubPattern

Failed_Logon
Paren Attribute Operator Value

e © Event Type ~  Group: Logon Failure

Aggregate: Paren Attribute Operator Value

=] ©  COUNT[Matched Everits) 2= - 3

: Allribute

User
Source IP

Destination IP

CoDErme -

Rule Conditions

Step 1: General >  Step 2: Define Condition >  Step 3: Define Action

Cendition: I this Pattern oceurs within any 300 secend time window

Paren Subpattern Paren Next

o e RDE_Connection w /7 O © FOLLOWED_BY

[+ I -] Falled_Logon - #S O O

Given these Subpattern relationships:

Subpattern Attribute Operator Subpattern Attribute

RDP_Connection v User w = ¥ Falled_Logen v User

RDP_Connection v  Source IP v = v Failed_Logen

Which two conditions will match this rule and subpatterns? (Choose two.)

A. A user using RDP over SSL VPN fails to log in to an application five times.
B. A user fails twice to log in when connecting through RDP.

C. A user connects to the wrong IP address for an RDP session five times.

D. A user runs a brute force password cracker against an RDP server.

Antwort: A,D



Begrindung;

The user initiates an RDP session (Subpattern 1) and then fails to log in multiple times (Subpattern 2 with COUNT(Matched Events)
>=3) - both from the same Source IP and User within 300 seconds.

The brute force attempts typically mvolve a successful RDP connection followed by multiple failed logins, satisfying the sequence and
grouping conditions in the rule.

33. Frage
‘Which analytics search can be used to apply a user and entity behavior analytics (UEBA) tag to an event for a failed login by the
user JSmith?

A. Username NOT END WITH jsmith
B. User IS jsmith

C. Username CONTAIN smit

D. User = smith

Antwort: B

Begrindung;
The correct syntax to match an exact username in FortiSIEM analytics search is User IS jsmith. This ensures that the UEBA tag is
applied only when the event is specifically tied to the user "jsmith", which is required for accurate behavioral analytics.
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