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CompTIA Cloud+ (2025) Sample Questions (Q106-Q111):
NEW QUESTION # 106 
A company wants to implement a work environment that will have low operational overhead and highly accessible enterprise
resource planning, email, and data resources. Which of the following cloud service models should the company implement?

A. SaaS
B. laaS
C. PaaS
D. DBaaS

Answer: A

Explanation:
A company that requires low operational overhead and highly accessible enterprise resources would benefit from implementing
Software as a Service (SaaS). SaaS provides access to applications hosted in the cloud, eliminating the need for internal
infrastructure or application development, which aligns with the requirement of having low operational overhead.

NEW QUESTION # 107 
An IT security team wants to ensure that the correct parties are informed when a specific user account is signed in. Which of the
following would most likely allow an administrator to address this concern?

A. Configuring the retention of all sign-in logs
B. Creating an alert based on user sign-in criteria
C. Enabling the collection of user sign-in logs
D. Aggregating user sign-in logs from all systems

Answer: B

Explanation:
To ensure that the correct parties are informed when a specific user account is signed in, the best action is to create an alert based
on user sign-in criteria. This alert can notify administrators or security personnel when the specified event occurs.

NEW QUESTION # 108 
An DevOps engineer is receiving reports that users can no longer access the company's web application after hardening of a web
server. The users are receiving the following error:
ERR_SSLJ/ERSION_OR_CIPHER_MISMATCH.
Which of the following actions should the engineer take to resolve the issue?

A. Update the web server.
B. Configure TLS 1.2 or newer.
C. Review logs on the WAF
D. Restart the web server.

Answer: B

Explanation:
To resolve the ERR_SSL_VERSION_OR_CIPHER_MISMATCH error after hardening a web server, the engineer should
configure the server to use TLS 1.2 or newer. This error often occurs when the server or client supports an outdated version of
SSL/TLS or incompatible cipher suites. Updating to a modern, secure version of TLS ensures compatibility and enhances security.
The CompTIA Cloud+ certification includes governance, risk, compliance, and security for the cloud, emphasizing the importance of
implementing up-to-date security protocols like TLS to protect data in transit and ensure secure communications in cloud
environments.

NEW QUESTION # 109 
A company uses containers stored in Docker Hub to deploy workloads (or its laaS infrastructure. The development team releases
changes to the containers several times per hour. Which of the following should a cloud engineer do to prevent the proprietary code



from being exposed to third parties?

A. Deploy the containers over SSH.
B. Use laC to deploy the laaS infrastructure.
C. Convert the containers to VMs.
D. Use private repositories for the containers.

Answer: D

Explanation:
To prevent proprietary code from being exposed to third parties, a cloud engineer should use private repositories for the containers.
Private repositories ensure that access to container images is restricted and controlled, unlike public repositories where images are
accessible to anyone.References: The concept of using private repositories for protecting proprietary code is part of cloud security
best practices, which is covered under the Governance, Risk, Compliance, and Security domain of the CompTIA Cloud+
certification.

NEW QUESTION # 110 
An administrator is setting up a cloud backup solution that requires the following features:
- Cost effective
- Granular recovery
- Multilocation
Which of the following backup types best meets these requirements?

A. On-site. full, and incremental
B. On-site. full, and differential
C. Off-site, full, incremental, and differential
D. Cloud site, full, and differential

Answer: C

Explanation:
An off-site cloud backup solution that offers full, incremental, and differential backups would best meet the requirements of being
cost-effective, allowing granular recovery, and supporting multi- location storage. This combination allows for comprehensive
backup strategies that can be tailored to the company's needs while optimizing storage costs.
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