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CrowdStrike CCFH-202b Exam Syllabus Topics:

Topic Details
¢ Hunting Analytics: This domain focuses on recognizing malicious behaviors, evaluating information
Topic 1 reliability, decoding command line activity, identifying infection patterns, distinguishing legitimate from
adversary activity, and identifying exploited vulnerabilities.
¢ Hunting Methodology: This domain covers conducting active hunts, performing outlier analysis, testing
Topic 2 hunting hypotheses, constructing queries, and investigating process trees.
¢ ATT&CK Frameworks: This domain covers understanding the cyber kill chain and using the MITRE
Topic 3 ATT&CK Framework to model threat actor behaviors and commumicate findings to non-technical
audiences.

CrowdStrike Certified Falcon Hunter Sample Questions (Q28-Q33):

NEW QUESTION # 28
Youneed details about key data fields and sensor events which you may expect to find from Hosts running the Falcon sensor.
‘Which documentation should you access?

A. Event stream APIs

B. Streaming API Event Dictionary
C. Hunting and Investigation

D. Events Data Dictionary

Answer: D

Explanation:

The Events Data Dictionary found in the Falcon documentation is useful for writing hunting queries because it provides a reference of
information about the events found in the Investigate > Event Search page of the Falcon Console. The Events Data Dictionary
describes each event type, field name, data type, description, and example value that can be used to query and analyze event data.
The Streaming API Event Dictionary, Hunting and Investigation, and Event stream APIs are not documentation that provide details
about key data fields and sensor events.

NEW QUESTION # 29
A benefit of using a threat hunting framework is that it:

A. Provides high fidelity threat actor attribution

B. Provides actionable, repeatable steps to conduct threat hunting
C. Eliminates false positives

D. Automatically generates incident reports

Answer: B

Explanation:

A threat hunting framework is a methodology that guides threat hunters in planning, executing, and improving their threat hunting
activities. A benefit of using a threat hunting framework is that it provides actionable, repeatable steps to conduct threat hunting in a
consistent and efficient manner. A threat hunting framework does not automatically generate incident reports, elimnate false
positives, or provide high fidelity threat actor attribution, as these are dependent on other factors such as data sources, tools, and
analysis skills.

NEW QUESTION # 30
In the Powershell Hunt report, what does the "score" signify?
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A. How recently the PowerShell script executed

B. Number of hosts that ran the PowerShell script

C. Maliciousness score determined by NGAV

D. A cumulative score of the various potential command line switches

Answer: D

Explanation:

In the Powershell Hunt report, the score signifies a cumulative score of the various potential command line switches that were used in
the PowerShell script execution. The score is based on a weighted system that assigns different values to different switches based on
their potential maliciousness or usefulness for threat hunting. For example, -EncodedCommand has a higher value than -NoProfile.
The score does not signify the number of hosts that ran the PowerShell script, how recently the PowerShell script executed, or the
maliciousness score determined by NGAV.

NEW QUESTION # 31
To find events that are outliers inside a network, is the best hunting method to use.

A. searching
B. time-based

C. machine learning
D. stacking

Answer: D

Explanation:

Stacking (Frequency Analysis) is the best hunting method to use to find events that are outliers inside a network. Stacking nvolves
grouping events by a common attribute and counting their frequency, then sorting them by ascending or descending order to identify
rare or common events. This can help find anomalies or deviations from normal behavior that could indicate malicious activity. Time-
based searching, machine learning, and searching are not specific hunting methods to find outliers.

NEW QUESTION # 32
Which SPL (Splunk) field name can be used to automatically convert Unix times (Epoch) to UTC readable time within the Flacon
Event Search?

A, time

B. time

C. conv_time
D. utc_time

Answer: A

Explanation:

_time is the SPL (Splunk) field name that can be used to automatically convert Unix times (Epoch) to UTC readable time within the
Falcon Event Search. It is a default field that shows the timestamp of each event in a human-readable format. utc _time, conv_time,
and time are not valid SPL field names for converting Unix times to UTC readable time.

NEW QUESTION # 33
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