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for your test more convenient, as you can use your computer to track your progress with each Microsoft Identity and Access
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Microsoft Identity and Access Administrator Sample Questions (Q55-Q60):

NEW QUESTION # 55
You have an Azure AD tenant that uses Azure AD Identity Protection and contains the resources shown in the following table.

Azure Multi-Factor Authentication (MFA) is enabled for all users.

Userl triggers a medium severity alert that requires additional investigation.

You need to force Userl to reset his password the next time he signs in. the solution must minimize administrative effort.
‘What should you do?

A. Configure a sign-in risk policy.

B. Reset the Azure MFA registration for Userl.

C. Mark Userl as compromised.

D. Reconfigure the user risk policy to trigger on medium or low severity.

Answer: C

Explanation:

According to the Microsoft Identity and Access Admmistrator (SC-300) Official Study Guide and Microsoft Learn: "Azure AD
Identity Protection - User Risk Policies and Remediation”, Azure AD Identity Protection provides mechanisis to automatically or
manually remediate risky user accounts based on detected user risk levels (low, medium, high).

The scenario states:

* A User risk policy (Risk1) exists that requires users with a high severity risk to reset their password upon next sign-in.

* User! has triggered a medium severity alert, not high.

* The goal is to force User] to reset his password on the next sign-in, with minimal administrative effort.

* A. Configure a sign-in risk policy:This policy targets sign-in risks (suspicious sign-ins), not user risks, and would not directly force
a password reset - it only enforces MFA or blocks access.

* B. Mark User] as compromised: #When an administrator marks a user as compromised in Azure AD Identity Protection, it
immediately elevates the user's risk level to "high."Since the existing User risk policy (Risk1) automatically forces password reset for
high-risk users, User] will be required to change his password the next time he signs in - satisfying the requirement automatically. This
approach uses the existing configuration, meeting the "minimize admmnistrative effort" criterion.

* C. Reconfigure the user risk policy to trigger on medium or low severity:This would affect all users globally, not just Userl, which
is not minimal effort and could increase false positives.

* D. Reset the Azire MFA registration for User1:This affects MFA credentials, not password resets, and doesn't remediate risk.
From Microsoft's documentation:

"Marking a user as compromised increases their risk level to High, triggering any configured user risk policy to require password
reset upon next sign-in." Therefore, the most efficient and compliant action according to Microsoft's SC-300 study materials is to
mark Userl as compromised.

NEW QUESTION # 56

You have a new Microsoft 365 tenant that uses a domain name of contoso.onmicrosoft.com.

You register the name contoso.com with a domain registrar.

You need to use contoso.com as the default domain name for new Microsoft 365 users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Answer:

Explanation:

Explanation:

Reference:
https//practical365.conyconfigure-a-custom-domain-in-office-365/
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NEW QUESTION # 57

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com.

The company is developing a web service named Appl.

You need to ensure that App! can use Microsoft Graph to read directory data in contoso.com.

Which three actions should yon perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them In the correct order.

Answer:

Explanation:

Explanation:

Create an app registration:

Your app nust be registered with the Microsoft identity platform and be authorized by either a user or an administrator for access to
the Microsoft Graph resources it needs.

Grant admin consent:

Higher-privileged permissions require administrator consent.

Add app permissions:

After the consents to permissions for your app, your app can acquire access tokens that represent the app's permission to access a
resource in some capacity. Encoded inside the access token is every permission that your app has been granted for that resource.
Reference:

https:/docs.microsoft.com/en-us/graph/auth/auth-concepts

NEW QUESTION # 58
You have an Azure subscription that contains the customroles shown in the following table.

You need to create a custom Azure subscription role named Role3 by using the Azure portal. Role3 will use the baseline permissions
of an existing role. Which roles can you clone to create Role3?

A. Role2 only

B. Rolel, Role2 built-in Azure subscription roles, and built-in Azure AD roles
C. built-in Azure subscription roles and built-in Azure AD roles only

D. built-in Azure subscription roles and Role2 only

E. built-in Azure subscription roles only

Answer: D

NEW QUESTION # 59

Case Study 3 - A. Datum Corp

Overview

A Datum Corporation is a consulting company in Montreal. A Datum recently acquired a Vancouver-based company named
Litware, Inc.

Existing Environment

A Datum Environment

The on-premises network of A. Datum contains an Active Directory Domain Services (AD DS) forest named adatum.com

A Datum has a Microsoft 365 E5 subscription. The subscription contains a verified domain that syncs with the adatum.com AD DS
domain by using Azzire AD Connect A. Datum has an Azure Active Directory (Azure AD) tenant named adatum.com. The tenant
has Security defaults disabled.

The tenant contains the users shown in the following table.

The tenant contains the groups shown in the following table.

Existing Environment

Litware Environment

Litware has an AD DS forest named litware.com

Existing Environment

Problem Statements

A Datum identifies the following issues:

- Multiple users in the sales department have up to five devices. The sales department users report that sometimes they must contact



the support department to join their devices to the Azure AD tenant because they have reached their device limit.

- A recent security incident reveals that several users leaked their credentials, a suspicious browser was used for a sign-in, and
resources were accessed from an anonymous IP address.

- When you attempt to assign the Device Admmnistrators role To IT_Groupl, the group does NOT appear in the selection list.
- Anyone in the organization can invite guest users, including other guests and non- administrators.

- The helpdesk spends too much time resetting user passwords.

- Users currently use only passwords for authentication.

Requirements

Planned Changes

A Datum plans to implement the following changes;

- Configure self-service password reset {SSPR}.

- Configure multi-factor authentication (MFA) for all users.

- Configure an access review for an access package named Packagel.

- Require admin approval for application access to organizational data.

- Sync the AD DS users and groupsoflitware.com with the Azure AD tenant.

- Ensure that only users that are assigned specific admin roles can invite guest users.

- Increase the maximum number of devices that can be joined or registered to Azure AD to 10.

Requirements

Technical Requirements

A Datum identifies the following technical requirements:

- Users assigned the User administrator role must be able to request permission to use the role when needed for up to one year.
- Users must be prompted to register for MFA and provided with an option to bypass the registration for a grace period.
- Users must provide one authentication method to reset their password by using SSPR.

Available methods must include:

- Email

- Phone

- Security questions

- The Microsoft Authenticator app

- Trust relationships must NOT be established between the adatum.com and litware.com AD DS domains.

- The principle of least privilege must be used.

Youneed to resolve the issue of IT Groupl.

What should you do first?

A. Recreate the IT _Groupl group.

B. Add an owner to IT Groupl.

C. Change Membership type of IT Group1 to Dynamic Device.
D. Change Membership type of IT Groupl to Dynamic User.

Answer: A

Explanation:
https/learn.microsoft.com/en-us/azure/active-directory/roles/groups-concept

NEW QUESTION # 60
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