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Die Cyber AB CMMC-CCA Zertifizierungsprüfung ist eine Prüfung, die Fachkenntnisse eines Menschen testet. It-Pruefung ist eine
Website, die Ihnen zum Bestehen der Cyber AB CMMC-CCA Zertifizierungsprüfung verhilft. Vor der Prüfung können Sie die
zielgerichteten benutzen, werden Sie in kurz Zeit große Fortschritte machen.

Cyber AB CMMC-CCA Prüfungsplan:

Thema Einzelheiten

Thema 1

CMMC Level 2 Assessment Scoping: This section of the exam measures skills of cybersecurity assessors
and revolves around determining the proper scope of a CMMC assessment. It involves analyzing and
categorizing Controlled Unclassified Information (CUI) assets, interpreting the Level 2 scoping guidelines,
and making accurate judgments in scenario-based exercises to define what assets and systems fall within
assessment boundaries.

Thema 2

CMMC Assessment Process (CAP): This section of the exam measures skills of compliance professionals
and tests knowledge of the full assessment lifecycle. It covers the steps needed to plan, prepare, conduct,
and report on a CMMC Level 2 assessment, including the phases of execution and how to document and
follow up on findings in alignment with DoD and CMMC-AB expectations.
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Thema 3

Evaluating Organizations Seeking Certification (OSC) against CMMC Level 2 Requirements: This section
of the exam measures skills of cybersecurity assessors and focuses on evaluating the environments of
organizations seeking certification at CMMC Level 2. It covers understanding differences between logical
and physical settings, recognizing constraints in cloud, hybrid, on-premises, single, and multi-site
environments, and knowing what environmental exclusions apply for Level 2 assessments.

Thema 4

Assessing CMMC Level 2 Practices: This section of the exam measures skills of cybersecurity assessors in
evaluating whether organizations meet the required practices of CMMC Level 2. It emphasizes applying
CMMC model constructs, understanding model levels, domains, and implementation, and using evidence
to determine compliance with established cybersecurity practices.
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Cyber AB Certified CMMC Assessor (CCA) Exam CMMC-CCA
Prüfungsfragen mit Lösungen (Q68-Q73):
68. Frage 
The OSC uses an on-premises ERP system that processes and stores CUI data. A Third-Party Maintenance (TPM) provider has
remote access to the ERP system for troubleshooting and maintenance purposes. The OSC allows the TPM to access the system
through a secure remote access tool with Multi-Factor Authentication (MFA). As a Lead Assessor, what challenges might you
encounter when assessing the OSC's compliance with CMMC's practice AC.L2-3.1.12 - Control Remote Access?

A. The use of a dedicated remote access tool simplifies the assessment of access controls
B. You might still face challenges in obtaining evidence of how the TPM's remote access sessions are monitored and
controlled to ensure remote access sessions are controlled and authorized
C. CMMC requirements apply only to cloud-based systems, not on-premises deployments
D. You may have difficulty verifying the effectiveness of the on-premises security measures

Antwort: B

Begründung:
Comprehensive and Detailed in Depth Explanation:
AC.L2-3.1.12 requires monitoring and controlling remote access sessions, per NIST SP 800-171. While MFA enhances security,
the CCA must verify TPM session monitoring (e.g., logs, controls), which may be challenging due to limited visibility into TPM
activities, per CAP. Option A overlooks this evidence gap.
Option C falsely excludes on-premises systems from CMMC scope. Option D is vague and less specific.
Option B is the correct answer, highlighting the key challenge.
Reference Extract:
* CMMC Assessment Process (CAP) v1.0, Section 4.3:"Third-party access may limit evidence of monitoring and control."
* NIST SP 800-171A, AC-3.1.12:"Verify monitoring of remote sessions."Resources:https://cyberab.org
/Portals/0/Documents/Process-Documents/CMMC-Assessment-Process-CAP-v1.0.pdf;https://csrc.nist.
gov/pubs/sp/800/171/a/final

69. Frage 
A company has a firewall to regulate how data flows into and out of its network. Based on an interview with their IT staff, all
connections to their systems are logged, and suspicious traffic generates alerts. Examination of which artifact should give the CCA
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the details on how these are implemented?

A. Boundary protection procedures
B. Configuration management policy
C. Account management document
D. Physical access logs

Antwort: A

Begründung:
The control SC.L2-3.13.5: Boundary Protection requires that organizations monitor and control communications at the external
boundary and at key internal boundaries. The CMMC Assessment Guide states that assessors should examine boundary protection
procedures to verify logging, monitoring, and alerting are defined and implemented. Physical access logs, account management
documents, and configuration management policies do not provide details of how network boundaries are monitored and protected.
Exact extracts:
* "Assessment Objectives ... Determine if: * external boundary and key internal boundaries are defined; * communications are
monitored and controlled at boundaries; * traffic is checked for unauthorized transfer of information; and * boundary protection
devices are configured and managed."
* "Potential Assessment Methods: Examine ... boundary protection policy; boundary protection procedures; system security plan;
configuration settings for boundary protection devices; logs of boundary protection devices." Why the other options are incorrect:
* A (Physical access logs): Relates to facility entry, not network boundary protection.
* C (Account management document): Addresses user account lifecycle, not firewall and traffic control.
* D (Configuration management policy): Governs system changes, not firewall logging/alerting controls.
References (CCA documents / Study Guide):
* CMMC Assessment Guide - Level 2, SC.L2-3.13.5 "Boundary Protection."
* NIST SP 800-171 Rev. 2, 3.13.5.

70. Frage 
When discussing the OSC's proposed assessment scope, the Lead Assessor learned that some laptops and workstations share a
network with CUI assets, but their users do not work with CUI. These assets do not store CUI or run applications that process
CUI. Reviewing the OSC's SSP, the implemented risk-based security policies, procedures, and practices raised questions and were
found to be deficient. What can the Lead Assessor do in this scenario?

A. Inform the C3PAO so as to obtain advice on the way forward.
B. Conduct a limited spot check to identify risks.
C. Validate the scope because the assets do not interact with CUI.
D. Advise the OSC PoC or Assessment Official to address the identified deficiencies.

Antwort: B

Begründung:
Comprehensive and Detailed Explanation:
These laptops and workstations are Contractor Risk Managed Assets (CRMAs), as they can but are not intended to handle CUI
due to policies. The CMMC Assessment Scope - Level 2 allows limited spot checks for CRMAs if SSP deficiencies raise
concerns, ensuring risks are identified without expanding the assessment' s scope significantly. Option A delays action, Option B
shifts responsibility prematurely, and Option D ignores the deficiencies. C is correct.
Reference:
CMMC Assessment Scope - Level 2, Section 2.3.2 (CRMAs), p. 5: "Limited spot checks may be conducted for CRMAs if
deficiencies are noted."

71. Frage 
FIPS-validated cryptography is required to meet CMMC practices that protect CUI when transmitted or stored outside the OSC's
CMMC enclave. What source does the CCA use to verify that the cryptography the OSC has implemented is FIPS-validated?

A. NIST Module Validation Program
B. Cryptographic section of the OSC's SSP
C. Vendor cryptographic module documentation
D. Cryptographic section of the Shared Responsibility Matrix



Antwort: A

Begründung:
The CMMC practices for cryptographic protection (SC.L2-3.13.11, SC.L2-3.13.8, etc.) require that cryptography protecting CUI
must be FIPS-validated. The authoritative source for validation is the NIST Cryptographic Module Validation Program (CMVP).
Extract:
"To use cryptography in compliance with CMMC requirements, organizations must use modules validated under the NIST
Cryptographic Module Validation Program (CMVP). The CMVP is the authoritative source to verify whether a cryptographic
implementation is FIPS-validated." Vendor documentation or SSP claims alone cannot serve as authoritative proof. The CCA must
consult the NIST CMVP validation list.
Reference: CMMC Assessment Guide - Level 2; SC.L2-3.13.11, SC.L2-3.13.8; CMVP Guidance.

72. Frage 
You are the Lead Assessor for a CMMC Assessment engagement with an OSC for CMMC Level 2. The OSC has provided you
with their proposed CMMC Assessment Scope, which includes a network schematic diagram, their SSP, relevant policies, and
organizational charts. During your review of the documentation, you notice they have excluded a subsidiary company's network and
assets from the proposed CMMC Assessment Scope despite the subsidiary being involved in handling CUI related to federal
contracts. During the review of the OSC's proposed CMMC Assessment Scope, you notice that the OSC has included assets and
networks that are not involved in handling CUI or related to federal contracts. What should be your course of action?

A. Proceed with the Assessment but exclude the irrelevant assets and networks from the actual assessment process.
B. Accept the proposed scope as is, since the OSC has the initial responsibility to establish the CMMC Assessment Scope.
C. Terminate the Assessment engagement due to the OSC's failure to establish an accurate CMMC Assessment Scope.
D. Request the OSC to remove the irrelevant assets and networks from the proposed scope.

Antwort: D

Begründung:
Comprehensive and Detailed in Depth Explanation:
The OSC is responsible for initially defining the CMMC Assessment Scope, but the Lead Assessor must ensure its accuracy,
including only assets and networks handling CUI or related to federal contracts. Including irrelevant assets inflates the scope
unnecessarily, while excluding the subsidiary's relevant assets risks an incomplete assessment. Option A (accepting as is) neglects the
Lead Assessor's duty to validate scope. Option B (termination) is premature without attempting correction. Option D (proceeding
with exclusions) bypasses OSC agreement, which CAP requires. Option C (requesting removal) ensures the scope is corrected
collaboratively, aligning with CAP guidelines.
Extract from Official Document (CAP v1.0):
* Section 1.4 - Define Assessment Scope (pg. 13):"The OSC has the initial responsibility to establish the CMMC Assessment
Scope... The Lead Assessor shall request adjustments to the proposed scope to ensure its accuracy and validity." References:
CMMC Assessment Process (CAP) v1.0, Section 1.4.

73. Frage
......

Die Cyber AB CMMC-CCA Zertifizierungsprüfung wird jetzt immer populärer. Es gibt viele verschiedene IT-
Zertifizierungsprüfungen. Welche Prüfung haben Sie abgelegt? Lassen Wir hier Cyber AB CMMC-CCA Zertifizierungsprüfung als
Beispiel erklären. Wenn Sie an der CMMC-CCA Prüfung teilnehmen, Cyber AB CMMC-CCA Dumps von It-Pruefung Ihnen
helfen, sehr leicht die Prüfung zu bestehen.
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