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Google Cloud Certified - Professional Google Workspace Administrator
Sample Questions (Q19-Q24):
NEW QUESTION # 19 
Your Security Officer ran the Security Health Check and found the alert that "Installation of mobile applications from unknown
sources" was occurring. They have asked you to find a way to prevent that from happening.
Using Mobile Device Management (MDM), you need to configure a policy that will not allow mobile applications to be installed
from unknown sources.
What MDM configuration is needed to meet this requirement?

A. In the Application Management menu, configure the whitelist of apps that Android, iOS devices, and Active Sync devices
are allowed to install.
B. In Android Settings, ensure that "Allow non-Play Store apps from unknown sources installation" is unchecked.
C. In Device Management > Setup > Device Approvals menu, configure the "Requires Admin approval" option.
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D. In the Application Management menu, configure the whitelist of apps that Android and iOS devices are allowed to install.

Answer: B

Explanation:
Reference: https://support.google.com/a/answer/7491893?hl=en

NEW QUESTION # 20 
A user accessing sensitive data is experiencing repeated issues with accessing certain files in Google Drive from their laptop by using
the Chrome browser. When you contact Google support, the support representative asks to review an HTTP archive file recording
(HAR). You need to share logs with Google support without compromising data privacy. What should you do?

A. Open the HAR file in a text editor and delete sensitive information. Upload the HAR file to Google Drive and share the file
only with the Google support representative
B. Ask the Google support representative for access to a Google Drive folder used by the Google support team. Upload the
HAR file.
C. Upload the HAR file to Google Drive and share the file with the Google support representative.
D. Share your screen with the Google support representative so they can view the file without having a copy of the file.

Answer: A

Explanation:
The HAR (HTTP Archive) file can contain sensitive information, such as URLs, request headers, cookies, or other data that could
expose personal or confidential information. To ensure privacy and security, you should review the HAR file, remove any sensitive
information manually using a text editor, and then upload the file to Google Drive for sharing with the Google support representative.
This approach allows you to provide the necessary logs for troubleshooting without compromising data privacy.

NEW QUESTION # 21 
Your company (your-company.com) just acquired a new business (new-company.com) that is running their email on-premises. It is
close to their peak season, so any major changes need to be postponed. However, you need to ensure that the users at the new
business can receive email addressed to them using your- company.com into their on-premises email server. You need to set up an
email routing policy to accomplish this.
What steps should you take?

A. Set up an Inbound Mail Gateway to reroute all inbound email to the on-premises server.
B. Set up an Outbound Mail Gateway to route all outbound email to the on-premises server.
C. Set up a Default route with split delivery to route email to the on-premises server.
D. Set up accounts for the new employees, and use mail forwarding rules to send to the on-premises server.

Answer: C

Explanation:
https://support.google.com/a/answer/2685650?hl=en
"...If you're migrating to Gmail from a legacy server, use split delivery to test Gmail with a subset of users. During the testing, the MX
records for your domain point to Gmail. Users who have been added in the Admin console get messages in their Gmail inboxes. Set
up a catch-all routing rule for unregistered users who need to get messages from the legacy mail server."

NEW QUESTION # 22 
User A is a Basic License holder. User B is a Business License holder. These two users, along with many additional users, are in the
same organizational unit at the same company. When User A attempts to access Drive, they receive the following error: "We are
sorry, but you do not have access to Google Docs Editors. Please contact your Organization Administrator for access." User B is
not presented with the same error and accesses the service without issues.
How do you provide access to Drive for User A?

A. Select User A in the Directory, and under the Apps section, check whether Drive and Docs is disabled. If so, enable it in
the User record.
B. In Apps > Google Workspace, determine the Group that has Drive and Docs enabled as a service. Add User A to this
group.



C. Select User A in the Directory, and under the Licenses section, change their license from Basic to Business to add the
Drive and Docs service.
D. In Apps > Google Workspace > Drive and Docs, select the organizational unit the users are in and enable Drive for the
organizational unit.

Answer: C

Explanation:
Access the Admin Console: Log into your Google Workspace Admin Console.
Select User A: Navigate to the Directory and select User A's account.
Check Licenses: Under the Licenses section, check the current license type of User A. As User A holds a Basic License, they lack
access to certain services available to Business License holders.
Change License: Change User A's license from Basic to Business. This can be done by assigning the Business License to User A
within the Licenses section.
Verify Access: After changing the license, verify that User A can now access Google Drive and Docs without any errors.
Reference
Google Support: Assign or remove a user license

NEW QUESTION # 23 
The Director of your Finance department has asked to be alerted if two financial auditors share any files outside the domain. You
need to set an Admin Alert on Drive Sharing.
What should you do?

A. Create a Google Group that has the two auditors as members, and then create a Drive DLP Rule that is assigned to that
Group.
B. Check the Admin Console Dashboard Insights page periodically for external shares, and notify the Director of any
changes.
C. Create two Drive Audit Alerts, one for each user, where the Visibility is "Shared Externally," and email them to the
Director.
D. Create a Content Compliance rule that looks for outbound share notifications from those two users, and Bcc the Director
on those emails.

Answer: C

Explanation:
https://support.google.com/a/answer/4579696?hl=en
https://support.google.com/a/answer/9725685

NEW QUESTION # 24
......
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