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P& #68
Which of the following best describes a ransonware attack?
Response:

A. An attack that locks or encrypts a victimi's files and demands payment for decryption
B. A cyberattack that passively observes a target's network activity

C. An attack that only impacts cloud-based services

D. A phishing attack that tricks users into resetting their credentials


https://www.pdfexamdumps.com/GCIL_valid-braindumps.html
https://www.testpdf.net/GCIL.html
https://tw.fast2test.com/GCIL-premium-file.html
https://tw.fast2test.com/GCIL-premium-file.html

BE: A

il =8 #69

‘Which team development activities improve the effectiveness of an incident response team?
(Select two.)

Response:

A. Avoiding documentation of response processes

B. Conducting collaborative tabletop exercises

C. Cross-training team members on various cybersecurity functions
D. Restricting communication within the team
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Which is a real-world example of a supply chain attack?
Response:

A. SolarWinds breach

B. A brute-force attack on an employee's account

C. A Distributed Denial-of-Service (DDoS) attack on a website
D. A phishing attack against an executive
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An organization detects multiple failed login attempts on a cloud-based customer portal. Further investigation reveals that a large
number of login attempts originated from an automated botnet using previously leaked credentials. What should be the first step in
mitigating the attack?

Response:

A. Tmplement CAPTCHA or bot mitigation solutions on the login page
B. Block IP addresses associated with suspicious login attempts

C. Require all users to change their passwords immediately

D. Enable multi-factor authentication (MFA) for all accounts
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Why is incident tracking important in cybersecurity?
Response:

A. Tt ensures that incidents are resolved efficiently and properly documented
B. It allows companies to blame individuals for security failures

C. It helps companies avoid paying for security tools

D. It removes the need for security teans
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