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HashiCorp Terraform-Associate-004 Exam Syllabus Topics:

Topic Details

Topic 1
Terraform fundamentals: This domain addresses installing and managing provider plugins, understanding
Terraform's provider architecture, and how Terraform tracks infrastructure state.

Topic 2
Maintain infrastructure with Terraform: This domain addresses importing existing infrastructure into
Terraform, inspecting state using CLI commands, and using verbose logging for troubleshooting.

Topic 3
Core Terraform workflow: This domain focuses on the essential workflow steps: initializing directories,
validating configurations, generating execution plans, applying changes, destroying infrastructure, and
formatting code.
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Topic 4
HCP Terraform: This domain covers using HashiCorp Cloud Platform Terraform for infrastructure
provisioning, collaboration and governance features, organizing workspaces and projects, and configuring
integrations.

Topic 5
Terraform modules: This domain explains organizing and reusing code through modules, understanding
variable scope between modules, implementing modules in configurations, and managing module versions.

HashiCorp Certified: Terraform Associate (004) (HCTA0-004) Sample
Questions (Q18-Q23):
NEW QUESTION # 18 
Which of the following is availableonlyinHCP Terraform workspacesandnot in Terraform CLI?

A. Support for multiple cloud providers.
B. Using one workspace's state as a data source for another.
C. Secure variable storage.
D. Dry runs with terraform plan.

Answer: B

Explanation:
C (#Correct)- InHCP Terraform, you can use the terraform_remote_state data source to referenceanother workspace's state. This
feature isnot available in Terraform CLI.
A (#Incorrect)- terraform plan (dry runs)is available in both Terraform CLI and HCP Terraform.
B (#Incorrect)- Secure variable storageexists in HCP Terraform, but CLI users can store variables securely using environment
variables or .tfvars files.
D (#Incorrect)- BothTerraform CLI and HCP Terraform support multiple cloud providers.
Official Terraform Documentation Reference:
terraform_remote_state - HashiCorp Documentation

NEW QUESTION # 19 
When you use a backend that requires authentication, it is best practice to:

A. Run all of your Terraform commands on a shared server or container.
B. Configure the authentication credentials in your Terraform configuration files, and store them in a private version control
system.
C. Use environment variables to configure authentication credentials outside of your Terraform configuration.
D. None of the above.

Answer: C

Explanation:
Rationale for Correct Answer (C):
Best practice is to avoid hardcoding sensitive credentials in Terraform configurations or storing them in version control. Instead,
credentials should be managed via environment variables, CLI authentication helpers, or secret managers (e.g., Vault).
Analysis of Incorrect Options:
A). Shared server: Not secure, introduces single point of failure and risk.
B). Storing credentials in config files: A major security risk, especially if pushed to version control.
D). None of the above: Incorrect, because option C is a valid and recommended approach.
Key Concept:
Security best practices in Terraform dictate that credentials should be externalized from Terraform code.
Reference:Terraform Exam Objective - Navigate Terraform State and Backends.

NEW QUESTION # 20 
Only the user that generated a terraform plan may apply it.



A. False
B. True

Answer: A

Explanation:
Rationale for Correct Answer (False):
Any user with access to the saved plan file (terraform plan -out=planfile) can run terraform apply planfile.
Terraform does not enforce user-specific restrictions.
Analysis of Incorrect Option:
True: Incorrect - Terraform doesn't tie plan files to individual users.
Key Concept:
Plan files ensure predictability but are not bound to the identity of the user.
Reference:Terraform Exam Objective - Understand Terraform Basics and CLI.

NEW QUESTION # 21 
In a HCP Terraform/Terraform Cloud workspace linked to a version control repository, speculative plan runs start automatically
when you merge or commit changes to version control.

A. False
B. True

Answer: B

Explanation:
Speculative Plans: Terraform Cloud'sspeculative planfeature runs automatically when changes are detected in a linked VCS
repository, enabling users to review potential infrastructure changes without committing them.
Automatic Integration: This feature automates the planning process by triggering when changes are committed, aiding teams in
previewing infrastructure changes seamlessly.
For further understanding, see theTerraform Cloud VCS Integrationdocumentation.

NEW QUESTION # 22 
Outside of the required_providers block, Terraform configurations always refer to providers by their local names.

A. False
B. True

Answer: A

Explanation:
Outside of the required_providers block, Terraform configurations can refer to providers by either their local names or their source
addresses. The local name is a short name that can be used throughout the configuration, while the source address is a global
identifier for the provider in the format registry.terraform.io/namespace/type. For example, you can use either aws or
registry.terraform.io/hashicorp/aws to refer to the AWS provider.

NEW QUESTION # 23
......
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