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(Q42-Q47):

H #42
You are preparing FortiManager for ZTP. Which CLI command enables provisioning mode?
Response:

A. set ztp enable

B. config system provisioning
C. set central-mgmt enable
D. set allow-register enable

Ef#: D

H #43

‘Which Fortinet components are typically mvolved in implementing NAC policies for wired and wireless networks?
(Choose two)

Response:

A. FortiManager

B. FortiAnalyzer

C. FortiGate

D. FortiAuthenticator

iFfE: C. D

B #44
Which FortiAnalyzer dashboard provides AlOps-related summaries and alerts?
Response:

A. Fabric View > Al-Powered Insights
B. Incidents & Events > AlOps

C. Log View > Threats

D. FortiView > System Events

M
R

: B

I #45
Your office wants to set up a Wi-Finetwork for visitors. Your company would like to require them to log in for tracking purposes.
Which two types of captive portals could be enabled on an interface? (Choose two.)

A. Disclaimer + Authentication

B. Email Notification Only

C. Terms Acknowledgement Without Authentication
D. Guest Pass Access

E. Authentication

EME: AL E

A -
FortiGate supports captive portals that require Authentication or a combination of Disclaimer + Authentication. These options
enforce login for visitors, allowing user tracking and ensuring compliance with company access policies.



H I #46

APs have been manually configured to connect to FortiGate over an IPsec network, and FortiGate successfully detects and
authorizes them However, the APs remain unmanaged because FortiGate is unable to establish a CAPWAP tunnel with them. What
configuration change can resolve this issue and enable FortiGate to establish the CAPWAP tunnel over the IPsec connection?

A. Assign a custom AP profile for the remote APs with the set mpls-connection option enabled.
B. Decrease the CAPWAP tunnel MTU size for APs to prevent fragmentation.

C. Configure a static route on FortiGate to reach the APs over the [Psec tunnel.

D. Upgrade the FortiAP firmware image to ensure compatibility with the FortiOS version.

Ef#: A

TR

When FortiAPs connect to FortiGate overIPsec tunnels, this is treated similarly to WAN/MPLS deployments.

In these scenarios, FortiGate must know that CAPWAP must traverse anon-L2transport.

FortiAP profiles include:

set mpls-connection enable

This setting is required so that:

FortiGate can encapsulate CAPWAP side the transport tunnel

Remote FortiAPs can establish CAPWAP even when behind routed/IPsec networks Without this option, the FortiGate detects the
AP butcannot bring CAPWAP UP, leaving the AP in

"discovered/unauthorized" or "offline" state.
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