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Amazon SCS-C02 exam questions format.

Amazon SCS-C02 Exam Syllabus Topics:

Topic Details

Topic 1

Management and Security Governance: This topic teaches AWS Security specialists to develop centralized
strategies for AWS account management and secure resource deployment. It includes evaluating
compliance and identifying security gaps through architectural reviews and cost analysis, essential for
implementing governance aligned with certification standards.

Topic 2

Threat Detection and Incident Response: In this topic, AWS Security specialists gain expertise in crafting
incident response plans and detecting security threats and anomalies using AWS services. It delves into
effective strategies for responding to compromised resources and workloads, ensuring readiness to manage
security incidents. Mastering these concepts is critical for handling scenarios assessed in the SCS-C02
Exam.

Topic 3

Identity and Access Management: The topic equips AWS Security specialists with skills to design,
implement, and troubleshoot authentication and authorization mechanisms for AWS resources. By
emphasizing secure identity management practices, this area addresses foundational competencies required
for effective access control, a vital aspect of the certification exam.

Topic 4

Data Protection: AWS Security specialists learn to ensure data confidentiality and integrity for data in
transit and at rest. Topics include lifecycle management of data at rest, credential protection, and
cryptographic key management. These capabilities are central to managing sensitive data securely,
reflecting the exam's focus on advanced data protection strategies.

Amazon AWS Certified Security - Specialty Sample Questions (Q248-Q253):
NEW QUESTION # 248 
A company is building an application on IAM that will store sensitive Information. The company has a support team with access to
the IT infrastructure, including databases. The company's security engineer must introduce measures to protect the sensitive data
against any data breach while minimizing management overhead. The credentials must be regularly rotated.
What should the security engineer recommend?

A. Enable Amazon RDS encryption to encrypt the database and snapshots. Enable Amazon Elastic Block Store (Amazon
EBS) encryption on Amazon EC2 instances. Include the database credential in the EC2 user data field. Use an IAM Lambda
function to rotate database credentials. Set up TLS for the connection to the database.
B. Enable Amazon RDS encryption to encrypt the database and snapshots. Enable Amazon Elastic Block Store (Amazon
EBS) encryption on Amazon EC2 instances. Store the database credentials in IAM Secrets Manager with automatic rotation.
Set up TLS for the connection to the RDS hosted database.
C. Install a database on an Amazon EC2 Instance. Enable third-party disk encryption to encrypt the Amazon Elastic Block
Store (Amazon EBS) volume. Store the database credentials in IAM CloudHSM with automatic rotation. Set up TLS for the
connection to the database.
D. Set up an IAM CloudHSM cluster with IAM Key Management Service (IAM KMS) to store KMS keys.
Set up Amazon RDS encryption using IAM KMS to encrypt the database. Store database credentials in the IAM Systems
Manager Parameter Store with automatic rotation. Set up TLS for the connection to the RDS hosted database.

Answer: B

Explanation:
To protect the sensitive data against any data breach and minimize management overhead, the security engineer should recommend
the following solution:
* Enable Amazon RDS encryption to encrypt the database and snapshots. This allows the security engineer to use AWS Key
Management Service (AWS KMS) to encrypt data at rest for the database and any backups or replicas.
* Enable Amazon Elastic Block Store (Amazon EBS) encryption on Amazon EC2 instances. This allows the security engineer to use
AWS KMS to encrypt data at rest for the EC2 instances and any snapshots or volumes.
* Store the database credentials in AWS Secrets Manager with automatic rotation. This allows the security engineer to encrypt and
manage secrets centrally, and to configure automatic rotation schedules for them.
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* Set up TLS for the connection to the RDS hosted database. This allows the security engineer to encrypt data in transit between the
EC2 instances and the database.

NEW QUESTION # 249 
A company needs a solution to protect critical data from being permanently deleted. The data is stored in Amazon S3 buckets.
The company needs to replicate the S3 objects from the company's primary AWS Region to a secondary Region to meet disaster
recovery requirements. The company must also ensure that users who have administrator access cannot permanently delete the data
in the secondary Region.
Which solution will meet these requirements?

A. Configure S3 replication to replicate the objects to an S3 bucket in the secondary Region.Configure S3 object versioning
on the S3 bucket in the secondary Region.
B. Configure AWS Backup to perform cross-Region S3 backups. Select a backup vault in the secondary Region. Enable
AWS Backup Vault Lock in governance mode for the backups in the secondary Region.
C. Configure S3 replication to replicate the objects to an S3 bucket in the secondary Region. Create an S3 bucket policy to
deny the s3:ReplicateDelete action on the S3 bucket in the secondary Region.
D. Implement S3 Object Lock in compliance mode in the primary Region. Configure S3 replication to replicate the objects to
an S3 bucket in the secondary Region.

Answer: D

Explanation:
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock-managing.html#object- lock-managing-replication

NEW QUESTION # 250 
To meet regulatory requirements, a Security Engineer needs to implement an IAM policy that restricts the use of AWS services to
the us-east-1 Region.
What policy should the Engineer implement?

A. A computer code with black text Description automatically generated

B. 
C. 
D. A computer code with black text Description automatically generated

A computer code with text Description automatically generated

Answer: A

Explanation:
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws_deny-requested-region.html

NEW QUESTION # 251 
A company's Security Engineer has been tasked with restricting a contractor's IAM account access to the company's Amazon EC2
console without providing access to any other AWS services. The contractor's IAM account must not be able to gain access to any
other AWS service, even if the IAM account is assigned additional permissions based on IAM group membership.
What should the Security Engineer do to meet these requirements?

A. Create an IAM group with an attached policy that allows for Amazon EC2 access. Associate the contractor's IAM
account with the IAM group.
B. Create an IAM permissions boundary policy that allows Amazon EC2 access. Associate the contractor's IAM account
with the IAM permissions boundary policy.
C. Create an Inline IAM user policy that allows for Amazon EC2 access for the contractor's IAM user.
D. Create an IAM role that allows for EC2 and explicitly denies all other services. Instruct the contractor to always assume
this role.

Answer: B



NEW QUESTION # 252 
Your CTO is very worried about the security of your IAM account. How best can you prevent hackers from completely hijacking
your account?
Please select:

A. Use short but complex password on the root account and any administrators.
B. Don't write down or remember the root account password after creating the IAM account.
C. Use MFA on all users and accounts, especially on the root account.
D. Use IAM IAM Geo-Lock and disallow anyone from logging in except for in your city.

Answer: C

Explanation:
Explanation
Multi-factor authentication can add one more layer of security to your IAM account Even when you go to your Security Credentials
dashboard one of the items is to enable MFA on your root account
Option A is invalid because you need to have a good password policy Option B is invalid because there is no IAM Geo-Lock
Option D is invalid because this is not a recommended practices For more information on MFA, please visit the below URL
http://docs.IAM.amazon.com/IAM/latest/UserGuide/id
credentials mfa.htmll
The correct answer is: Use MFA on all users and accounts, especially on the root account.
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