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B #95

An organization experienced a sophisticated phishing attack that resulted in the compromise of confidential information from
thousands of user accounts. The threat actor used a land and expand approach, where initially accessed account was used to spread
emails further. The organization's cybersecurity team must conduct an in-depth root cause analysis to uncover the central factor or
factors responsible for the success of the phishing attack. The very first victim of the attack was user with email
500236186(@test.com. The primary objective is to formulate effective strategies for preventing similar incidents in the future. What
should the cybersecurity engineer prioritize in the root cause analysis report to demonstrate the underlying cause of the incident?

e A. comprehensive analysis of the mitial user for presence of an insider who gained monetary value by allowing the attack to
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happen

¢ B. evaluation of the organization's incident response procedures and the performance of the incident response team

¢ C. investigation into the specific vulnerabilities or weaknesses in the organization's email security systems that were exploited
by the attackers

¢ D. examination of the organization's network traffic logs to identify patterns of unusual behavior leading up to the attack

Ef: C

et

In phishing incidents, especially with successful lateral movement (land and expand), the most critical factor is usuallyweaknesses in
email security systens-such as lack of advanced phishing detection, weak DMARC/DKIM/SPF policies, or insufficient user
behavior monitoring. To prevent recurrence, the root cause analysis must focus on what allowed the phishing email to bypass
defenses and how initial credentials were compromised.

This aligns with best practices from the Cisco CyberOps v1.2 Guide underEmail Threat Vectors and Security Control Weaknesses.
Reference:CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter on Threat Analysis and Root Cause Reporting.

Let me know if you'd like the next batch of questions formatted and verified in the same way.

[ #96
Refer to the exhibit.

alert tcp SLOCAL NET any ! => * SHTTP_SERVERS SHTEP, PORTS (msg: “WEB-IIS unicode

directory traversal attempt”; flow:to_servexnf established:; content: ™/..%cO0%af../”;

nocase; classtype:web-application-attadky reference:cve, CVE-2000-0884; threshold:

type limit, track by dst,_ coudt 7 seconds 60; sid: 981:; revé;)

A company that uses only the Unix platform implemented an intrusion detection system. After the initial configuration, the number of
alerts is overwhelming, and an engineer needs to analyze and classify the alerts.

The highest number of alerts were generated from the signature shown in the exhibit. Which classification should the engineer assign
to this event?

e A True Posttive alert
¢ B. False Posttive alert
e C. True Negative alert
¢ D. False Negative alert

IEf#: B
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The alert shown is based on aSnort rulefor aUnicode directory traversal attack against IIS web servers (Microsoft platform). The
key detail here is the payload content"../..%c0%af../"which is a classic IIS-specific exploit related toCVE-2000-0884.

Since the company only usesUnix systens, they arenot vulnerableto this 1IS-specific attack. Therefore, these alerts are triggered by
irrelevant traffic or misapplied signatures, resulting inFalse Posttives.

As defined in the Cisco CyberOps guide:

"False Positive: an alert is generated for traffic that is not actually malicious or relevant to the protected environment".

HA #97

An engineer received a report of a suspicious email from an employee. The employee had already opened the attachment, which
was an empty Word document. The engineer cannot identify any clear signs of compromise but while reviewing running processes,
observes that PowerShell.exe was spawned by cimd.exe with a grandparent winword.exe process. What is the recommended action
the engineer should take?

A. Upload the file signature to threat intelligence tools to determmne if the file is malicious.

B. Contain the threat for further analysis as this is an indication of suspicious activity.

C. Investigate the sender of the email and communicate with the employee to determine the motives.
D. Monitor processes as this is standard behavior of Word macro embedded documents.

IEf#: B
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This behavior is consistent withmalicious macro activity. A PowerShell process being spawned fromwinword.exeviacimd.exestrongly
indicates execution of an embedded script. Cisco recommends containment as a critical next step:

"Contain the threat as soon as malicious behavior is observed to prevent lateral movement or additional compromise".

B #98

<indicator:Observable id= "example:Observable-9c9869a2-f822-4682-bda4-e89d31b18704">
<cybox:Object id= "example:EmailMessage-9d56af8e-5588-4ed3-affd-bd769ddd7fe2">
<cybox:Properties xsi:type= "EmailMessageObj EmailMessageObjectType">
<EmailMessageObj.Attachments:
<EmailMessageObjFile object_reference= “example:File-c182bcb6-8023-44a8-b340-157295abc8ab™/>
</EmailMessageObj Attachments>
</cybox:Properties>
<cybox:Related_Objects>
<cybox Related_Object id= "example:File-c182bcb5-8023-44a8-b340-157295abc8ab”
<cybox Properties xsitype= "FileObj FileObjectType™
<FileObj File_Name condition= "StartsWith">Final Report</FileObj File_Name=>
<FileObj File_Extension condition= "Equals’>doc.exe</FileObjFile_Extension>
</cybox:Properties> ,
<cybox:Relationship xsitype= "cyboxVacabs:ObjectRelationshipWocab-1.1">Contains</cybox:Relationship>
</cyboxRelated_Object> .
</cybox:Related_Objects>
</cybox:Object>
<findicator:Observable>

Refer to the exhibit. Which determination should be made by a security analyst?

A. An email was sent with an attachment named "Grades.doc.exe".

B. An email was sent with an attachment named "Final Report.doc.exe".
C. An email was sent with an attachment named "Grades.doc".

D. An email was sent with an attachment named "Final Report.doc".

Ef#: B
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Refer to the exhibit.

Alert Message
SERVER-WEBAPP LOCK WebDAV Stack Buffer Overflow attempt
Impact:

CVSS base score 7.5

CVSS impact score 6.4

CVSS exploitability score 10.0
Confidentiality Impact PARTIAL
integrity Impact PARTIAL

availability Impact PARTIAL

After a cyber attack, an engineer is analyzing an alert that was missed on the intrusion detection system. The attack exploited a
vulnerability in a business critical, web-based application and violated its availability. Which two migration techniques should the
engineer recommend? (Choose two.)



A. address space randomization
B. heap-based security

C. data execution prevention

D. NOP sled technique

E. encapsulation

Eﬁ: A\ C
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