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e Apply procedural concepts required to manage the state of a high availability pair: This domain covers
=x 1 controlling and monitoring failover states in high availability pairs, including forcing standby

¢ offline modes, reporting failover status, and verifying device trust.

¢ Identify management connectivity configurations: This section focuses on understanding management access
=x 2 configurations, including management IP addresses, port lockdown settings, remote connectivity
verification, and troubleshooting access issues.
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¢ Explain authentication methods: This section focuses on user management including creating
=x 3 ¢ modifying users, configuring remote authentication providers, and implementing group-based access
control.

¢ Apply procedural concepts required to create, manage, and restore a UCS archive: This domain covers
= 4 UCS backup and restore procedures, understanding backup use cases, proper storage practices, and
UCS file contents including private keys.

¢ Explain config sync: This section focuses on configuration synchronization procedures, identifying sync
FH 5 errors, determmning sync necessity, checking sync status, and comparing configuration timestamps.

¢ Given a scenario, interpret Service status: This section teaches interpreting service states, analyzing netstat
FH 6 output, and determining whether services are listening on specific ports.

List which log files could be used to find events and

or hardware issues: This section teaches identification of key log files (

var

log

Itm, secure, audit), understanding event severity levels, and interpreting log messages.
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EE #62
The BIG-IP system s provisioned for LTM only. The BIG-IP Administrator is tasked with provisioning ASM.
‘What process restarts when the BIG-IP Admmnistrator changes the module provisioning? (Choose one answer)

A. httpd
B. sshd
C. tmm
D. bd

HE: C

MY

When a BIG-IP Administrator changes module provisioning (for example, enabling ASM on a system previously provisioned only
for LTM), the BIG-IP system must restart the Traffic Management Microkernel (TMM) process.

The TMM process is responsible for:

* Traffic handling

* LTM, ASM, and other traffic-processing modules

* Enforcing security and application policies

Provisioning changes affect how traffic modules are loaded and integrated into TMM. As a result, TMM is restarted, which causes a
temporary interruption of traffic processing, This is expected behavior and is why module provisioning changes should be planned
during a maintenance window.

Why the other options are incorrect:

* A. bd is related to blade/platform management, not module provisioning,

* C. sshd handles SSH access and is not affected by provisioning changes.

* D. httpd supports the Configuration Utility (GUI) and does not restart due to module provisioning,

Therefore, the correct answer is B. tmm.
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EE #63
Users report that traffic is negatively affected every time a BIG-IP device fails over. The traffic becomes stabilized after a few
minutes. What should the BIG-IP Administrator do to reduce the impact of future failovers?

A. Enable Failover Multicast Configuration
B. Configure a global SNAT Listener

C. Configure MAC Masquerade

D. Set up Failover Method to HA Order

HE: C

Y.

Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: When a failover
occurs, the newly active device must inform the surrounding network that it now "owns" the shared IP addresses. Without MAC
Masquerade, the new device uses its own hardware MAC, requiring upstream routers to update their ARP tables (which causes a
delay). MAC Masquerading allows the HA pair to share a "floating” MAC address, ensuring the Control Plane transition is
transparent to the network layer

HEE #64
‘Which TMSH command nitiates a manual configuration synchronization to the specified device group?
(Choose one answer)

A. trsh run sys device-group update-config

B. tmsh modify sys failover auto-sync enable

C. tmsh run cm config-sync to-group <device group>
D. tmsh load sys config to-group <device group>

e C

MH.

In a BIG-IP Device Service Cluster (DSC), manual configuration synchronization is performed using the ConfigSync framework.
The supported and documented command to manually push the local configuration to a specific device group is:

tmsh run cm config-sync to-group <device group>

This command:

* Initiates a one-time manual ConfigSync

* Pushes the local device's configuration to all members of the specified device group

* Is commonly used when auto-sync is disabled or when the administrator wants explicit control over synchronization timing Why
the other options are incorrect:

* A'is not a valid TMSH command for ConfigSync.

* B enables auto-sync but does not perform an immediate synchronization.

* Dis not a valid or supported TMSH command for device group configuration synchronization.

Therefore, the correct command to manually synchronize configuration to a device group is C.

HE #65
A BIG-IP Administrator is unable to connect to the management interface via HTTPS. What is a possible reason for this issue?

e A. The IP address of the device used to access the management interface is NOT included in the "P Allow" list in the
Configuration Utility.

B. An incorrect management route is specified.

C. The IP address of'the device used to access the management interface is NOT included in the "httpd Allow" list in the CLI
D. The port lockdown setting is configured to Allow None.

He: C

Y.

Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: Management
connectivity is protected by an allowed access list for the httpd daemon. Unlike TMM data ports which use 'Port Lockdown'
settings, the management port's access is controlled by a specific 'Allow' list323232. If an administrator's IP is not explicitly included
in this fist, the Control Plane will reject HTTPS connection attempts to the management utility33.



EE #66
What is the tmsh command to list the IP ranges that can access the management interface via SSH?
(Choose one answer)

A. trrsh Tist /sys sshd allow

B. tsh show /sys sshd /etc/hosts.allow
C. tmrsh Iist /sys sshd /etc/hosts.allow
D. timsh show /sys sshd allow

HE: A

MY

On BIG-IP systems, SSH access restrictions are configured under the /sys sshd object. The allow property defines the IP addresses
or networks permitted to connect to the management interface using SSH.

* The list command is used to display the current configuration settings.

* Therefore, tmsh list /sys sshd allow correctly displays the configured allowed IP ranges.

Why the other options are incorrect:

* A (show) displays runtime or statistical information, not configuration values.

* C and D incorrectly reference /etc/hosts.allow; BIG-IP manages SSH access through TMSH objects, not by directly listing host
files in this context.
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