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A #177
Which of the following indicators suggest the presence of NET malware in a system? (Choose two)

A. Usage of nscorlib.dll

B. Extensive use of string decryption functions
C. Packed binary sections

D. Executable files with .exe extensions
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HA #178
‘What assembly constructs could malware use to conplicate static analysis? (Choose Three)

A. Employing conditional statements based on volatile or external conditions
B. Utilizing CALL instructions for non-returning functions

C. Implementing nested loops

D. Using JMPs to non-sequential labels

E. Embedding NOP sleds between functional instructions
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HM #179
Which of'the following statements is true when dealing with malware that employs misdirection through code restructuring?

A. High-level language decompilers will always accurately reconstruct the original source code from such malware.
B. Dynamic analysis can help reveal the actual execution path that might be obscured in static analysis.

C. Static analysis alone is usually sufficient to understand the malware's execution flow.

D. The malware cannot execute in environments with different CPU architectures.
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R #180
What is the most effective method for analyzing obfuscated malware that uses dynamic code generation?

A. Disassenbling the code in IDA Pro

B. Static analysis of the binary

C. Unpacking the binary

D. Ruming the malware in a sandbox to observe its behavior

IEf#: D

E R #181
What would an analyst be looking for when examining the import address table (IAT) of a Windows PE file during malware
analysis?

A. The list of DLLs and functions that the executable will use
B. Debugging information

C. Metadata regarding the file's original creation date

D. The checksum of the file for integrity verification
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