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Splunk Phantom Certified Admin Sample Questions (Q45-Q50):
NEW QUESTION # 45 
Some of the playbooks on the Phantom server should only be executed by members of the admin role. How can this rule be
applied?
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A. Add a tag with restricted access to the restricted playbooks.
B. Add a filter block to al restricted playbooks that Titters for runRole - "Admin''.
C. Make sure the Execute Playbook capability is removed from al roles except admin.
D. Place restricted playbooks in a second source repository that has restricted access.

Answer: B

NEW QUESTION # 46 
Phantom supports multiple user authentication methods such as LDAP and SAML2. What other user authentication method is
supported?

A. OpenID
B. SAML3
C. PIV/CAC
D. Biometrics

Answer: B

NEW QUESTION # 47 
How can the DECIDED process be restarted?

A. By restarting the automation service.
B. On the System Health page.
C. By restarting the playbook daemon.
D. In Administration > Server Settings.

Answer: A

Explanation:
DECIDED process is a core component of the SOAR automation engine that handles the execution of playbooks and actions. The
DECIDED process can be restarted by restarting the automation service, which can be done from the command line using the
service phantom restart command. Restarting the automation service also restarts the playbook daemon, which is another core
component of the SOAR automation engine that handles the loading and unloading of playbooks. Therefore, option D is the correct
answer, as it restarts both the DECIDED process and the playbook daemon.
In Splunk SOAR, if the DECIDED process, which is responsible for playbook execution, needs to be restarted, this can typically be
done by restarting the automation (or phantom) service. This service manages the automation processes, including playbook
execution. Restarting it can reset the DECIDED process, resolving issues related to playbook execution or process hangs.

NEW QUESTION # 48 
When analyzing events a working on a case, significant items can be marked as evidence. Where can ail of a case's evidence items
be viewed together?

A. Investigation page Evidence tab.
B. At the bottom of the Investigation page widget panel.
C. Evidence report.
D. Workbook page Evidence tab.

Answer: A

NEW QUESTION # 49 
Seventy can be set during ingestion and later changed manually. What other mechanism can change the severity or a container?

A. Playbooks
B. Service level agreement (SLA) expiration
C. Notes
D. Actions



Answer: A

Explanation:
The severity of a container in Splunk Phantom can be set manually or automatically during the ingestion process. In addition to these
methods, playbooks can also change the severity of a container. Playbooks are automated workflows that define a series of actions
based on certain triggers and conditions. Within a playbook, actions can be defined to adjust the severity level of a container
depending on the analysis of the event data, the outcome of actions taken, or other contextual factors. This dynamic adjustment
allows for a more accurate and responsive incident prioritization as new information becomes available during the investigation
process.
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