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CWNP CWNA-109 Exam Overview:

Certification Vendor: ‘CWNP
Exam Name: ‘CWNA— 109 Certified Wireless Network Administrator Exam
Exam Number: CWNA-109
Available Languages:  |English
CWNE
e CWAP
Related Certifications: CWSP
CWDP
Passing Score: 70%
Exam Format: Multiple Choice, Multiple Response
Real Exam Qty: 60-90
Exam Price: USD 300 (approx.)
Exam Duration: 90 minutes
Certificate Validity Period: |3 years
Exam Registration: gﬁ%ﬁegﬁjﬁon Page
Sample Questions: CWNP CWNA-109 Sample Questions
Exam Way: Computer-based exam delivered via Pearson VUE testing centers or online proctored exam
Pre Condition: No formal prerequisite required; basic networking knowledge recommended
Official Syllabus URL.: ‘https]/www.cwlp.com/certiﬁcations/cwna/
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CWNP CWNA-109 A& 2.

A 27
¢ WLAN Regulations and Standards: The topic discusses the roles of WLAN and networking industry
=x 1 organizations. It also addresses the concepts of various Physical Layer (PHY) solutions, spread spectrum

technologies, and 802.11 WLAN functional concepts.

¢ WLAN Network Security: It addresses the concepts of weak security options, security mechanisims for
FH 2 enterprise WLANS, and security options and tools used in wireless networks.

¢ RF Validation and WLAN remediation: This topic covers RF interference, WLAN performance, the basic
=M 3 features of validation tools, and common wireless issues.

Z| &l CWNA Certification CWNA-109 F 2 M Z 2 A (Q142-Q147):

AE #142
You are attempting to explain RF shadow and how it can cause lack of coverage. What common building item frequently causes RF
shadow and must be accounted for in coverage plans?

A. Carpeted floors
B. Elevators

C. Wooden doors
D. Cubicle partitions

HE: B

Y.

Elevators are a common building item that frequently causes RF shadow and must be accounted for in coverage plans. RF shadow is
a term that describes an area where wireless signals are blocked or significantly weakened by an obstacle or an object that absorbs
or reflects RF energy. RF shadow can cause lack of coverage or poor performance in a WLAN because wireless devices in those
areas may not be able to communicate with access points or other devices. RF shadow can be mitigated by adjusting access point
placement, antenna orientation, transmit power level, or channel selection to avoid or overcome the obstacle or object that causes it.
Elevators are a common building item that frequently causes RF shadow because they are made of metal and they move up and
down within a shaft. Metal is a material that has high attenuation and reflection values, which means it can block or bounce off
wireless signals very effectively. A moving elevator can create dynamic RF shadow that changes depending on its position and
direction. Therefore, elevators must be accounted for in coverage plans to ensure adequate WLAN coverage and performance
throughout the facility. The other options are not common building itens that frequently cause RF shadow or must be accounted for
in coverage plans. Wooden doors are not likely to cause RF shadow because they are made of wood, which is a material that has
low attenuation and reflection values, which means it can pass through or slightly weaken wireless signals. Carpeted floors are not
likely to cause RF shadow because they are made of fabric, which is a material that has low attenuation and reflection values, which
means it can pass through or slightly weaken wireless signals. Cubicle partitions are not likely to cause RF shadow because they are
made of thin plastic or cardboard, which are materials that have low attenuation and reflection values, which means they can pass
through or slightly weaken wireless signals. References: CWNA-109 Study Guide, Chapter 13:

Wireless LAN Site Surveys - Types & Processes , page 433

AR #143
A string of characters and digits is entered into an AP and a client STA for WPA2 security. The string is 8 characters long. What is
this string called?

A. MSK

B. Passphrase
C. WEP key
D. PSK


https://www.pass4test.net/CWNA-109.html

HE: B

Y.

The string of characters and digits that is entered into an AP and a client STA for WPA2 security and is 8 characters long is called a
passphrase. A passphrase is a human-readable text that is used to generate a Pre-Shared Key (PSK) for WPA2-Personal security.
A passphrase can be between 8 and 63 characters long and can include any ASCII character. The PSK is a 256-bit key that is
derived from the passphrase using a hashing algorithm called PBKDF. The PSK is used to encrypt and decrypt the data frames
between the AP and the client STA. A MSK is a Master Session Key that is generated by an authentication server for WPA2-
Enterprise security. A WEP key is a 40-bit or 104-bit key that is used for Wired Equivalent Privacy (WEP) security, which is
deprecated and insecure. A PSK is not a string of characters and digits, but a binary key.

HAE #144
An 802.11 WLAN transmitter that emits a 50 mW signal is connected to a cable with 3 dB of loss. The cable is connected to an
antenna with 16 dBi of gain. What is the power level at the Intentional Radiator?

A. 500 mW
B.25 mW
C. 250 mW
D. 1000 mW

od
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EAE #145
In addition to coverage analysis results, what should be included in a post-deployment site survey report to ensure WLAN users
experience acceptable performance?

A. Capacity analysis results

B. WAN interface analysis results

C. Layer 4 protocol availability analysis results

D. Application Layer protocol availability analysis results

HE. A

M.

In addition to coverage analysis results, what should be included in a post-deployment site survey report to ensure WLAN users
experience acceptable performance is Capacity analysis results. Capacity analysis is a method of testing the ability of the WLAN to
support the expected number and type of users, devices, and applications. Capacity analysis can help to determine the optimal
number and placement of access points, the appropriate channel and power settings, the required QoS policies, and the expected
throughput and latency levels. Capacity analysis results can help to verify that the WLAN meets the performance requirements and
service level agreements (SLAs) of the organization. References: [CWNP Certified Wireless Network Administrator Official Study
Guide: ExamCWNA-109], page 548; [CWNA: Certified Wireless Network Admistrator Official Study Guide: ExamCWNA-
109], page 518.

EAE #1406
What is an advantage of using WPA3-Personal instead of WPA2-Personal as a security solution for 802.11 networks?

A. WPA3-Personal, also called WPA3-SAE, uses an authentication exchange and WPA2-Personal does not

B. WPA3-Personal, also called WPA3-SAE, uses AES for encryption and WPA2-Personal does not

C. WPA3-Personal, also called WPA3-SAE, uses a better encryption algorithm than WP A2-Personal

D. WPA3-Personal, also called WPA3-SAE, uses a stronger authentication exchange to better secure the network

.l

o
m

: D

Y.

An advantage of using WPA3-Personal instead of WPA2-Personal as a security solution for

802.11 networks is that WPA3-Personal, also called WPA3-SAE, uses a stronger authentication exchange to better secure the
network. WPA3-Personal uses Simultaneous Authentication of Equals (SAE) as the key exchange protocol, which provides
stronger protection against offline dictionary attacks and password guessing than WPA2-Personal. SAE uses a Diffie-Hellman key



exchange with elliptic curve cryptography (ECC) to establish a pairwise master key (PMK) between the AP and the client without
revealing it to any eavesdropper. SAE also provides forward secrecy, which means that if one PMK is compromised, it does not
affect the security of other PMKs. WPA2-Personal uses Pre-Shared Key (PSK) as the key exchange protocol, which is vulnerable
to offline brute-force attacks if the passphrase is weak or leaked. Both WP A3-Personal and WPA2-Personal use AES for
encryption, so there is no difference in that aspect. WPA3- Personal does not use a different encryption algorithm than WPA2-
Personal, but rather a different key exchange protocol.
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