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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q166-Q171):

NEW QUESTION # 166
Which three firewall states are valid? (Choose three.)

A. Active

B. Passive

C. Pending
D. Suspended
E. Functional

Answer: A,.B,D

NEW QUESTION # 167

An administrator with 84 firewalls and Panorama does not see any WildFire logs in Panorama.

All 84 firewalls have an active WildFire subscription On each firewall WildFire logs are available.

This issue is occurring because forwarding of which type of logs from the firewalls to Panorama is missing?

A. WridFire logs
B. System logs
C. Threat logs
D. Traffic logs

Answer: A

NEW QUESTION # 168
An administrator device-group commit push is tailing due to a new URL category How should the administrator correct this issue?

A. ensure that the firewall can communicate with the URL cloud

B. verify that the URL seed Tile has been downloaded and activated on the firewall
C. update the Firewall Apps and Threat version to match the version of Panorama
D. change the new category action to alert" and push the configuration again

Answer: C

NEW QUESTION # 169
An engineer is tasked with deploying SSL Forward Proxy decryption for their organization.
‘What should they review with their leadership before implementation?

A. URL risk-based category distinctions

B. Legal compliance regulations and acceptable usage policies

C. Cipher documentation supported by the endpoint operating system
D. Browser-supported cipher documentation

Answer: B

Explanation:

The engineer should review the legal compliance regulations and acceptable usage policies with their leadership before implementing
SSL Forward Proxy decryption for their organization. SSL Forward Proxy decryption allows the firewall to decrypt and inspect the
traffic from internal users to external servers. This can raise privacy and legal concerns for the users and the organization. Therefore,
the engmeer should ensure that the leadership is aware of the implications and benefits of SSL Forward Proxy decryption and that
they have a clear policy for informing and obtaining consent from the users. Option A is incorrect because browser-supported cipher
documentation is not relevant for SSL Forward Proxy decryption. The firewall uses its own cipher suite to negotiate encryption with
the external server, regardless of the browser settings. Option B is incorrect because cipher documentation supported by the
endpoint operating system is not relevant for SSL Forward Proxy decryption. The firewall uses its own cipher suite to negotiate
encryption with the external server, regardless of the endpoint operating system. Option C is incorrect because URL risk-based



category distinctions are not relevant for SSL Forward Proxy decryption. The firewall can decrypt and inspect traffic based on any
URL category, not just risk-based ones.

NEW QUESTION # 170
To protect your firewall and network from single source denial of service (DoS) attacks that can overwhelm its packet buffer and
cause legitimate traffic to drop, you can configure

A. BGP (Border Gateway Protocol)
B. PBP (Packet Buffer Protection)

C. PBP (Protocol Based Protection)
D. PGP (Packet Gateway Protocol)

Answer: B

Explanation:

Packet Buffer Protection defonds your firewall and network from single session DoSaffacks tire® can owcrwhelm the firewali's packet buffer and cawse legitimate traffic to
drop. Although you don’t configure Packet Buffer Protection in a Zone Prdiectios prafils &%= | § A% Brotection prafile or policy rule, Packet Buffer Protection defends
ingress zones. While zone and DoS protection apply 1o new sessions (conie 1118} = 42 aie@Fasan Packet Buffer Protection applies fe existing sessions and is global,

You Configure Packet Buffer Profection globally to profect the entire fircwall 8 youral=o cnable Packet Buffer Protection on each zone to protect zones:

Glaobal Packet Buffer Protection—The firewall monitors sessions from all zones (regardicss of whether Packet Buffer Protection is enabled in a zone) and how those
sosdions utilize the packe? buffer. You must configure Packe! Duffer Protection globally (Device » Setup » Seision Settings) to protect the firewall and 1o enable it on
individual zones. Wihen packet buffer consumption resches the configured Activate porcentage, the firewall used Random Early Drop (RED) to drop packets from the
offending sessions (the firewall docsn't drop complete sessions at the glabaliovel).

Per-Zone Packei Buffer Protection—Enable Packet Buffer Protection en cach zone (Network > Zones) fo layer in a second level of protection. Wihen packet buffer
consumption crosses the Activate threshold and global profection begins to apply RED to sesskon traffic, that starts the Block Hold Time fimer. The Block Hold Time is
the amount of time in seconds that the offending Session can continwee before the fincwall blocks the enting session. The offending session remaing blocked wntil the
Block Durstion 1ime cxpiies,

NEW QUESTION # 171
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