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R 8 #64
An online retail company is trying to determine how to handle users' data if they unsubscribe from marketing emails generated from
the website. Which of'the following is the BEST approach for handling personal data that has been restricted?

A. Remove users' information and account from the system.

B. Flag users' email addresses to make sure they do not receive promotional information.
C. Reference the privacy policy to see if the data is truly restricted.

D. Encrypt users' information so it is inaccessible to the marketing department.

£%: B
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Which party should data subject contact FIRST if they believe their personal information has been collected and used without
consent?

A. Outside privacy counsel

B. Privacy rights advocate

C. The organization's chief privacy officer (CPO)
D. Data protection authorities

ER: C
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Explanation

The data subject should contact the organization's chief privacy officer (CPO) first if they believe their personal information has been
collected and used without consent. The CPO is the senior executive who is responsible for establishing and maintaining the
organization's privacy vision, strategy, and program. The CPO oversees the development and implementation of privacy policies,
procedures, standards, and controls, and ensures that they align with the organization's business objectives and legal obligations. The
CPO also leads the privacy governance structure, such as the privacy steering committee, and coordinates with other stakeholders,
such as the data protection authorities, the privacy rights advocates, and the outside privacy counsel, to ensure that privacy is
integrated into all aspects of the organization's operations. The CPO is the primary point of contact for data subjects who have any
questions, complaints, or requests regarding their personal information, and who can address their concerns and resolve their issues
in a timely and effective manner. References: : CDPSE Review Manual (Digital Version), page 21

il RE #66
Which of the following is the BEST control to prevent the exposure of personal information when redeploying laptops within an

organization?

A. Disable all wireless networking in the group policy.

B. Reinstall the operating system and enable laptop encryption.
C. Set a unique static IP for the default network interface.

D. Performa full wipe and reimage of the laptops.

ZX: D
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Performing a full wipe and reimage of the laptops is the best control to prevent the exposure of personal information when
redeploying laptops within an organization. This is because a full wipe and reimage ensures that all data, including personal
mformation, is securely erased from the laptops and replaced with a fresh installation of the operating system and applications. This
reduces the risk of data leakage, unauthorized access, or data recovery by malicious actors or unauthorized users. The other options
are not as effective or sufficient as a full wipe and reimage, as they do not guarantee the complete removal of personal information
from the laptops.



il =8 #67
Which of'the following is the PRIMARY reason for an organization to use hash finctions when hardening application systems
involved in biometric data processing?

A. To ensure technical security measures are effective
B. To prevent possible identity theft

C. To meet the organization's security baseline

D. To reduce the risk of sensitive data breaches

ZX: D
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Explanation

The primary reason for an organization to use hash functions when hardening application systens involved in biometric data
processing is to reduce the risk of sensitive data breaches, because hash finctions are one-way mathematical functions that transform
biometric data into a unique and irreversible representation that cannot be reconstructed or reversed. This means that even if an
attacker gains access to the hashed biometric data, they cannot use it to identify or impersonate the individual. Hash functions also
help preserve the privacy and confidentiality of biometric data by preventing unauthorized access, modification, or disclosure.
References:

* CDPSE Exam Content Outline, Domain 2 - Privacy Architecture (Privacy Architecture Implementation), Task 2: Implement
privacy solutions1.

* CDPSE Review Manual, Chapter 2 - Privacy Architecture, Section 2.3 - Privacy Architecture Implementation2.

* CDPSE Certified Data Privacy Solutions Engineer All-in-One Exam Guide, Chapter 2 - Privacy Architecture, Section 2.4 -
Remote Access3.
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Which of'the following is the BEST practice to protect data privacy when disposing removable backup media?

A. Data masking

B. Data sanitization
C. Data scrambling
D. Data encryption

E%: B

B «

Explanation

The best practice to protect data privacy when disposing removable backup media is B. Data sanitization.

A comprehensive explanation is:

Data sanitization is the process of permanently and irreversibly erasing or destroying the data on a storage device or media, such as a
hard drive, a USB drive, a CD/DVD, etc. Data sanitization ensures that the data cannot be recovered or reconstructed by any
means, even by using specialized software or hardware tools.

Data sanitization is also known as data wiping, data erasure, data destruction, or data disposal.

Data sanitization is the best practice to protect data privacy when disposing removable backup media because it prevents
unauthorized access, disclosure, theft, or misuse of the sensitive or confidential data that may be stored on the media. Data
sanitization also helps to comply with the legal and regulatory requirements and standards for data protection and privacy, such as
the General Data Protection Regulation (GDPR), the Health Insurance Portability and Accountability Act (HIPAA), the Payment
Card Industry Data Security Standard (PCI DSS), etc.

There are different methods and techniques for data sanitization, depending on the type and format of the storage device or media.
Some of the common methods are:

* Overwriting: Overwriting replaces the existing data on the device or media with random or meaningless data, such as zeros, ones,
or patterns. Overwriting can be done multiple times to increase the level of security and assurance. Overwriting is suitable for
magnetic media, such as hard disk drives (HDDs) or tapes.

* Degaussing: Degaussing exposes the device or media to a strong magnetic field that disrupts and destroys the magnetic structure
and alignment of the data. Degaussing renders the device or media unusable and unreadable. Degaussing is suitable for magnetic
media, such as hard disk drives (HDDs) or tapes.

* Physical Destruction: Physical destruction involves applying physical force or damage to the device or media that breaks it into
small pieces or shreds it. Physical destruction can be done by using mechanical tools, such as shredders, crushers, drills, hammers,
etc., or by using thermal methods, such as incineration, melting, etc. Physical destruction is suitable for any type of media, such as



hard disk drives (HDDs), solid state drives (SSDs), USB drives, CDs/DVDs, etc.

Data encryption (A) is not a good practice to protect data privacy when disposing removable backup media because it does not
erase or destroy the data on the media. Data encryption only transforms the data into an unreadable format that can only be
accessed with a key or a password. However, if the key or password is lost, stolen, compromised, or guessed by an attacker, the
data can still be decrypted and exposed. Data encryption is more suitable for protecting data in transit or at rest, but not for
disposing data.

Data scrambling is not a good practice to protect data privacy when disposing removable backup media because it does not erase
or destroy the data on the media. Data scrambling only rearranges the order of the bits or bytes of the data to make it appear
random or meaningless. However, if the algorithm or pattern of scrambling is known or discovered by an attacker, the data can still
be unscrambled and restored. Data scrambling is more suitable for obfuscating data for testing or debugging purposes, but not for
disposing data.

Data masking (D) is not a good practice to protect data privacy when disposing removable backup media because it does not erase
or destroy the data on the media. Data masking only replaces some parts of the data with fictitious or anonymized values to hide its
true identity or meaning, However, if the original data is still stored somewhere else or if the masking technique is weak or reversible
by an attacker, the data can still be unmasked and revealed. Data masking is more suitable for protecting data in use or in analysis,
but not for disposing data.

References:

* What Is Data Sanitization?1

* How to securely erase hard drives (HDDs) and solid state drives (SSDs)2

* Secure Data Disposal & Destruction: 6 Methods to Follow3
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