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Which setting inside the Sensor Update Policy prevents unauthorized uninstallation?

A. Uninstall and Maintenance Protection
B. Installation and Maintenance Protection
C. Sensor Version Control Protection

D. Update and Management Protection

Answer: A

Explanation:

The correct setting is Uninstall and Maintenance Protection . In Falcon, this control is configured inside Sensor Update Policies and
is specifically designed to prevent unauthorized sensor removal or maintenance operations. The official guidance states that the
"Uninstall and maintenance protection” setting prevents unauthorized uninstallation of the sensor and controls whether a local
administrator can manually update or uninstall the sensor. When enabled, uninstalling, repairing, unloading, downgrading, or manually
upgrading the sensor requires a valid maintenance token. For supported Windows sensor versions, this protection can also prevent
unauthorized modification of sensor grouping tags, which helps stop users from moving endpoints into less restrictive policy
assignments. The course guide recommends keeping this setting enabled for normal production policies and creating a separate
temporary maintenance policy only when legitimate sensor changes are required. "Installation and Maintenance Protection," "Sensor
Version Control Protection," and "Update and Management Protection” are not the official Falcon setting names. Reference topics:
Sensor Deployment, Sensor Update Policies, Maintenance Tokens, Uninstall Protection.

NEW QUESTION # 48
You will be testing detections with pentest and security tooling on your host. How can a workflow be created to automatically assign
any detection related to your pentest to yourself in real time?

A. Create an alert on usage of the tools and assign the alerts to you automatically via workflow

B. Create an Event trigger workflow that triggers on an EPP Detection with an action to assign the detection to yourself
C. Create an IOC for the host to trigger associated detections and assign them to you via workflow

D. Create an Event trigger workflow that triggers on an EPP Detection with conditions looking for the desired hostname

Answer: D

Explanation:

The workflow must be tied to an Event trigger for EPP detections and refined with conditions that identify the pentest host, such as
hostname or Agent ID. A workflow that assigns all EPP detections to yourself would be overly broad and would affect unrelated
detections. The question asks for detections related to your pentest, which requires trigger refinement. Creating an alert is not the
preferred Falcon Fusion automation path, and creating an IOC for the host is conceptually incorrect because IOCs represent
indicators such as hashes, domains, IPs, or file names, not assignment logic. Fusion SOAR conditions use parameters, operators,
and values to filter when a workflow should execute. Once matched, the workflow action can assign the detection to the appropriate

analyst.

NEW QUESTION # 49
What best describes the relationship between Sensor Update policies and Operating Systems?

e A. Sensor Update polices are not Operating System specific; one policy can be applied to all Operating Systens

e B. A Sensor Update policy must be configured for each Operating System (Windows, Mac, Linux)

¢ C. Windows and Mac share Sensor Update policies; Linux requires its own set of polices based on the different kernel
versions

e D. Windows has its own Sensor Update polices; Mac and Linux share Sensor Update policies

Answer: B

Explanation:

Sensor Update policies are platform-specific, meaning separate policies exist for Windows, Mac, and Linux sensors. The official
Sensor Update Policies guidance states that administrators use these policies to control the update process for sensors on hosts, and
that each host is assigned to a sensor policy based on host group membership. It then specifies that there are separate sensor update
policies for separate platforms: Windows, Mac, and Linux. Therefore, a single sensor update policy cannot be universally applied
across all operating systems. Windows does not share update policies with macOS, and macOS does not share update policies with
Linux. Linux kernel compatibility is an important deployment consideration, but it does not mean Windows and Mac share one



policy family while Linux alone has a different model. The correct CCFA principle is that sensor update management is performed
per supported platform, then targeted to host groups within that platform Reference topics: Sensor Deployment, Sensor Update
Policies, platform-specific sensor management, host group policy assignment.

NEW QUESTION # 50

As a Falcon Administrator, you would like to tune your Prevention Policies and compare the number of detections that would have
resulted in the last 30 days depending on which detection level was used (Cautious, Moderate, Aggressive or Extra Aggressive).
Which audit logs would best help you evaluate the appropriate setting to use?

A. Machine- learning prevention monitoring
B. Policy efficacy monitoring

C. Prevention policy debug

D. Prevention policy

Answer: A

NEW QUESTION # 51
What is the primary purpose of audit logs in Falcon?

e A Track configuration changes
¢ B. Monitor system performance
e C. Trace file changes

Answer: A

Explanation:

The primary purpose of Falcon audit logs is to track configuration and administrative changes . Audit logs provide accountability by
showing what changed, who made the change, and when it occurred. Examples include policy creation, updates, deletions, role
changes, user management actions, IP allowlist changes, and other administrative activity. Tracing file changes is the purpose of file
mtegrity monitoring tools such as Falcon FileVantage, not the general Falcon audit log. Monitoring system performance is handled
through sensor health, host status, and operational telemetry rather than audit logs. CCFA emphasizes audit logs as an administrative
governance and investigation tool that supports accountability, change review, and security operations oversight.

NEW QUESTION # 52
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