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%| &l GIAC Certification GDAT F2MEZ 2 A (Q87-Q92):

AE #87

‘Which of the following are common tools used in adversary emulation exercises?
(Choose two)

Response:

A. Nessus

B. Cobalt Strike
C. Burp Suite
D. Metasploit

dd: BD

EAE #88

Your incident response team has identified a malicious process running on several workstations across your organization. After
further investigation, you discover that the malware has installed itself as a Windows service and has modified several registry keys to
execute on startup.

What are the immediate steps your team should take to remove the malware and prevent it from reinstalling itself?

Response:

A. Reboot all affected workstations to remove the malware from memory and log out all users

B. Wipe the affected workstations and reinstall the operating system froma clean image

C. Isolate the affected workstations from the network and uninstall all non-essential services

D. Disable the malicious service, remove the associated registry keys, and scan for additional persistence mechanisms

od
m

: D

A2 #89
What role does network segmentation play in mitigating lateral movement?
Response:

A. Tt simplifies network management

B. It increases the bandwidth available for critical applications
C. It limits the spread of attacks within subnets

D. It enhances the encryption level of data

HE. C

EE2 #90
Which tool is often used for threat modeling in adversary emulation exercises?
Response:

A. CALDERA
B. Burp Suite
C. Kali Limx
D. Mimikatz

o2
m

: A

HAE #91
Which of the following is a sign that a malicious payload has been successfully executed?
Response:

e A, Unusual outbound traffic to unknown IP addresses
e B. Faster system performance



¢ (. Reduced network latency
¢ D. System configuration changes automatically reverted
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