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AR #17
Which two configurations are required when creating deployment profiles to migrate a perpetual VM- Series firewall to a flexible
VM? (Choose two.)

A. Choose "Fixed vCPU Models" for configuration type.

B. Deploy virtual Panorama for management.

C. Allow only the same security services as the perpetual VM.
D. Allocate the same number of vCPUs as the perpetual VM.

Y. CD

dY:

‘When migrating from aperpetual VM-Series firewall license to a flexible VM licensing model, two critical steps are needed:
Allocate same number of vVCPUs- This ensures that the VM-Series capacity remains consistent and avoids resource bottlenecks.
"When migrating perpetual VM- Series licenses to flexible VM licensing, allocate the same vCPU and memory resources to ensure
equivalent performance." (Source: VM-Series Flexible Licensing Migration) Limit to same security services- Flexible licensing
requires maintaining the same security services to preserve licensing conpliance.

"Ensure that you allow only the same security services on the flexible VM instance as were licensed on the perpetual VM." (Source:
Flexible Licensing and Service Subscriptions)

AE#18
A primary firewall in a high availability (HA) pair is experiencing a current failover issue with ICMP pings to a secondary device.
‘Which metric should be reviewed for proper ICMP pings between the firewall pair?

A. Non-functional state

B. Link monitoring

C. Heartbeat polling

D. Bidirectional Forwarding Detection (BFD)

¥e: C

Y.

Heartbeat pollingis a core HA finction to monitor connectivity between HA peers, leveraging ICMP pings to determine link health
and availability.

"Heartbeat Polling uses ICMP pings to verify the connectivity and health of the HA peers. If heartbeat polling fails, the firewall
considers the peer to be down and may initiate failover." (Source: HA Link and Path Monitoring) If ICMP pings fail, checking
heartbeat polling logs helps identify if link or path monitoring triggers the failover.

HEE#19
Which two tools can be used to configure Cloud NGFWs for AWS? (Choose two.)

A. Cortex XSIAM

B. Cloud service provider's management console
C. Panorama

D. Prisma Cloud management console

HE. B,C

3.

Cloud NGFW for AWS can be configured usingPanoramafor centralized management, as well as theAWS management consolefor
native integration and configuration.

"You can configure Cloud NGFW for AWS using Panorama for centralized security management, or directly through the AWS
management console to deploy and manage security services for your AWS resources." (Source: Cloud NGFW for AWS Guide)
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EE #20

A network security engineer needs to implement segmentation but is under strict compliance requirements to place security
enforcement as close as possible to the private applications hosted in Azure. Which deployment style is valid and meets the
requirements in this scenario?

¢ A. Ona PA-Series NGFW, configure several Layer 3 zones with Layer 3 interfaces assigned to logically segment the
I];e.tg?lr: i’A— Series NGFW, configure several Layer 2 zones with Layer 2 interfaces assigned to logically segment the
I(lle.t‘gl)lﬂz:VM- Series NGFW, configure several Layer 2 zones with Layer 2 interfaces assigned to logically segment the
I]l;t‘(gcr)lﬂ;VM— Series NGFW, configure several Layer 3 zones with Layer 3 interfaces assigned to logically segment the
network.

HE: D

MY

In cloud environments like Azure, theVM-Series NGFWis deployed to createLayer 3 segmentation zones closest to the application
workloads.

"In Azure, deploy VM-Series firewalls in Layer 3 mode to enforce security policies closest to private applications, meeting strict
compliance and segmentation requirerents.” (Source: VM-Series in Public Clouds) Layer 3 segmentation ensures security policies
are enforced at the right boundary to isolate traffic within Azure's virtual networks.

HAE #21
Which feature of SaaS Security will allow a firewall admmistrator to identify unknown SaaS applications in an environment?

A. Cloud Identity Engine
B. SaaS Data Security
C. App-ID Cloud Engine
D. App-1ID

HE. C

ME:

App-1D Cloud Engine (ACE)in SaaS Security uses cloud-based signatures to detectunknownand unsanctioned SaaS applicationsin
the environment.

"App-ID Cloud Engine (ACE) uses real-time cloud intelligence to identify SaaS applications, including previously unknown or newly
mntroduced applications." (Source: ACE for SaaS Visibility) This feature is key for comprehensive SaaS visibility beyond static
signatures.

EE #22
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