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e Preparing and executing the incident response plan for information security incidents: This section of the
exam measures skills of Incident Response Managers and covers the preparation and activation of incident

FH 1 response plans. It focuses on readiness activities such as team training, resource allocation, and simulation

exercises, along with actual response execution when incidents occur.

¢ Designing and developing an organizational incident management process based on ISO

e [EC 27035: This section of the exam measures skills of Information Security Analysts and covers how to
tailor the ISO

e [EC 27035 framework to the unique needs of an organization, including policy development, role
definition, and establishing workflows for handling incidents.

FH 2

¢ Fundamental principles and concepts of information security incident management: This section of the exam

measures skills of Information Security Analysts and covers the core ideas behind incident management,
M3 including understanding what constitutes a security incident, why timely responses matter, and how to
identify the early signs of potential threats.

¢ Implementing incident management processes and managing information security incidents: This section of

the exam measures skills of Information Security Analysts and covers the practical implementation of
=M 4 incident management strategies. It looks at ongoing incident tracking, communication during crises, and
ensuring incidents are resolved in accordance with established protocols.

¢ Information security incident management process based on ISO

e [EC 27035: This section of the exam measures skills of Incident Response Managers and covers the
standardized steps and processes outlined in ISO

e [EC 27035. It enphasizes how organizations should structure their incident response lifecycle from
detection to closure in a consistent and effective manner.

=M 5
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Scenario 6: EastCyber has established itselfas a premier cyber security company that offers threat detection, vulnerability
assessiment, and penetration testing tailored to protect organizations from emerging cyber threats. The company effectively utilizes
ISO/IEC 27035*1 and 27035-2 standards, enhancing its capability to manage information security incidents.

EastCyber appointed an information security management team led by Mike Despite limited resources, Mike and the team
implemented advanced monitoring protocols to ensure that every device within the company's purview is under constant surveillance
This monitoring approach is crucial for covering everything thoroughly, enabling the information security and cyber management team
to proactively detect and respond to any sign of unauthorized access, modifications, or malicious activity within its systerms and
networks.

In addition, they focused on establishing an advanced network traffic monitoring system This system carefully monitors network
activity, quickly spotting and alerting the security team to unauthorized actions This vigilance is pivotal in maintaining the integrity of
EastCyber's digital infrastructure and ensuring the confidentiality, availability, and integrity of the data it protects.

Furthermore, the team focused on documentation management. They meticulously crafted a procedure to ensure thorough
documentation of information security events. Based on this procedure, the company would document only the events that escalate
into high-severity incidents and the subsequent actions. This documentation strategy streamlines the incident management process,
enabling the team to allocate resources more effectively and focus on incidents that pose the greatest threat.

A recent incident involving unauthorized access to company phones highlighted the critical nature of incident management. Nate, the
incident coordnator, quickly prepared an exhaustive incident report. His report detailed an analysis of the situation, identifying the
problemand its cause. However, it became evident that assessing the seriousness and the urgency of a response was inadvertently
overlooked.

In response to the incident, EastCyber addressed the exploited vulnerabilities. This action started the eradication phase, aimed at
systematically eliminating the elements of the incident. This approach addresses the immediate concerns and strengthens EastCyber's
defenses against similar threats in the future.

According to scenario 6, Nate compiled a detailed incident report that analyzed the problem and its cause but did not evaluate the
incident's severity and response urgency. Does this align with the ISO/IEC 27035-1 guidelines?

* A. No, Nate overlooked the necessity of assessing the seriousness and the urgency of the response

¢ B. No, as the report did not include a comprehensive list of all employees who accessed the system within
24 hours before the incident

e C. Yes. Nate included all the elements required by ISO/IEC 27035-1

HE: A
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Comprehensive and Detailed Explanation From Exact Extract:

ISO/IEC 27035-1:22016 emphasizes that part of the incident handling process-particularly during assessment and documentation-
nust include evaluation of both the seriousness (severity) and urgency (criticality) of the incident.

Clause 6.4.2 requires that an incident's potential impact and required response timelines be assessed promptly to determine
appropriate action. Nate's omission of this evaluation, despite creating a technically sound report, means that the organization could
misjudge the incident's risk, delay appropriate response, or fail to meet notification obligations.

Option A is incorrect because ISO/IEC 27035 explicitly lists impact and urgency as required analysis elements. Option C, while
possibly helpful in forensic analysis, is not a required component per the standard.

Reference:

ISO/IEC 27035-1:22016, Clause 6.4.2: "Assess the impact, severity, and urgency of the incident to determine the necessary
response and escalation procedures.” Clause 6.5.4: "An incident report should include an evaluation of incident criticality to inform
decision- making." Correct answer: B Each includes the correct answer, detailed justification, and citation from ISO/IEC 27035
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standards.

EAE #46
During an ongoing cybersecurity incident investigation, the Incident Management Team (IMT) at a cybersecurity company identifies
a pattern similar to recent attacks on other organizations. According to best practices, what actions should the IMT take?

¢ A Proactively exchange technical information and incident insights with trusted Incident Response Teans (IRTs) from similar
organizations while adhering to predefined information-sharing protocols to improve collective security postures

¢ B. Delay any external communication until a thorough internal review is conducted, and the impact of the incident is fully
understood to prevent any premature information leakage that could affect ongoing mitigation efforts

¢ C. Focus on internal containment and eradication processes, consulting external experts strictly for legal and public relations
management

HE: A

dE:

Comprehensive and Detailed Explanation From Exact Extract:

ISO/IEC 27035 strongly encourages information sharing among trusted parties to enhance collective incident response capabilities
and reduce the broader impact of cyber threats. Clause 6.5.6 in ISO/IEC 27035-1 highlights the importance of cooperation and
communication with external parties, including industry-specific information-sharing forums, CERTs/CSIRTs, and trusted partners.
The practice of proactive information exchange allows organizations to:

Detect coordinated or widespread attacks

Accelerate response through shared indicators of compromise (IOCs)

Benefit from collective intelligence and incident analysis

Build sector-wide resilience

However, such exchanges must occur within well-defined protocols that preserve confidentiality, legal compliance, and operational
integrity.

Option B and C reflect overly cautious or siloed approaches that may delay response or reduce the effectiveness of collaborative
efforts.

Reference Extracts:

ISO/IEC 27035-1:22016, Clause 6.5.6: "Incident management should consider the importance of trusted collaboration, sharing of
mcident nformation, and threat intelligence between relevant entities." ENISA and FIRST.org also support this collaborative
approach i their best practices.

Correct answer: A

AR #47
Which element should an organization consider when identifying the scope of their information security incident management?

e A. Electronic information
e B. BothAand B
¢ C. Hardcopy information

He:. B

Y.

Comprehensive and Detailed Explanation:

According to ISO/IEC 27035-1:2016 and ISO/IEC 27001:2022, when defining the scope of an information security incident
management system, organizations must consider all forms of information-whether digital or physical-that are relevant to the business.
Incidents can affect hardcopy (e.g., paper-based records) and electronic data (e.g., emails, files), so both must be included in the
scope assessment.

Reference:

ISO/IEC 27001:2022, Clause 4.3: "The scope shall consider interfaces and dependencies between activities performed by the
organization and those that are outsourced." ISO/IEC 27035-1:2016, Clause 4.2.1: "Information in all formats-including printed or
written-should be protected.” Correct answer: C
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Scenario 7: Located in central London, Konzolo has become a standout innovator in the cryptocurrency field.

By introducing its unique cryptocurrency, Konzolo has contributed to the variety of digital currencies and prioritized enhancing the
security and reliability of its offerings.

Konzolo aimed to enhance its systerns but faced challenges in monitoring the security of its own and third- party systerns. These
issues became especially evident during an incident that caused several hours of server downtime This downtime was primarily
caused by a third-party service provider that failed to uphold strong security measures, allowing unauthorized access.

In response to this critical situation, Konzolo strengthened its information security infrastructure. The company initiated a
comprehensive vulnerability scan of its cryptographic wallet software, a cormerstone of'its digital currency offerings The scan
revealed a critical vulnerability due to the software using outdated encryption algorithms that are susceptible to decryption by modern
methods that posed a significant risk of asset exposure Noah, the I'T manager, played a central role in this discovery With careful
attention to detail, he documented the vulnerability and communicated the findings to the incident response team and management.
Acknowledging the need for expertise in navigating the complexities of information security incident management. Konzolo
welcomed Paulina to the team. After addressing the vulnerability and updating the cryptographic algorithis, they recognized the
importance of conducting a thorough investigation to prevent future vulnerabilities. This marked the stage for Paulina s crucial
involverrent. She performed a detailed forensic analysis of the incident, employing automated and manual methods during the
collection phase. Her analysis provided crucial insights into the security breach, enabling Konzolo to understand the depth of the
vulnerability and the actions required to mitigate it.

Paulina also played a crucial role in the reporting phase, as her comprehensive approach extended beyond analysis. By defining clear
and actionable steps for future prevention and response, she contributed significantly to developing a resilient information security
mncident management system based on ISO/IEC

27035-1 and 27035-2 guidelines. This strategic initiative marked a significant milestone in Konzolo's quest to strengthen its defenses
against cyber threats Referring to scenario 7, Konzolo conducted a forensic analysis after all systens had been fully restored and
normal operations resumed. Is this recommended?

¢ A. No, they should have conducted it concurrently with the response to preserve evidence
e B. Yes, they should conduct it after all systems have been fully restored and normal operations have resumed
¢ C. No, they should have conducted it before responding to the incident to understand its cause

HE: A

MH.

Comprehensive and Detailed Explanation From Exact Extract:

Forensic analysis is most effective when conducted during or immediately following the detection and containment phases-before
recovery processes begin-so that critical evidence is preserved. ISO/IEC 27035-

22016, Clause 6.4.2 emphasizes the importance of conducting evidence collection early in the incident lifecycle to maintain integrity
and avoid contamination.

Performing forensic analysis affer systens are restored risks overwriting or losing crucial data such as logs, memory states, and
malicious artifacts. Therefore, Paulina should have conducted the analysis concurrently with or directly after containment, not post-
recovery.

Reference:

* ISO/IEC 27035-2:2016, Clause 6.4.2: "Evidence collection should begin as early as possible during incident detection and
containment to preserve forensic integrity."

* ISO/IEC 27043:2015 (Digital Forensics), Clause 7.2.1: "Evidence should be collected prior to recovery to maintain chain of
custody and ensure integrity." Correct answer: A

EE #49
What is the primary focus of internal exercises in information security incident management?

e A Evaluating the readiness of the incident response team
¢ B. Involving external organizations to assess collaboration
e (. Testing inter-organizational comnunication

HE: A

Y.

Comprehensive and Detailed Explanation From Exact Extract:

Internal exercises, such as simulations, tabletop exercises, and mock drills, are designed primarily to assess the readiness,
coordination, and performance of the internal incident response team (IRT). According to ISO



/IEC 27035-2:2016, these exercises aim to validate that the IRT understands their roles, follows documented procedures, and can
act effectively under pressure.

While external collaboration (Options A and B) may be tested during joint exercises or industry-wide scenarios, the focus of internal
exercises is on internal capabilities. These exercises help identify gaps in training, procedures, communication, and escalation
pathways.

Reference Extracts:

ISO/IEC 27035-2:2016, Clause 7.3.3: "Exercises and simulations should be conducted to test the readiness of the incident response
capability." NIST SP 800-84: "Regular exercises increase response efficiency and allow staffto develop incident handling
confidence." Correct answer: C
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