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HM #151

A customer wants the main Cortex XSOAR server installed in one site and wants to integrate with three other technologies in a
second site.

‘What communications are required between the two sites if the customer wants to install a Cortex XSOAR engine in the second
site?

¢ A Dedicated site-to-site virtual private network (VPN) is required for the Cortex XSOAR server at the first site to mnitiate a
comnection to the Cortex XSOAR engine at the second site.

¢ B. All connectivity is initiated from the Cortex XSOAR server on the first site via a managed cloud proxy.

¢ (. The Cortex XSOAR engine at the first site must be able to initiate a connection to the Cortex XSOAR server at the
second site.

e D. The Cortex XSOAR server at the first site must be able to nitiate a connection to the Cortex XSOAR engine at the
second site.

Ef#: C

R #152
Which statement applies to the differentiation of Cortex XDR from security information and event management (SIEM)?

e A. Cortex XDR allows just logging into the console and out of the box the events were blocked as a proactive approach.

¢ B. SIEM has been entirely designed and built as cloud-native, with the ability to stitch together cloud logs, on-premises logs,
third-party logs, and endpoint logs.

e C. Cortex XDR requires a large and diverse team of analysts and up to several weeks for simple actions like creating an alert.

e D. SIEM has access to raw logs from agents, where Cortex XDR traditionally only gets alerts.

EfE: A

R -
Reference: httpsy//www.paloaltonetworks.com/cyberpedia/what-is-xdr-vs-siem

B #153
Which two types of IOCs are available for creation in Cortex XDR? (Choose two.)

A. doman

B. 1P

C. registry entry

D. endpoint hostname

EfE: AL B
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M #154
Rearrange the steps into the correct order for modifying an incident layout.

Ef#:

A -

1 - Navigate to Settings > Advanced > Incident Types

2 - Select the incident type you want to customize the layout view for
3 - Edit the layout

4 - Select the Edit Layout option

5 - Navigate to Settings > Layout Builder

H #155
Which two Cortex XSOAR incident type features can be customized under Settings > Advanced > Incident Types? (Choose two.)

A. defining whether a playbook runs automatically when an incident type is encountered
B. setting reminders for an incident service level agreement (SLA)

C. adding new fields to an incident type

D. dropping new incidents of the same type that contain similar information

IEf#: A. B
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